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Preface

Are you feeling blue? the headline in the free daily newspaper Metro' asks. Beneath
a large image of two blue aliens, the article describes how the ‘3D fantasy world of
blockbuster film Avatar [...] has left some cinema-goers unable to cope with reality —
and even feeling suicidal’. The writer reports how:

On the fan forum site Avatar Forums, a topic thread entitled ‘Ways to cope with the depres-
sion of the dream of Pandora being intangible’ has received more than 1,000 posts. ‘Ever
since I went to see Avatar I have been depressed,” wrote a poster called Mike. ‘Watching the
wonderful world of Pandora and all the Na’vi made me want to be one of them. I even con-
template suicide thinking that if I do I will be rebirthed in a world similar to Pandora
[where] everything is the same as in Avatar.’ Another movie-goer called Elequin added: It’s
so hard I can’t force myself to think that it’s just a movie and to get over it, that living like
the Na'vi will never happen. I think I need a rebound movie.

Typing ‘Avatar Forums’ into Google takes the curious reader directly to the
bulletin boards of avatar-forums.com where the threaded discussion is played out in
full. A notice at the top of the page reminds the visitor that they are currently “view-
ing our boards as a guest which gives you limited access to view most discussions
and access our other features’. It appears the usernames presented in the article
have not been changed.

A number of similar stories are published on other news and media sites. A story
on www.techradar.com?® (which uses quotes but does not name users) is more openly
disparaging of the members of the forums ( ‘The web has been awash with slightly
delusional fans [...]’) and provides readers with a hyperlink direct to avatar-forums.
com. A CNN article portrays the fans in a similar tone (‘A post by a user called
Elequin expresses an almost obsessive relationship with the film.") and makes refer-
ence to extracts from an interview with one of the site’s members:

Ivar Hill posts to the “Avatar” forum page under the name Eltu. He wrote about his
post-“Avatar” depression after he first saw the film earlier this month.

' Metro, Wednesday, January 13, 2010.

2 http://www.techradar.com/news/internet/avatar-s-3d-planet-leaves-moviegoers-depressed-and-suicidal--
663355%src=rss&attr=all
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“When I woke up this morning after watching Avatar for the first time yesterday, the
world seemed ... gray. It was like my whole life, everything I've done and worked for; lost
its meaning,” Hill wrote on the forum. “It just seems so ... meaningless. I still don’t really
see any reason to keep ... doing things at all. I live in a dying world.”

Reached via e-mail in Sweden where he is studying game design, Hill, 17, explained that
his feelings of despair made him desperately want to escape reality.’

On the forums of avatar-forums.com, opinion appears mixed about the coverage
the site has received and journalists’ use of content from the boards. Some members
note their discomfort with the use of usernames and real names. One states that they
would feel uncomfortable with their name being published in this way. Another
responds ‘yeah, I wonder if they had permission’. Another is concerned about their
words being taken out of context, worried that it appeared that they were advocating
suicide (‘I just want to clarify that I am 100% sure that suicide will not achieve
that’). Some remind users that the site is largely a safe haven with most members
being people ‘who won'’t exploit you on International media’. Others celebrate the
fame the coverage has brought to the site (addressing the user Elequin, one thread
begins ‘you’re famous now!’).

The reporting of Avatar fans’ online discussions described above raises a host of
complex ethical issues. Discussion of a popular film on a publically accessible web-
site might appear fair game, but if these were academic rather than journalistic inter-
ventions, the decisions made in the very public reporting of these postings would be
controversial’. What might we make of the naming of websites and use of real user-
names which deny anonymity to the Avatar fansites and their members? What about
the use of verbatim extracts from posts, which has the same effect, as search engines
enable easy identification of, and access to, the location of their origin? What about
the issue of consent — apparently neglected here? The contrasting reactions of the
posters described in the reports, expressing feelings of violation, anxiety, pride and
also excitement, raise questions about the responsibility of the reporter to their sub-
jects. They also suggest that members of the forums have very different ideas about
the status of their activity (public? private?). At the same time, the negativity of the
reporting, apparently based on outsider readings of the sites, with fans characterised
as ‘obsessive’ and ‘deluded’, might be questioned. The reports also establish connec-
tions between online identities (Eltu) and the ‘real” people beyond the screen (Ivar
Hill), people who, in this example, appear to be under the age of 18. Finally, although
the subject matter of these fansites may appear trivial, we also have the reporting of
a potentially sensitive topic in discussion of depression and suicide.

Any student or researcher entering into such online environments for the purpose
of research needs to be able to demonstrate that they have considered the ethics of
their practice, their use of data and their relationship to the researched settings. No
matter what the activity they are interested in, it is likely that they will be asked to
account for the decisions they make and describe the strategies they have developed

3 ‘Audiences experience “Avatar” blues’ Jo Piazza, CNN January 11, 2010 8:06 a.m. EST http://
www.cnn.com/2010/SHOWBIZ/Movies/01/1 1/avatar.movie.blues/index.html

*And it is worth noting that the use of my entry into the site for the purposes of this preface itself
raises ethical questions.
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for managing the ethics of their work. The conflicting guidance on Internet research
practice and the diverse nature and characteristics of different online environments
can make this task difficult.

This book examines some of the challenges that researchers may face when
researching online activity and the ways that existing guidance on research ethics
can inform our responses to these. This is not, however, solely a book about ‘Internet
research ethics’. The development of the Internet has reinvigorated ethical debates,
but many of the dilemmas and debates it presents to researchers are not new. For this
reason, rather than just specialising to the Internet, the following chapters introduce
a number of key ethical questions, aiming to expose and explore some of the conti-
nuities between the study of online and offline domains.

The book conceptualises the doing of research ethics as involving the production
of an ethical stance in respect of key ethical issues and methodological decisions.
This stance is established in relation to a number of different domains in which eth-
ics is articulated/embodied (rather than involving self-evident notions of what
actions might be ‘good’ or ‘bad’) and involves a consideration of the researcher’s
accountability to different audiences and interested parties. The chapters examine
the ways such stances might be established and unsettled during research and the
resources that might be used to inform this ongoing work.

Although I discuss the use of Internet-based tools for generating data (via the use
of online interviews and surveys etc.), my primary focus is the ethics of online
research that is based on methods of observation and participation. Of particular
interest is the use of unobtrusive observation (so-called lurking) in online domains.
In considering the key ethical questions that researchers using such methods face,
the book also examines the way that ethics are codified, articulated, and experienced
in academic and non-academic domains and in different contexts, from the research
literature that researchers engage with, the varied online settings they may explore,
and their personal and institutional contexts. The book aims to consider the ways
that the articulation of ethics in these different contexts might inform each other.
Whilst the following chapters do not provide a roadmap for the ethical conduct of
online research, I hope that they provide a useful way of thinking about the reader’s
own position in respect of these issues.
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Chapter 1
Ethical Stances in (Internet) Research

Abstract This chapter explores the ethical destabilisation that the development of
the Internet and related new media technologies has provoked, an unsettling of ethical
expectations and assumptions that is felt by both researchers and Internet users.
Examining researchers’ responses to the challenges of conducting research in online
environments, the chapter considers how the idea of an ‘ethical’ Internet researcher
has emerged in this work. It then explores moves towards localised and contingent
research ethics in recent writing about online and offline research, and considers
how these moves relate to the institutionalisation of ethical guidance and regulation
of research in academic contexts. The chapter closes with an introduction to the
author’s study of two online fan communities — a study that underpins the discus-
sion of ethics in the chapters that follow — and a description of the key ethical issues
that were faced during the project.

Introduction: The Internet and Ethical Uncertainty

The development of the field of social science research methods can be characterised
as involving the establishment of different ways of looking at the world. Whilst
these methodological frameworks are very different and often contested, the refer-
ential ‘world’ to which they relate often appears reassuringly familiar and relatively
stable. Common understandings of the world and researchers’ responses to it have
developed within different academic disciplines and within different traditions of
inquiry. As John Law describes in After Method (2004), researchers’ endeavours
have involved the naturalising of certain assumptions about research, assumptions
relating to ‘what is most important in the world, the kinds of facts we need to gather,
and the appropriate techniques for gathering and theorising data’ (Law 2004, 5).

A similar naturalising move can be recognised in the articulation of research
ethics guidance, where key principles have become embedded into expectations
about what constitutes professional and ethical behaviour. Traditional methodological

N. Whiteman, Undoing Ethics: Rethinking Practice in Online Research, 1
DOI 10.1007/978-1-4614-1827-6_1, © Springer Science+Business Media, LLC 2012
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debates have to some extent involved a stabilising of research methods and ethics,
with certain understandings of what is ethical having become generally accepted.
We are used to asking permission before entering someone’s home to observe them,
for example, and have become accustomed to the idea that we should ask participants
for consent before involving them in research.

These ways of looking are by no means fixed, as heated debates about the methods
and ethics of ‘real-world’ research continue. However, they tend to be based on rela-
tively established understandings of the nature of the world. This includes broad
assumptions about the characteristics of settings such as classrooms, homes and
offices and the physically embodied people who inhabit them, as well as the domi-
nance of certain positions (albeit not always shared) regarding the ways these
settings/individuals can and should be approached. At the same time, the discussion
of research ethics has settled into certain familiar arguments. For some, this has had
a negative effect on the field, resulting in the academic discussion of research ethics
becoming increasingly frustrating, entrenched into a regular patterning of familiar,
irresolvable debates that tend to focus on certain infamous cases of ethical miscon-
duct and particular methods (including experiments and covert research), whilst
ignoring other methods and more everyday ethical quandaries (Bryman 2008).

The development and expansion of the Internet and related new media technologies
unsettled some of the certainties that these assumptions, expectations, and discussions
are based upon. As traditional debates were reignited by the need to respond to the
characteristics of technologically mediated environments, researchers entered anew
key discussions regarding the moral, legal, and regulative aspects of research ethics.
Challenges to existing understandings of ethical behaviour in research surfaced as
researchers engaged with the demands of researching the Internet, considering
important questions about the status and use of data sourced from online environ-
ments, the responsibilities of the researcher to those participating in technologically
mediated settings, and the extent to which — more broadly — existing rules of ethical
practice should be extended to online research. As Baym and Markham (2009) have
described, in their response to these questions, Internet researchers have engaged in
a reassessment of ‘basic principles and practices of qualitative inquiry’, producing
‘important critiques of a priori methodological certainties’ (9). This has involved not
only the development of new assumptions but also contestation arising from the
thinking through of emerging methodological and ethical problems.

Of course, it is not just researchers who have experienced ethical dilemmas in
relation to the Internet, or have been confronted with questions that ‘lurk less visibly
in traditional contexts’. Internet users also face distinct ethical challenges. In her
1996 paper on Internet research ethics ‘What’s wrong with the “Golden Rule”’?
Conundrums of conducting ethical research in cyberspace’, for example, Christina
Allen presented the following prediction regarding the future development of ethical
behaviour on the Internet:

[...] as more participants gain experience in these now novel modes of communication,

diverse amalgams of values will begin to emerge. Many cyberspace sites are already devel-

oping innovative approaches to governance, conditions of membership and regulation of
patterns of use, partially in response to what researchers ‘do’ with the information that is
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available. In other words, the cyberspace experiences that can contribute to ethical wisdom
are just now developing.

(Allen 1996, no page numbers)

Although Allen’s focus in this paper was on a pre—Web 2.0 Internet (she notes that
she is writing at a time when ‘neither participants nor researchers have much experi-
ence in cyberspace’ (ibid)), the negotiation and innovation of ethics suggested in this
extract is still taking place today. The Internet continues to emerge as an arena of
ethical destabilisation, an arena infused by competing ethical positions instantiated
in illicit activities and tensions between ‘open networks of collaboration’ and ‘closed
structures of commercial competitive environments’ (Humphreys et al. 2005).

In the absence of common ethical frameworks, rules of conduct are being negoti-
ated and contested by users within online gaming and online worlds (such as World
of Warcraft and Second Life), social networking sites (such as Facebook, Myspace,
YouTube, and blogs), peer-to-peer file-sharing communities, and more traditional
forums and websites. Within these diverse contexts, users are faced with ethical
questions and dilemmas regarding the acceptability of particular forms of behaviour
(seen in media coverage of virtual crime and bullying), the integrity of certain uses
of content (seen in challenges to copyright legislation), and issues relating to the
right to privacy in online domains. To date, understandings of appropriate and
acceptable behaviour within these activities have been strongly contested, with indi-
viduals negotiating the contradictions of emerging forms of entertainment, sites of
reception, and modes of consumption, production and distribution. Even within
sites that have strict rules and regulations, users appear ready to test and push at the
margins of what is acceptable, what is ethical, and what is not.

We can find evidence of this ongoing negotiation of ethics in different types of
online activity. In a paper on the ethics of eBay, for example, Robert MacDougall
describes how the highly constrained nature of the eBay website sustains interactions:

Through a highly formalized feedback mechanism centered around the exchange of goods
that is bound, almost gravitation-like, by the network effect of hundreds of millions of daily
users. At first pass, these processes appear to be working symbiotically with and through
eBay users who dutifully and often enthusiastically sustain a self-regulating social control
system that explicitly models and patterns successful behaviour.

(MacDougall 2010, 237)

Despite the presence of these formalised mechanisms, eBay users also appear to
challenge the control imposed by the framing of interactions on the site. This testing
of rules is evident in the activity of auction ‘sniping’, which involves buyers lying
in wait for the final seconds of timed sales before pouncing, hoping to win the items
by trumping other bidders at the very last moment. As MacDougall describes, such
sniping has spawned an industry of ‘books, products, and services’ (including auto-
mated sniping software). He suggests that this activity demonstrates the testing of
ethical behaviour in this environment:

Loosed, then, from the ethical moorings most intrinsic to contexts of embedded, physical

embodied interaction [...] a new communicative concept emerges, and with it a shadowy
ethic that is captured succinctly in the snipe. [...] The whole enterprise betrays an underlying
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enmity among and between buyers. I have been sniped by humans and bots, and I managed
to win a snowboard by manually sniping an item out from under another bidder. Sure, no
one really gets hurt, but the activity is vicious pure and simple. [..] With all this comes
increased difficulty in discriminating between ethical and unethical rule systems on the one
hand, and practically advantageous or disadvantageous rule systems on the other.

(MacDougall 2010, 242)

Online, confusion and disagreement is evident about the legitimacy of such
actions. Coverage of the phenomena of eBay sniping on the Internet, for example,
not only includes sites offering texts and guidance, and free and commercial sniping
services, but also discussion of whether or not the activity is acceptable, against
eBay’s rules of use, or even illegal.

A similar negotiation and testing of ethical behaviour is evident in a different
type of online enterprise: participation in online games and online worlds.
Researchers have examined how the acceptability of different forms of cheating' is
digested within game environments and related discussion boards. As Fields and
Kafai (2010) suggest, the literature on online gaming has shown that ‘among game
players there is great variety on what counts as cheating, what the repercussions are,
and how and when one should use cheats’ (2010, 66). Their own work on cheating
in player-run cheat sites surrounding the tween virtual world Whyville demonstrates
this contestation. Whyville — a site aimed at young people — is part social environment,
part learning environment, with members earning currency by completing science-
related mini-games. Cheat sites created by these young people provide solutions
and advice for successfully completing these games. Alongside these, Fields and
Kafai note how some within the site also engage in more serious hacking and ‘spoil-
sport cheating’ activity.” Examining the motivations of cheat site creators and the
debate around cheating within Whyville, they argue that the activity provides a way
into thinking about ethics more broadly:

Cheating in Whyville brought up many contemporary ethical issues facing people in today’s

society: identity theft, intellectual property, sharing information, relationships, honesty,

leadership, and even an implied critical look at the goals of the virtual world (is it for
science learning or relationships?).

(Fields and Kafai 2010, 84)

Here, as in the discussion of eBay sniping, we have an unsettling of behavioural
expectations and a contestation of what it means to be ‘ethical’. In each case, Internet
users (whether adults or children) are trying out new possibilities for action and
establishing different ground rules regarding the acceptability of different types of
behaviour.

Each of these examples demonstrates the ethical implications of the move away
from established understandings of ethics as situated within the physically embodied

! An activity which is central to videogame play (see Consalvo 2007).

2 ‘For instance, it is a frequent practice in Whyville to lie to Whyvillians [citizens of Whyville] to
obtain their password so that one can log into another’s account and send the money to oneself’
(Fields and Kafai 2010, 70).
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offline world. Such accounts remind us that Internet researchers are likely to enter
into complex, ethically charged environments; environments in which Internet
users, like Internet researchers, are confronting and working through ethical issues
(although they may not be doing so quite so explicitly), where ethical codes and
behaviours are being negotiated within the daily activity of online life, and where
key questions, such as who owns the Internet, are being disputed. For both Internet
researchers and users, there are no definitive answers to these questions.

Against this backdrop, this book explores the efforts of researchers to establish
and maintain ethical stances in the practice of online research. The following chap-
ters examine the resources that researchers can draw from when working through
ethical issues in the planning and conduct of research. In doing so, the book consid-
ers the relationship between the ethical manoeuvring of researchers and the ethical
manoeuvring of those they research. This idea of ‘ethical manoeuvring’ refers to the
way that — in the face of the ethical instability described above — both Internet
researchers and Internet users can be understood to be engaged in the ongoing pro-
duction and performance of particular stances in respect of the ethics of their actions
and behaviour (e.g. adopting specific positions in respect of the actions that are, or
are not, acceptable or appropriate). In each case, these stances can be understood to
be established and maintained but also challenged within and by the demands and
expectations of the contexts in which they operate. As I will discuss in Chap. 2, the
relationship between the researcher/researched has become increasingly significant
in academic discussion of research ethics (both online and offline). The approach
taken in this book pushes this interest further by examining the negotiation of ethics
in academic and non-academic domains and the ways that these domains might
(should?) inform each other.

In exploring the relationship between researcher and researched, this book
outlines a framework for considering research ethics as constituted in relation to
different domains: the empirical settings of research; the theoretical perspectives
that inform the researcher’s objectification of the research settings and practical
methodological decision-making; the institutional contexts in which researchers
work; and the ethical ‘baggage’ that each researcher brings to their project. These
four domains are presented in more detail in the following chapter.

In its consideration of ethics in relation to the empirical as well as theoretical and
methodological contexts of research, the book establishes a perspective from which
ethics is constituted as lying at the heart of all social activity, whether or not ethics
is constituted as a formal area of responsibility. As this suggests, my focus is on the
practice of ethics, primarily in the context of research, but also more broadly. The
book can therefore be contrasted with what Calvey has described as ‘the standard
discourse on ethics’, a discourse that ‘is abstracted from the actual doing, which is
amediated and contingent set of practices’ (Calvey 2008, 905). It is the achievement
and performance of these practices, our decisions and actions, that is my interest
here. Before turning to the literature to trace some of the moves that might be used
to inform this achievement/performance, I want to first consider why ethical issues
have become an increasingly important focus of interest for social science research-
ers in recent years.
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A Shifting Academic Terrain

Academic institutions have only relatively recently become concerned with regulating
the ethics of social science research. Sieber has described how researchers in the USA:

[...] always prided themselves on their methodological problem-solving skills, but par-
ticularly before the 1970s when federal regulations of human research were developed,
gave little thought to ethics, assuming that good intentions would suffice. As the federal
regulatory structure and institutional review board (IRB) oversight began to take hold on
research activities, terms such as informed consent entered the lexicon of researchers.

(Sieber 2004, 298)

Similar pressures have been seen in the UK context, where there has been increas-
ing regulation of research ethics over the past decade (Wiles et al. 2010) as political
developments have resulted in the bureaucratising and institutionalising of ethical
review procedures within higher education.* Most significantly perhaps this has
included the introduction of ethics committees within UK higher education institu-
tions (in a similar way to the earlier introduction of institutional review boards
(IRBs) in the USA), a move that has been informed by regulatory ‘regimes’ founded
on the concerns of medical research (Murphy and Dingwall 2007), based on a central
concern with potential harm to (human) subjects.

As Alderson and Marrow (2006) argue, this growing bureaucratisation has
resulted in a change in the visibility of social science research ethics. What was,
previously, primarily a personal endeavour (for the social science researcher to con-
tend with) has been brought into a more public domain, documented, regulated and
approved by those operating within institutional frameworks. For this reason, along-
side the developments in new media technologies that have resulted in the growth of
academic interest in the subject of online research ethics, the backdrop to this book
also includes broader political developments within academia that have implica-
tions for the regulation and approval of social science research. These developments
have been welcomed by those who recognise the need to ensure that research prac-
tice is scrutinised as a professional endeavour (e.g. Dowling and Brown 2010). Such
changes have also been regarded more negatively, however, as ‘placing unnecessary
and unhelpful limitations on research practice’ (Wiles et al. 2010, 2), whilst also
challenging the traditional status and authority of the researcher-as-expert.

The move from the authority of the researcher to the researcher delivering
predefined work suggests an ‘ethical’ model that can be delivered and also regulated
and assessed by other professionals within the field. Researchers and students now
need to be able to demonstrate and assert the legitimacy of their actions and ethical
decision-making to a broader, more public audience than they would have in the past.
This is particularly important where research involves controversial ethical decisions
such as the use of covert observation, or deception of research subjects. These moves

3 For discussion of these developments and their implications for social research within the UK
context, see Dingwall (2006), Hammersley (2009), and Wiles et al. (2010).
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can have particular implications for Internet researchers who may be faced with the
added challenges of having to convey their research to those unfamiliar with the sort
of empirical settings that they are interested in examining (Clark and Sharf 2007).

At the same time, Internet researchers are also faced with evidence of the harm
that their research could result in. The literature on Internet research contains numer-
ous cautionary tales which serve as reminders of the need for due consideration of
ethical issues when carrying out research online. Alongside the negotiation and
conceptualisation of rights and responsibilities in the ethical guidelines and per-
sonal narratives of Internet researchers lie numerous references to technologically
mediated ethical misconduct and trespass. Thomas (1996, no page nos.), for exam-
ple, describes the varied ethical violations of a ‘cyber-project gone-awry’, a now
infamous study of pornographic material on Usenet (Rimm 1995). Thomas describes
how this study gathered personal information, statistical data, and ‘pornographic
files’ covertly, from non-public domains; how the reporting of the research sug-
gested that those who blocked access to their files might be child molesters; and the
suggestion in a resulting grant application that the research might assist in the pros-
ecution of users in helping to ‘identify and prosecute Rimm’s research subjects’
(Thomas 1996, no page nos.). This is clearly an extreme example of apparent ethical
misconduct. Yet there are also suggestions of potential misconduct in research that
is becoming increasingly common. Commentators have, for example, noted their
disquiet regarding the growing number of research projects that appear to violate
privacy and confidentiality by drawing material from emerging social networking
environments such as Facebook (Zimmer 2009).

Scholarship on Internet research has also described the sometimes difficult rela-
tionship between Internet researchers and the online communities they study.
Descriptions of these relationships include accounts of the feelings of betrayal
expressed by communities and individuals having discovered the presence of
researchers in their midst (see King 1996; Sharf 1999; Eysenbach and Till 2001);
the attempts of Internet users to regulate and ban the activities of researchers (White
2002); and examples of the hostility of online communities towards ‘drive-by
researchers’ (Cherny 1999). Such accounts provide stark evidence of the fact that
the actions of researchers can destabilise (and in some cases lead to the destruction
of) online communities. With their references to apparent ethical failings and irre-
sponsibility — observation without notification or informed consent and the failure
to then ensure anonymity, for example, and deception by researchers withholding
their true identity/purpose* — these serve as cautionary tales. Like the famous and
oft-cited cases of deception and mismanagement in earlier social science research
projects (e.g. the 1950s study of ‘Springdale’ and Lloyd Humphrey’s 1970 study
Tearoom Trade, see Berry 2004), they serve to provoke conformity by establishing
‘forbidden’ (or, at the very least, frowned upon) acts.’ As developments within the
social sciences increasingly exert influence upon researchers’ approaches to ethical

4 Again, see Thomas (2004).
3 See the Wikipedia entry on cautionary tales; www.wikipedia.org/wiki/Cautionary_tale.
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decision-making, such tales draw attention to the challenges that Internet researchers
face, raising the stakes for those entering the online field for the first time.

Faced with such warnings, new institutional pressures, researchers’ responsibilities
to their university ethics committees, their research subjects, and themselves, what
might it mean to be an ethically ‘good’ Internet researcher?

The literature on qualitative Internet research provides some aspirations in
respect of this aim. Much of this work — perhaps unsurprisingly as it is written by
Internet researchers — emphasises the role of the researcher in developing existing
understandings of ethical research practice rather than the institutional systems that
oversee such work. In the context of the increasing bureaucratisation of ethics in
academia, this emphasis can be seen to reattach expertise to the individual researcher
who is often positioned as facing new challenges whilst endeavouring to establish
the extent to which new problems relate to traditional concerns.

In this discourse we find an objectification of an ideal Internet researcher, a
researcher who emerges in consistent ways in different writing and displays a num-
ber of key characteristics. Chief amongst these are the qualities of sensitivity and
reflexivity, along with the ability to critically engage with the research process.
These characteristics are suggested by Annette Markham’s description of the ‘ethical
researcher’:

Online or off, an ethical researcher is one who is prepared, reflexive, flexible, adaptive and
honest. Methods are not simply applied out of habit, but derived through constant, critical
reflection on the goals of research and the research questions; sensitively adapted to the
specificities of the context.

(Markham 2006, 39)

It is not just Internet researchers who seek to pin down the attributes of ‘ethical’
researchers. In a recent book, for example, Bruce Macfarlane (2009) explores the
‘virtues’ of researchers. He identifies ‘courage, respectfulness, resoluteness, sincerity,
humility, and reflexivity’ as ‘some (but not necessarily all) of the excellences of
character needed to be a “good” researcher’ (Macfarlane 2009, 5 — his emphasis).°®
Whether referring to online or offline research, such descriptions suggest an intimi-
dating range of personal attributes to aspire to.’

Approaching Research Ethics - Two Emphases

As these descriptions suggest, the literature provides quite a clear sense of the personal
qualities of the ‘ethical researcher’. But how might researchers go about constructing
such an identity? Recent work — both relating specifically to Internet research and

¢ T am not entering here into the debate as to whether good character necessarily leads to good ethical
conduct — for discussion of this, see McNamee’s description of character in virtue ethics, 2001.

7 As I will explore in Chap. 5, written accounts of research demonstrate the challenges of trying to
reach such aspirations.
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more widely — has emphasised certain ways of thinking about the ethics of research
that appear useful in this regard. In considering these, I want to trace two important
conceptual moves that have informed my approach to ethics in this book.®

The first is an understanding of ethical decision-making as embedded in the local
details of research rather than involving the application of general ethical principles.
This emphasis suggests the inadequacy of universal ethical norms, focusing instead
on contextually situated ethical practice where the actions of the researcher are
informed by the specific nature of their research and research settings (rather than
involving the application of a general principle such as ‘informed consent should
always be obtained’, ‘participants should always be anonymised’, etc.). The second
places an emphasis on the dynamic nature of research and, with it, suggests that we
consider the contingent, fluctuating, and emergent nature of research ethics. Ethical
decision-making is here configured as an activity that is engaged in throughout the
research process and is therefore in motion rather than fixed: ethics as, and in, pro-
cess. Whilst the first move provides a focus on the reference points the researcher
draws from in establishing a particular ethical stance, the second suggests that
research ethics can be regarded as involving an ongoing struggle to maintain and
adapt this stance in the face of change.

Embedded Ethics

The emphasis in much recent writing on ethics within the broad body of work that
can be gathered under the banner of ‘Internet studies’ has been on challenging
‘monolithic’ pronouncements of ethical conduct (Walther 2002) in favour of varying
interpretations of contextualised ethical practice. This involves a conceptual shift
away from the idea that researchers should comply with totalising ethical principles.
Instead, we find a move towards the idea that, during research, researchers are
involved in the development of ethical positions that are informed by the local
details of their research, the nature of their observed settings, and — significantly for
my interest in this book — the activities and perspectives of those they research. Such
arguments suggest that our decisions should be informed by the cultures we study
(see Cavanagh 1999), the audiences that have vested interests in the work (McKee
and Porter 2008), and the technologies that we are engaging with (Roberts et al.
2003). They reflect the aim of being a researcher who is ‘sensitively adapted to the
specificities of the context’ (Markham 2006, 39).

This work proposes a situated approach to ethical decision-making (Knobel
2002) that is embedded in the specific details of the research. The idea here is that
the ‘ethical’ researcher does not stumble into the online field and apply general
principles in respect of how he/she will collect data (e.g.) that may have been devel-
oped in the study of very different settings. Instead, researchers’ decisions should be

8 See also Whiteman (2010) for discussion of these moves.
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based upon an understanding of their research settings and consideration of the
specificities of their research interests (their research questions, theoretical under-
pinnings, methodological choices, etc.) that enables them to make decisions that are
context specific. The production of such decisions is therefore presented as occur-
ring at different levels of operationalisation, across different aspects of the research
process, and in relation both to the object of research and to the activity and interests
of the researcher.

Let us take one example of the ways that ethical decisions can be established in
relation to different aspects of research design — a study that is particularly challeng-
ing for a number of reasons that become obvious quite quickly. In the book Beyond
Tolerance (2001/2003), Philip Jenkins discusses his experience of carrying out
covert observation of transactions within perhaps the most problematic of online
environments: websites devoted to the exchange of child pornography. This in many
senses is a limit case of the possibilities for carrying out ethical research online.
Jenkins describes how different potential avenues of investigation into this criminal
activity are closed to researchers and ‘why, to date, no researcher has attempted to
study this market’ (19). A key obstacle to such work is the fact that accessing or
viewing child pornography in any way is a criminal offence. Were the researcher to
see such material, even momentarily, they would be liable to prosecution. At the
same time, as Jenkins observes, other methods are also closed: ‘it is inconceivable
that an active child pornographer will allow himself to be interviewed or to permit
an academic any kind of access to his traffic’ (19). Yet the book reports the findings
of Jenkins’s 2 year—long study of this activity. How has Jenkins worked around the
ethical challenges his research raises?

Jenkins presents the ethical decisions he made in relation to different issues
and different points of reference. First, he describes how his work was based on
observation of ‘verbal, textual material collected from newsgroups and message-
boards’ (20). It is not illegal to observe such activity,’ although Jenkins notes that
his presence on the site had the potential to flag him up as a potential suspect
participant to authorities (20). Secondly, in order to ensure that he was not party
to any of the images that users might attach to their postings, Jenkins made use
of the technical features of the Internet by ‘deactivating the “autoload images”
feature of my Netscape software’ (20). Whilst this focus on written text meant
that his understanding of the activity was limited to some extent, he argues that
the nature of the content of the message boards he studied (which contained
highly detailed descriptions of content and demonstrated a policing of the accu-
racy of such descriptions by users) enabled him to get a sense of the visual mate-
rial that was shared on the sites ‘without the necessity to view them directly’ (21).
Jenkins also explains a number of decisions he made regarding his handling and
dissemination of data: his initial attempts to pass ‘lists of URLs and related infor-
mation’ (22) onto the authorities (but how he stopped doing this after a while,

9 ‘[...] though virtually any visual images involved in this trade are prohibited, words are subject
to constitutional protections’ (Jenkins 2001/2003, 19).
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believing it to be futile), and how, when writing up the research, he decided not
to provide the URLs or names of sites in order to prevent any person ‘seeking
such images’ from gaining entry into the activity (rather than to protect the pri-
vacy of the sites).

Jenkins’s ethical stance is here established in relation to different aspects of his
research: the methods of his research project (observational but not participatory),
the nature of the researched environments (dangerous and deviant, therefore ‘unworthy’
of privacy protection), the technological affordances of the Internet (which enable a
certain filtering of content), his research questions (which did not require him to
look at the visual content of the sites), and the legal issues that the study raised.
Although there are a number of ethical issues that Jenkins does not discuss — not
least the impact on his own well-being of reading such highly upsetting material
over a prolonged period of time — he establishes a clear position in respect of his
ethical decision-making that seeks to defend itself against potential challenges in
relation to different resources. This example of localised ethical manoeuvring
demonstrates the ways that potentially very significant ethical, legal, and method-
ological problems can be addressed via reference to the local features of research
design, technology and environment.

Although the discussion of localised ethics has been prevalent in Internet research
writing, the emphasis on the situated, contextual nature of research ethics is not new
and extends beyond this field of research. As I will discuss in Chap. 5, it has been
common in descriptions of qualitative fieldwork in offline environments and evident
in different academic disciplines including sociology (Calvey 2008), geography
(White and Bailey 2004), and education (Simons and Usher 2000). In their intro-
duction to Situated Ethics in Educational Research, for instance, Simons and Usher
(2000) describe an understanding of situated ethics in which our principles as
researchers are ‘mediated by the local and specific’. In their view:

[...] the whole point about a situated ethics is precisely that it is situated, and this implies
that it is immune to universalization. A situated ethics is local and specific to particular
practices. It cannot be universalized, and therefore any attempt to formulate a theory of situated
ethics, given that any theorization strives for universality, must be doomed to failure. This
is not to say that in any particular practice universal statements or principles of a general
nature are inappropriate and unhelpful. However, it is to say that any such statements or
principles will be mediated by the local and specific — by, in other words, the situatedness
which constitutes that practice.

(Simons and Usher 2000, 2)

The ‘situatedness’ of the practice here suggests both the practice of the research —
the specific questions and theoretical approaches that constitute and inform the
researcher’s activity — as well as the local details of the research settings and those
participating within them.

The move towards embedded ethics therefore involves a shift in emphasis from
the general to the local and from the universal to the contingent and specific. Such
distinctions are at the heart of a number of critiques of refusals by university and
research bodies such as IRBs in the USA to grant permission for Internet-based
research projects. Central to the criticism of such decisions is the charge that these
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bodies fail to understand the particular nature of the settings within which researchers
seek to operate, and instead draw on misplaced general preconceptions. Johns et al.,
for example, suggest that:

Lack of understanding of the formal features of computer-mediated communication has left

some IRB members confused when evaluating research proposals which seek to apply
traditional research methods in the virtual realm.

(Johns et al. 2004, 112)

These authors go on to argue that ‘IRB regulations, and those who interpret them,
are firmly grounded in the literate culture of paper and print’ (119).

We can see similar positioning in Joseph Walther’s (2002) engagement with the
reporting by Frankel and Siang of a workshop on Internet research ethics held by the
National Institute of Heath and the American Association for the Advancement of
Science (Frankel and Siang 1999). Walther suggests that this report, which presents
specific guidance to researchers and IRBs engaged in the conduct and review of
Internet research projects, is problematic because it:

[...] tends to characterize ‘Internet research’ in a more or less monolithic way, as though the
issues it considers pertain to most kinds of research conducted online. Taking the report
seriously may lead an IRB to require assurances from investigators that are impertinent,
irrelevant, impossible, and unwieldy, depending on the nature and methodology of the
specific study being proposed.

(see Walther 2002, 207)

Walter describes how the recommendations presented appear to be underpinned
by a narrow definition of Internet research as involving the deployment of qualitative
methods at the exclusion of other methods such as surveys or experimental designs.
He suggests that this restricted understanding of online research feeds into the voic-
ing of particular concerns within the report, concerns that appear to influence the
recommendations that the authors make regarding consent and the protection of
subjects. This includes a central concern with protecting human subjects from the
intrusion of privacy that might arise from the use of names or other identifying
characteristics in the citing of verbatim data.

Walther also challenges the report for the way that it appears to discuss Internet
research as if the challenges it presents are ‘inherent” and ‘unique’ to the Internet
(212). Regarding the report’s concern with the verifiability of data (which are prob-
lematised by the possibilities for identity play online), he notes:

The Report contends that because of the uncertainty of respondents’ identity in Internet

research, data may not be valid, and if not, research should not be conducted. It is well

worth considering that historically there are other venues for research that offer very bid as

much opportunity for deception: mail surveys, telephone interviews, questionnaires passed
out in large classrooms, and other approaches. (212)

Going on to discuss the report’s recommendations, he suggests that:

While each specific observation has some merit in one specific context or another, the problem
is that the admonitions are not confined by context. [...]

(Walther 2002, 212)
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Here, Walther consistently questions the way the report conceptualises both
research and the challenges of the Internet in reference to specific, local cases that
do not fit the general model implied by the guidance. We can understand the move
from a preimposed ethical checklist and general principles to contextualised ethical
decision-making in a similar way, as involving a tailored approach to the production
of ethics based on ‘concrete examples’ (Allen 1996) rather than general rules or, in
Walther’s terms, approaches that are ‘confined by context’. As I will discuss later in
this book,'° this does not involve a wholesale rejection of certain general aims — to
do no harm, for example, (see McKee and Porter 2009) — but focuses attention on
how these are interpreted in specific contexts.

What does this shift towards locally produced ethics do? Undoubtedly, it reduces
the potency or ‘descriptive power’ (Dowling 2009) of our ethical conclusions, in
that they are constituted in reference to specific cases rather than as rules that extend
beyond particular reference points. Being context independent, general principles
can unproblematically be applied elsewhere. In contrast, whilst they may draw from
more general principles, the localised ethical stances that researchers develop are
contingent on the specificities of the research context/questions/methods/theory,
etc., and the outcome of a series of localising moves throughout the research process.
It is therefore possible that we might amend our stance if we shifted our gaze onto
another setting, for example. Whilst this limits the ‘power’ of our ethical statements,
this delimiting also means that our decisions are more sensitive to the nature of the
setting — or so the argument goes — and that the researcher is less likely (perhaps) to
be destructive through a lack of consideration of the particular characteristics of the
research and the research setting.

Ethical Instability

Whilst emphasising the local over the general, recent literature on social science
research ethics (as well as Internet research ethics more specifically) has also
focused attention on the dynamic nature of research and, with it, the researcher’s
need to respond to, and deal with, change and unexpected developments during the
research process. This involves a focus on the ‘contingent, dynamic, temporal,
occasioned’ nature of research ethics and the ongoing ‘practical manoeuvres and
tactics’ involved in the ‘management of situated ethics’ (Calvey 2008, 912).
Attention to the management of ethics in the face of uncertainty involves a move
away from procedural approaches to research ethics that can suggest a clean pro-
gression through research stages with corresponding ethical issues (e.g. starting
with issues of access and informed consent and moving towards closure with issues
of dissemination). Instead, this emphasis forces an acknowledgement of the inher-
ent messiness of research, and with it, the complexity of ethical decision-making.

19 The relationship between general principles and local instantiations of ethics is explored in each
of the chapters but discussed in most detail in Chap. 6.
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The recognition of the dynamic and uncertain nature of research and the ethical
manoeuvring within, reminds us that the researcher must be responsive to the unex-
pected and that the ethical stances we develop may change and may need to be
stabilised. As I will explore later in this book,'! the research accounts of those who
have engaged in longitudinal fieldwork in natural settings have long discussed the
challenges of working within shifting environments (as Mattingly (2005) notes,
consideration of the emergent nature of research ethics and the dilemmas of field-
work embedded in different cultures and contexts is well rehearsed within anthro-
pology). Yet this point also extends more broadly and does not only apply to
longitudinal studies, or indeed, to research involving qualitative methods. Within
the event of a face-to-face interview, for instance, the researcher is engaged in the
ongoing management of ethical issues within the interactions between interviewer
and interviewee.'? The collection of standardised data via the delivery of question-
naires in survey research might also present researchers with unanticipated develop-
ments that could provoke a reassessment of the ethics of the project (see the
discussion of dealing with ‘participant problems’ in survey research in McKeown
and Weed (2004)"%). This can be the case whether the questionnaire is administered
in person, or in a distanced manner online, via telephone, or by post.

Because they are grounded in the local details of research, ethical positions
founded on contextual details rather than the application of universal principles are
unstable. Rather than fixed, they are the product of moves and decisions made over
time and in response to contingent events as well as being the result of more clearly
defined design choices that researchers may make during the research process.'
Established in relation to specific contexts which may undergo change, such moves/
decisions will need to be reaffirmed, revised, and redefined in response to empirical
events. The ethical stances researchers develop can therefore be seen to take
shape as the research progresses. For that reason, they might be regarded as an out-
come of the research process; like the theoretical perspectives researchers develop
in the analysis of data, the researcher’s ethics fully emerge only at the end of the
research project. However this ‘outcome’ is always in production. Even when we

' See Chap. 5.

12 As Oliver (2003) suggests, ‘One has only to think of the complex interactions which take place
during interview research, to imagine the apparently minor but still important ethical situations
which arise. The respondent asks a question about the research process, and the researcher has to
decide how to reply; the respondent asks to see a copy of the research data, or the respondent
becomes slightly uncooperative — all these situations may have an element of ethical decision-
making’ (Oliver 2003, 45).

13 As an example of the problems that researchers may face when administering surveys, McKeown
and Weed describe how [...] prior warnings in an informed consent of sensitive or private ques-
tions and reminders of the option to refuse to answer may not be enough. If we ask questions that
can induce stress or anxiety, then we also have an obligation to assist those who are affected by
those questions’ (McKeown and Weed 2004, 67). The issue then is how these obligations are
worked through by the researcher and how this informs their subsequent actions.

14 See Whiteman (2010) for discussion of this tension between control and contingency in the
design of research and maintenance of ethical stances.
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have completed our research (or even years later), we may readdress our actions in
our reflections on the decisions we made previously, and of course, our ethical
stance will also be evaluated and interpreted by others. The researcher’s ethical
stance is therefore a product of stabilising moves in the face of change. It is devel-
opmental, a move towards coherence that can be unsettled by unexpected events,
and is never fully achieved or completed.

Such ideas have been set in opposition to the more static models that underpin
some approaches to the institutional regulation of research ethics. Mauthner et al.,
for example, suggest that there are:

[...] inherent tensions in qualitative research that is characterized by fluidity and inductive
uncertainty, and ethical guidelines that are static and increasingly formalised.

(Mauther et al. 2002, 2)

According to these authors, researchers should pay closer attention to the ways that
ethical ‘theory and intention [are] lived in the research context’ (Mauther et al. 2002,
2). In a similar way, Mattingly (2005) challenges two universalising assumptions that
she suggests underpin institutional understandings (particularly in the context of
clinical research) of how ethical behaviour might be monitored and governed by
ethics review procedures: the idea that ethical rules are ‘context-free’ and the sugges-
tion that research can involve the application of ‘universal rules, norms and theories’
to guarantee an ethical outcome (462). Through reference to the developmental nature
of her ‘ongoing relationship’ (468) with one research participant during an ethno-
graphic study of American hospitals, and related experience of ‘how complex an ethic
like “confidentiality” becomes in the context of real-life circumstances and research
relationships’ (457), Mattingly challenges these assumptions. She argues that her
experience (like those of other researchers using ethnographic methods) ‘illuminates
the poverty of a research ethics that is supposed to be standardized, applied regardless
of context’ (458). This is not least because it denies the ongoing personal relationships
that inform ethical manoeuvring in the field (462). Here, there is a recognition of both
the embedded and contingent/developmental nature of research ethics.

The idea that the dynamic nature of research conflicts with the formal fixing of
some ethical guidance also ties into Cannella and Lincoln’s recent call for the need
for ‘ethical reflexivity’ in research:

By mandating ongoing attention to ethical concerns, ethical reflexivity reminds researchers
that few research projects proceed as expected; many ethical issues are unforeseen in
advance; participants have their own concerns regarding ethical behaviour which cannot be
predicted by institutional review boards; ethic, as a general concern, reside in specific situ-
ations with the complex histories of individuals; and complexity theory is a better descrip-
tor of human life than regularity and generalization.

(Cannella and Lincoln 2007, 327)

As I'will explore in Chap. 5, these moves remind us that, whilst it may be possible
to identify key ethical issues pertaining to certain research projects from the outset,
it is not possible to preempt and deal with all the issues the researcher may face at
the beginning of the research process. Whilst the paperwork that researchers need to
complete for ethical review tends to draw attention to ethical issues upfront, ethical
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quandaries can arise suddenly and unexpectedly during and post research (e.g. see
Sikes (2008) on being caught up in a news panic). At the same time, the decisions
we make also need to be made and reassessed in the face of less dramatic and more
micro-level developments.

This is something that all researchers need to consider, whether or not they are
engaged in online research. The question for the Internet researcher, then, is less
about the specific challenges of Internet research practice as distinct from offline
research, and more a consideration of what particular dimensions are added to the
challenge of maintaining an ethical stance by the characteristics of online domains.

The Theoretical and Empirical Underpinnings of This Book

At the beginning of this chapter, I described the destabilisation of ethics in respect
of the development of the Internet. My use of the word destabilisation here, and my
concern with stabilising moves, is informed by a particular theoretical approach to
the social: social activity method (Dowling 2009; formerly social activity theory,
see Dowling 1998). This approach conceptualises social activity (whether it be an
interaction between people, or an individual text or utterance) as involving the ‘for-
mation, maintenance and destabilising of alliances and oppositions’ (Dowling 2009,
230). Focusing on the ongoing production of relations within social activity,
Dowling’s sociological language suggests particular methodological sensitivities:
that the analyst focus on the emergent, relational patterning of the strategies involved
in this formation/maintenance/destabilising and that they pay particular attention to
the strategies by which authority is claimed or attributed within social activity
(which Dowling refers to as ‘authorising strategies’) as these are key to the way that
alliances/oppositions are established and unsettled (see Dowling 2009).

Dowling’s work has informed the conceptualisation of the achievement of ethical
stances that is presented in this book. Broadly, from this perspective, the production
of ethics in research can be regarded as involving the production of a researcher
identity in relation to different domains of social activity; an ongoing process of
making and unmaking. The scholar of Internet research ethics might then focus on
the strategies that are involved in the production of a coherent identity, in consider-
ing how a particular ethical stance is constructed and maintained during the research
process (and beyond) and the alliances and oppositions that emerge within this
construction/maintenance. Alliances might be established through the establishing
of similar positions to those taken by other researchers or participants — or the recruit-
ment of similar resources or rhetorical strategies, for example — whilst opposition
would emerge in the marking out of difference from other stances/positions.'?

5 Dowling is also one of the co-authors of a research methods text (Doing Research/Reading
Research (2010/1998), with Andrew Brown) that I recruit in Chap. 2. The approach to the produc-
tion of research methods in this text can be seen to align with social activity method’s focus on the
ongoing and strategic patterning of social relations, in emphasising the relational and dialogic
development of research methods over fixed or formulaic research procedures (see Chap. 2).
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The issue of how authority is negotiated in social activity is not an explicit focus
of this book, although the authorising moves involved in researchers’ ethical action
is clearly of relevance to the discussion presented in subsequent chapters. Dowling’s
focus on authorising strategies within social activity has, for example, informed my
interest in the codification of ethical decision-making within the field of academic
scholarship. This has shaped my approach to, and handling of, literature. In particu-
lar, it has influenced my interest in the ways that ethical stances are presented by
researchers in their writing, the legitimising moves made in this work, and the ways
that alternative stances/positions are rejected.

This book also arises from my own experience of researching online fan
communities from 2004 to 2007'¢ and my growing interest (some might call it
obsession) during this time in both the challenges faced by those exploring other
types of online environments and the formulation of ethics-related guidance and
debate in the literature describing such research. This interest was provoked by the
uncertainty and anxiety I felt about the ethical decisions that I needed to make during
my study and by my struggles to get a confident sense of what the ‘right’ answers
might be to the ethical questions I faced.

Because it is grounded in this personal experience of doing research ethics, on
one level, this book can be understood as an exploration of the development of one
researcher’s situated ethical methodology — an exploration of the operationalisation
of ethics in the process of research. It is rooted in the practical experience of carry-
ing out research, the concerns that I grappled with during my study of online
domains and my more recent interest in exploding some of the decisions I made and
seeing what the pieces tell me. As I have suggested above, there is a connection
between the personal aim of coming to terms with the decisions we make and the
professional need to defend them. This is not always an easy connection to estab-
lish. Reflecting back on the work I did after I finished my research, I started to call
into question some of the decisions I had made and the defensive position that I
marked out in the writing up of my doctoral research. Reflecting on my decisions
has led me to reconsider my actions and to think more broadly about what we might
understand as constituting ethics in/of Internet research.

As my own research experience provides one key point of reference in the explo-
ration of ethical issues presented in the chapters that follow, it is worth outlining the
basic details of my study. My project examined activity within two online fan com-
munities: City of Angel (COA) and Silent Hill Heaven (SHH). Although devoted to
different media texts, these sites were similar in many ways — with COA focused on
the television series Angel (a spin-off of Buffy the Vampire Slayer) and SHH devoted
to the series of survival horror videogames Silent Hill. Each housed busy forums!”
as well as a range of information about their favourite media texts, and both were

1¢ The study was funded by a 1+3 award from the Economic and Social Research Council (ESRC).
17 At the point of its closure in December 2005, the forums on COA had 1,450 registered users, 495
threaded discussions (threads), and 19,183 posted messages (posts). At the point of writing up the
research, the forums on SHH had 6,492 registered users, 7,830 threads, and 175,685 posts.
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relatively well established.”® On each site, the activities within the forums were
managed and policed by a hierarchy of owners and staff.

My central interest during my study was in examining the ways that these two
settings operated in respect of a number of key empirical questions. How did partici-
pants within these sites learn to become successful members and successful fans?
How did members establish the legitimacy of their contributions to the sites and
obtain status within these settings? What modes of authority were visible within
the day-to-day interactions on the sites?'* How were the objects of fan interest con-
stituted and contested within these environments and what relationships did mem-
bers establish with these objects?* I was also interested in exploring the relationship
between the nature of these relationships/identities and the differences between the
objects of fan interest (the presumed interactivity of videogames for example, in
contrast to the idea of television viewing as a more ‘passive’ activity (see Whiteman
2007)). Like the attention to the dynamic nature of ethics described earlier, the
approach that I took to analysing the activity on COA and SHH explored the de/sta-
bilisation of social activity by paying close attention to the strategies that served to
maintain and stabilise identities and relationships on these sites in the face of desta-
bilising moves/events.

My study was based on observation and text analysis of posting activity on the
publicly accessible bulletin boards of COA and SHH between 2004 and 2006. My
visits to the sites involved a range of activities: reading posts; following discussions
and developments within the forums and on other sites; archiving threads, initially
by copying and pasting them into text files but then later by using software which
enabled me to browse sections of the forums offline?'; and keeping research journals
regarding both methodological and substantive issues relating to COA and SHH.
Although I visited the sites regularly (often daily), at no time during my study did I
post a message onto the forums or speak to any of the members of these sites.”> My
involvement with the sites was therefore based solely on my engagement with the
textually rendered interactions on the forums.?

A number of key decisions characterised my handling of ethics during my research
project and raised key ethical issues and questions that I explore in the following
chapters. The first was my decision to carry out unannounced observation of forum
activity, to observe COA and SHH without their members’ or owners’ knowledge of
my ‘presence’. As I was reminded on a number of occasions when I spoke about my
research in public (at conferences, and in teaching), the decision to carry out covert

18 City of Angel had been online since December 1999 and Silent Hill Heaven since November
2002.

19 See Whiteman (2008a).
20 See Whiteman (2008b).

2 See Whiteman (2007) for discussion of the development of my archiving strategy during the
study.

2 There were two exceptions to this statement, which I will discuss in Chap. 5.

23 Regular visits to these sites generated a central sample of 7,338 posts from both sites; this
constituted the primary focus of my analysis.
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observation online can provoke strong criticisms, including suggestions that the
unannounced observer is no more than a (evil) lurker or a spy. My decision to adopt
this stance was based on consideration of a range of issues relating to how we define
the status of our research settings in respect of the public/private distinction. This
question — and the debate that surrounds it — is the focus of Chap. 3.

A second, related issue was the fact that I did not seek informed consent from the
sites, their members, or their owners before using data from these settings in my
analysis and subsequent writing. Informed consent is increasingly presented as a
central tenant of ‘good’, ethical research, and so deviating from obtaining consent
can be politically dangerous. However, as numerous Internet researchers have
described, obtaining consent in online environments can be both difficult and dis-
ruptive, and there are no easy answers as to whether it is always right or appropriate
to request it. In Internet research, this decision depends both on our understanding
of the rights of the research participants and how we conceptualise these participants,
whether we see online data, indeed, as constituting human subjects or whether we
approach it as textual material. These considerations are explored in Chap. 4 where
I examine the ways that researchers have defined the subjects of Internet research
and the ethical implications of these definitions.

As a non-participant observer within COA and SHH, ethical issues also arose
during the study regarding the points at which I should intervene in the settings. One
example of this was after SHH was hacked and the archives deleted — an event that
I discuss in Chap. 5. This raised broader considerations about my role and position
in relation to the settings, and the responsibilities I had to them. These issues are
explored in Chap. 5 where I examine the destabilisation of ethical stances through a
consideration of the nature of participation in fieldwork. The chapter considers the
ways that the position of Internet researchers (their relationship to, and involvement
with, their research settings) may change over time. What events might trigger
moves towards/away from greater involvement and identification with our research
settings, for instance, and what are the implications of such change for the maintenance
of the researcher’s ethical stance?

A final key issue involved my decision to share my final research report (my Ph.D.
thesis) with the members of SHH after the completion of the project. This event is
discussed in the concluding chapter, Chap. 6, which also draws together the main
themes of the book.

There is something of a contradiction in the structuring of these chapters and my
earlier emphasis of the ongoing and dynamic nature of ethical concerns. The order of
these chapters can be seen to focus on ethical issues that arise/are more prevalent at
different ‘stages’ of the research process. The focus on how researchers might define
their research sites and subjects in Chaps. 3 and 4 can be seen to relate to early deci-
sions about informed consent, for example, whereas the discussion of the involve-
ment/position of the researcher in the research settings in Chap. 5 and issues relating
to dissemination in Chap. 6 focus on the later stages of research. However, as each
chapter emphasises, whilst particular issues/decisions may be more pressing at differ-
ent points of the research “journey”, they continue to be of significance throughout the
research process. In structuring the book in this way, I am not therefore suggesting that
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these represent distinct stages of research; instead, I am focusing on questions/con-
cerns that may take on particular relevance at different times. Before exploring these
issues, I present a general framework for thinking about ethics in research that under-
pins each of the chapters that follow. This framework is outlined in the next chapter.

Conclusion

In a review of the 2002 book Ethics in Qualitative Research (Mauthner et al. eds.),
Jennifer Mason suggests that:

[...] the case is convincingly made for a situational, contextual and relational understanding

of research ethics but the difficult question that remains is how exactly that might be opera-

tionalized, and to put it baldly, can researchers be trusted to practice ethical research without
more abstract or absolute principles?

(Mason 2004, 1070)

To some extent, this quote suggests the aim of this book — to consider how situated,
embedded ethics might be operationalised, to provide a framework for thinking
about the diverse points of reference that researchers draw from in practicing ‘ethical
research’, and to think about what we might make of general ethical principles in
doing such work. I started this chapter by describing some of the challenges that
researchers face when engaging in online research. This book does not provide
answers to these ethical quandaries. Instead, I am arguing that answers to ethical
questions must be produced relationally in specific contexts, texts, and practices.
The book therefore seeks to provide the reader with resources to be used in their
own production of ethical stances.

In this chapter, I have described the changing academic and political context in
which social science and Internet researchers operate. I have argued that the emergence
of the Internet and new media technologies has involved a destabilisation of established
understandings of what it means to be ethical for both researchers and Internet users.
I have also described two moves that have characterised much recent work on the ethics
of research: the move from the search for general ethical principles to embedded, loca-
lised ethical decision-making and an emphasis on the dynamic and contingent nature
of research ethics throughout the research process. Together, I suggest, these two moves
can be seen to focus attention on the maintenance of localised ethical stances during
research. These two themes — and the nature of this maintenance — run throughout the
consideration of different ethical issues in the chapters that follow. They remind us that
the ethical positions we establish at the outset of our research may be revealed as far
more complicated and potentially more problematic than we might have anticipated in
advance of our studies. Examined closely, particular instantiations of research are likely
to reveal the complex and dynamic nature of research ethics.

This introduction has made reference to both the ethics of social science research
and the ethics of Internet research. One issue is the extent to which the discussion
that follows may be relevant to researchers who are carrying out research in offline
domains. I would argue that it is, not just because I hope the framework presented
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might be of interest to researchers more broadly but also because of the way that
consideration of Internet research ethics can help us to see offline research differ-
ently. The suggestion that one focuses on the ethics of Internet research suggests
that such work might be demanding of special attention, that it has particular char-
acteristics and challenges that set it apart from ‘regular’ offline social science
research. Whilst this book explores these characteristics and their methodological
and ethical implications, I hope to also demonstrate that one of the most interesting
things about engaging with online research ethics is the way that it makes you look
afresh at the doing of offline research.

Whilst this book is based on the particular case of the operationalisation of situated
ethics in my own research, beyond this — as I have suggested in this introduction — it
is also an exploration of the relationship between the configuration of ethics in
different domains and a questioning of the interrelationship between the ethics of
researcher and researched. For this reason, each of the chapters that follows draws
from different points of reference including research literature, examples of empirical
settings (online and offline), the research experiences of other researchers, and my
own study. In examining the relationship between these, the book seeks to explore
the continuities and discontinuities between research practice and online activity
and between research activity in on- and offline environments.
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Chapter 2
The Achievement of Research Ethics

Abstract This chapter presents a conceptual framework for understanding the
‘doing’ of ethics in research. The chapter marks out four domains of ethics (the ethics
of the academy, institution, researcher, and researched) that provide resources for,
and can be seen to shape, the localised production of ethics in any research project.
The chapter suggests the differing responsibilities that these domains may place
upon the researcher and starts to question the relationship between them. To what
extent, for example, should the researcher’s actions be informed by those of the
researched? This framework for thinking about the achievement of ethics in research
is introduced through a critical engagement with two texts: an early paper on Internet
research ethics by Susan Herring and an educational research methods text by Paul
Dowling and Andrew Brown.

Introduction

The previous chapter introduced an understanding of research ethics as situated,
localised, and unstable, the outcome of the researchers’ moves to establish control
and order in the face of contingency. Here, I outline an attempt to impose some
conceptual order on this activity by introducing a way of thinking about the resources
that can inform the construction of ethical stances in research. My focus is the
achievement of ethics in research, the ways that a particular stance is established in
respect of key ethical decisions, resources, and issues relating to the researcher’s
project. If, as described in Chap. 1, we understand research ethics to be embedded
within the local details of research, this stance cannot simply be adopted but must
be established and developed as the research progresses. This chapter develops a
framework for understanding this ongoing achievement.

The chapter works towards the presentation of this framework via an analysis
of a relatively early paper on the ethics of research into computer-mediated
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communication by the linguist Susan Herring (1996). Writing at a time when ethical
guidance for online research was just starting to be published, Herring’s paper ques-
tions the need for specialised ethical frameworks and criticises recently published
guidelines for excluding certain types of research and ignoring the diversity of
online environments. Herring examines the ethics of doing research in text-based
environments (such as the Listserv discussion groups that constituted the focus of
her own research) and, in doing so, demonstrates a critical dismantling of totalising
ethical principles. The analysis presented in this chapter focuses on the construction
of Herring’s argument. More specifically, I am interested in interrogating the moves
that Herring makes between diverse points of reference in the configuration of her
own ethical stance.

My analysis of these moves, and subsequent presentation of my own framework
for conceptualising the production of ethical stances in research, is informed by a
second text — a book on the practice of educational research by Paul Dowling and
Andrew Brown (Dowling and Brown 2010; Brown and Dowling 1998). Dowling and
Brown present a dialogic rather than process-based understanding of research, which
regards research activity as being constituted by moves between different domains of
academic interest. Following an initial description of Herring’s paper, the chapter will
describe how this methods text — with its attention to the distinct (but related) points
of reference that inform the ongoing production and development of research — has
informed the relational approach to research ethics that I develop in this book.

The chapter therefore moves between these two key texts. I begin with a brief
summary of Herring’s argument in the 1996 paper. This is followed by a consideration
of Dowling and Brown’s work and how it might inform the development of a frame-
work for understanding the achievement of ethics in research. I then return to
Herring’s paper, drawing from Dowling and Brown to explore in more detail the
ethical positioning within this work. I examine Herring’s establishment of a stance
in respect of key ethical issues (including the naming of research participants and
need for informed consent in online research) and her dismantling of the generalised
positions marked out by other researchers. In my own dismantling of Herring’s
paper, I extend Dowling and Brown’s model of research to map four distinct, but
interrelated, domains in which ethics are negotiated and articulated. I suggest that
the ethical stances researchers develop can be understood as relationally established
in reference to the ethical discourses of these domains. The chapter closes by iden-
tifying some of the tensions raised by this way of thinking about research ethics,
tensions that will be explored in more detail in the chapters that follow in respect of
specific ethical and methodological questions.

What’s in a Name?

Let’s start with a question.

Should the Internet researcher include identifying characteristics such as the names
of websites, online groups, and users when using messages sourced from online
environments?
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In the paper ‘Linguistic and Critical Analysis of Computer-Mediated Com-
munication: Some Ethical and Scholarly Considerations’ (1996), Susan Herring
considers a number of different answers to this question. She begins by stating, and
questioning, the stance she has taken in her own studies of the gendering of computer-
mediated communication in academic discussion groups, one that avoids the use of real
names in favour of pseudonyms, asking ‘[..] is this defensible on ethical grounds?’

Herring then goes on to examine two sources of guidance on this issue, two
proposals that recommend opposing courses of action when handling online data.
The first, promoted by those who consider online data to be ‘published works and
hence protected by copyright law’ (Herring 1996, 154), argues that full credit should
be attributed to sources and that researchers should consider the provision of iden-
tifying information such as the names of users and sites. The second, proposed by
Storm King in his 1996 article ‘Researching Internet Communities: Proposed
Ethical Guidelines for the Reporting of Results’, regards such messages as poten-
tially private,' arguing that messages should therefore be ‘carefully expunged of all
group- and author-specific information’ (Herring, 154) (including, where possible,
being paraphrased). As Herring notes; ‘the contradiction between these two views
is obvious — one says to reveal one’s sources, the other to hide them, regardless, in
both cases, of the particular circumstances of the communication’ (154).

Herring has a bone to pick with each of these conflicting stances. She criticises
both for constituting an ‘absolutionist position’ based on a number of totalising
assumptions that she sets out to undermine. The first assumption relates to the model
of computer-mediated communication (CMC) that each position is founded upon.
She argues that each source ‘appears to assume one particular type of CMC’ and
then generalises ‘recommendations based on that type to all of cyberspace’ (154).
She describes how the first position is based upon an idea of computer-mediated
communication as involving the ‘open debate of intellectual issues,” and the second
emphases the more personal dimension of computer-mediated communication,
being based on the idea of such communication as involving ‘self-revelation of
sensitive information in self-help groups’ (154). The problem with these under-
standings of CMC, she suggests, is that ‘[...] cyberspace is a vast and varied domain,
and rules that seek to generalize indiscriminately across all varieties of CMC do not
“fit” the nature of the phenomenon’ (154).

Herring identifies a number of other general assumptions that underpin these two
positions, including the ‘model of scholarship’ each presents. She argues that these
are based on contrasting ideas about the aims and activities of Internet researchers,
and conflicting conceptualisations of the nature of the settings that constitute Internet
researchers’ sites of enquiry. In regards to the first, the copyright-focused position,
she argues that:

The idea that the source of all electronic messages should be credited assumes that (1) the

messages are cited by the researcher for their content, rather than to illustrate some other
feature of electronic messages that is largely out of the (conscious) control of the author

'T will return to this idea in Chap. 3.
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(e.g., the configuration of mailer headings or the linguistic means of expression), and (2) the
researcher is using the message in a way that its author would approve of and wish to be
associated with. (155)

The approach to CMC as authored work whose origins should be attributed,
Herring claims here, rests on an idealisation of the Internet researcher as an individual
whose focus is on the content of online interactions and who is able to engage in an
unproblematic recontextualisation and interpretation of online material. Herring
suggests that King’s position is based on a very different set of assumptions:

[...] the view that no identifying characteristics of participants should be revealed assumes
(1) researchers are interested in general patterns of participant behaviour rather than
specific patterns of, for example, language use (and thus that paraphrases are adequate for
the purposes of the investigation), and (2) researchers would otherwise ‘exploit’ the self-
revelations of participants for personal gain, although it is ethically wrong for them to do
so. (155)

Here, rather than examining the micro-level nature of online interactions, the idea-
lised Internet researcher is configured as being interested in the broad nature of online
behaviour. This has implications for the sort of data they seek, data which is easier to
anonymise because it can be reworded and summarised whilst still serving the research-
er’s purposes (in contrast to the challenges faced by those working with verbatim
extracts of interactions which carry identifying marks). This perspective also character-
ises the online researcher as a potentially dangerous force, posing the threat of exploita-
tion to participants within online environments. These participants, it is suggested,
need to be protected, and one way of doing this is by guaranteeing their anonymity.

Despite the different characterisations of research they present, Herring argues
that each position shares a common feature:

[..] neither proposal allows for the possibility of legitimate critical research; rather, both assume
that there is (or should be) a consensus between investigator and investigated. More problem-
atic yet, both assume a consensus model of interaction among participants, whose needs and
interests are represented as essentially homogenous, albeit different in the two proposals.

(Herring 1996, 155)

In questioning these proposals, Herring suggests that we should examine the
assumptions underpinning ethical rules and be critical of positions that involve
homogenising conceptualisations of the nature of the Internet and/or the practices of
Internet researchers. In Herring’s assault on these assumptions, we find an unpicking
of general principles and a criticising of such rules as unable to deal with the multiple
sites/contexts of online research. This involves a focus on the local over the general,
the substantive over the abstract.

As the paper continues, Herring reveals more about the construction of her own
ethical stance. She outlines a number of key ethical decisions made in her work,
including her decision to anonymise individual users (158) but to name the groups
(159), her decision not to seek informed consent from the sites due to their public
nature (163), and her efforts to disseminate the work as widely as possible in order
to maximise its potential benefit (163). The paper demonstrates varied localising
moves as Herring defines the position she takes through reference to the nature of
her research and the settings she explores.
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I will return to Herring’s paper shortly to consider in more detail the ways that
she dismantles and establishes ethical positions and how the ethical manoeuvring in
this writing makes reference to a range of discursive contexts that might be seen to
be recruited in the construction of a particular ethical stance. Before exploring these,
however, it is worth thinking more broadly about how we might frame an under-
standing of the achievement of ethical stances in research.

Specialising and Localising Internet Research Ethics

I want to suggest that the development of an existing model of research can enable
us to think about the diverse points of reference that might inform the ongoing
production of an ethical stance. The framework that I am recruiting here was first
presented in Brown and Dowling’s Doing Research/Reading Research (1998)
(subsequently developed in Dowling and Brown 2010). This conceptualisation of
research draws attention to the different activities that researchers engage in during
the research process (and the researcher’s focus of attention in respect of these) and
provides a key conceptual starting point for my approach to ethics in this book.

Dowling and Brown’s model of research understands the practice of research to
be based upon a ‘fundamental dialogue’ between two distinct but interrelated fields
of interest; the theoretical and empirical (2010, 2). The theoretical field is presented
as the ‘broad area of academic and/or professional knowledge, research and debates
which contains [the researcher’s] general area of interest’ (18). These are the ante-
cedent ideas, concepts, and studies that inform research projects, understood by
Dowling (2009, 239) as ‘the field of principled discourse’. In contrast, the empirical
field is the ‘the general area of practice or activity or experience about which [the
researcher intends] to make claims’ (2010, 18). Here, we have the specific objects
and settings of research that the researcher is concerned with or, as Dowling puts it,
the ‘field of [...] exemplary practices’ (Dowling 2009, 239). This sets out a key
distinction between the discursive productivity of the academy and the empirical
world that the researcher turns their gaze onto.

Dowling and Brown present the process of research as involving the generation of
an analytical ‘language of description’ from a series of engagements with these two
domains; a conceptualisation of research activity that they term constructive descrip-
tion. The researcher is positioned in this model as manoeuvring between these two
domains throughout the research process. This manoeuvring is presented as involv-
ing two methodological urges — specialising within the theoretical field (narrowing in
on the core ideas, theoretical concepts, and arguments that will inform the work) and
localising within the empirical field (moving from a general interest in a type of
activity in a certain sort of setting towards the specificity of particular locations, indi-
viduals, and material, and ultimately towards the production of specific findings).

This describes distinct but related activities. Put in very simple terms, as researchers,
we read around our specialist subject, examining studies that ask similar questions
or look at similar settings. We also engage with concepts and ideas that might be
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useful in the development of particular questions or to our analysis. At the same
time, we observe and gain experience of the sorts of sites we want to understand and
explore, focusing on specific settings and individuals (as it is impossible to look
everywhere). Just as reading may inform the sites that we choose to look at, so too
things happen in our research settings that can lead us to engage with particular texts
and particular ideas. Here then, we have a dialogic relationship between ideas and
experience, between theoretical and empirical domains. To Dowling and Brown,
this movement into and between theoretical/empirical domains and specialising/
localising activity constitutes the trajectory of the research process.

This approach draws attention to the ways that researchers engage with, and
move between, antecedent work and empirical material throughout the research
process. Conceptualising research activity in this way is, I think, useful for a number
of reasons. The emphasis on dialogue is valuable as it suggests the dynamism of the
different efforts that the researcher is engaged with during research, whilst also
implying the productivity of moving between settings and contexts.> As Dowling
and Brown note, their conceptualisation of research begins ‘with an insistence that
dialogue is more productive than monologue in generating new ideas’ (2010, 2).
In emphasising moves between domains, this framework also moves beyond the
linear model of research that is presented in some more procedural representations
of the research process, where the literature review is a stage that is then followed
by a distinct focus on data collection and so on. In doing so, it also suggests the
dynamic and productive interrelationship between the theoretical ideas and empirical
settings that researchers engage with.

Dowling and Brown (2010) also consider the specific localising and specialising
moves that researchers make when assessing the ethics of individual research proj-
ects. This is presented as a product of the same movement between empirical and
theoretical fields, as described above, and an outcome of the same specialising and
localising moves as research activity.

Here, Dowling and Brown identify a number of ethical questions that might be
asked of the theoretical and empirical fields of research. In respect of the ‘theoretical
ethical field’ they suggest that the researcher is concerned with identifying the codes of
practice and literature on ethics that are of particular relevance to the study (36). Their
interest in the empirical settings — here presented as part of the ‘empirical ethical field’
— focuses primarily on ascertaining the ethical implications of the substantive details of
the study: the what, who, and how questions that researchers ask of their settings in
respect of the design of research. How will informed consent be obtained? Who will be
contacted? How will access be negotiated? (see Dowling and Brown 2010, 37).

This extension of their earlier framework (1998) promotes the idea that, in
reviewing the ethics of a research project, we engage in similar activities to those
involved in the conduct of research. In each case, we draw from what we read (the
experiences of other researchers, the textbooks on ethics and research, the ethics

2 This emphasis on the productivity of dialogue is resonant with that raised by constant comparative
methods within grounded theory approaches (see Glaser and Strauss 1967).



Specialising and Localising Internet Research Ethics 31

guidelines of research associations) and our understanding of the empirical objects
(texts, sites, activities, etc.) we are interested in.> This approach to research ethics
maintains Dowling and Brown’s emphasis on the dynamic nature of the moves
between theoretical and empirical domains, which includes the idea that engage-
ment with one field affects the researcher’s approach to the other.

The move between empirical and theoretical fields articulated in Dowling and
Brown’s work (and with it an understanding of research ethics as dynamic and the
product of movement between different texts and contexts) is key to the approach to
ethics that I present in this book. The emphasis on dialogue, responsiveness and
development in this work has been especially influential in shaping my consideration
of the ways that ethical stances are established and maintained in relation to change
and contingency. However, I want to suggest that the model that Dowling and Brown
present has a number of limitations that might be considered in the development of
a framework for thinking about research ethics.

Firstly, the questions that Dowling and Brown put to the empirical field in respect
of research ethics appear to focus primarily on the information that is required in
order to define the internal mechanisms of the researcher’s project (who do I need
to speak to, how am I going to get consent from these people, etc.). This is some-
what limiting as it implies that the empirical contexts of research might inform the
production of research ethics in a relatively narrow way. As the work on localisation
in ethics described in Chap. 1 suggests, we can go further than this and consider the
different questions that might be asked of the empirical field and how they might
inform our work. This would involve a shift of attention from procedural ethical
questions towards an interest in the ways that ethics are constituted in our empirical
settings, and a consideration of the extent to which these (their) ethics might influence
our own (and if they should at all).

This introduces a second, more significant, limitation of the model, by drawing
attention to the position of the researcher and their own relationship to the empirical
and theoretical fields. The research trajectory — the moves between theoretical and
empirical fields — is presented by Dowling and Brown as being navigated by the
researcher. It is presented as a strangely clean and mechanical journey, however, involv-
ing moves between the empirical and theoretical as if they — the ideas and settings — are
sometimes speaking to each other. The researchers’ influence on these moves is less
clearly defined. Although they reference the varied professional responsibilities and

3 Here then, we have an understanding of research ethics as involving similar processes to that of
research. Brown and Dowling’s position is thus in opposition to that of McKee and Porter who
claim that:

Ethical judgement requires a different kind of intellectual process than the kinds of intellectual
process than the kinds of analytical procedures that are typically used in scientific, biomedical,
or quantitative social science research. To put this another way, the methods that many science
researchers use to conduct their studies are not well suited to addressing the ethical questions
related to and raised by those studies — and we shouldn’t expect them to be. As we have
argued, ethical reasoning requires a different mode of analysis, one involving phronesis, or
practical judgement. (McKee and Porter 2008, 16 — their emphasis)
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obligations that researchers must consider, there is little sense of what the researcher
brings to the process of research and how this might influence the nature of their
moves between theoretical and empirical contexts. How does the researcher’s own
position inform the emerging sound of this dialogue? It is the researcher, after all,
who is doing the localising/specialising and in doing so producing the objectified
understanding of the ‘empirical’ and ‘theoretical’ that underpins their model. The
issue here then is what the researcher brings to the table and how this informs the
moves between, and recruitment of, the empirical and theoretical fields.

The following section marks out four distinct but interrelated domains in which
ethical stances are articulated, embodied and enacted throughout the research pro-
cess. These domains are based on an extension of Dowling and Brown’s model.
They are grounded upon a similar dynamic relationship between the theoretical and
empirical, but involve an attempt to incorporate more explicitly a consideration of
the position of the researcher, as well as an attempt to look to the empirical settings
in a slightly different way. The framework I introduce also moves beyond Dowling
and Brown’s approach by drawing in a consideration of the ways that the research-
er’s institutional context can exert pressures on their research activity.

In marking out these domains, I am going to return to Susan Herring’s paper,
focusing now on how she presents her own ethical stance in the work. My consider-
ation of this is intended to illustrate the moves between the theoretical/empirical
fields that are central to Dowling and Brown’s framework, whilst also suggesting
how this might be extended.

Four Domains of Research Ethics

The consideration of Internet research ethics in Herring’s paper involves two key
actions. The first, as I noted earlier in this chapter, involves a critical dissection of
ethical principles relating to specific questions and quandaries — a challenging of
published guidance for what it excludes and how it conceives computer-mediated
communication and research. Here, Herring focuses primarily on the acceptability
of naming online settings/usernames, but also considers other issues such as the
need for informed consent in Internet research. The second action involves Herring’s
construction of her own stance in respect of distinct ethical challenges — including
the naming of participants and settings — and her decision to anonymise individual
users but name public discussion groups. Below, I examine how this ethical de/
construction can be seen to be established through reference to, and moves between,
different domains in which ethics are embodied and articulated.

The Ethics of the Academy

As I have described, Herring’s paper examines the legitimacy of published guidance
relating to ‘ethical’ practice in Internet research. At the beginning of the paper,
Herring announces that her work is informed by a:
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[...] theoretical background drawn from various disciplinary practices in the social sciences,
especially the field of linguistics, and illustrations drawn from my own research into gen-
dered language use in Listserv discussion groups on the Internet. (155)

Herring’s primary focus at the start of her paper is on two texts (King 1996;
Cavazos and Morin 1994) and the conflicting recommendations they present. This
focus widens as the paper progresses, as Herring draws other guidance under her
critical gaze (including Waskul and Douglass (1996) and Allen (no date) on MUDs).
Alongside these works, throughout the paper Herring also recruits a range of litera-
ture relating to both online and offline research, distancing herself from certain
perspectives and aligning herself with others.

Both the sources that Herring engages with, and Herring’s paper itself, can be
understood to be situated within what Dowling and Brown term ‘the theoretical
field’. They form part of the ‘broad area of academic and/or professional knowl-
edge, research and debate [...]" (Dowling and Brown 2010) that has taken as its
focus the subject of ethics in research. This diverse area of knowledge, research and
debate constitutes a domain of specialist discourse in which the ethics of academics
are negotiated. It is here, for example, that we can trace the rhetorical moves towards
the emphasising of localisation in ethical decision-making and consideration of
ethics in/as process introduced in the previous chapter.

This domain serves as an important source of guidance for researchers as they
move to establish positions in respect of key ethical issues. It is made up of a large
and varied body of texts and publications that focus on the exploration and debating
of ethical issues. This includes the public codification of ethics within a range of
academic productivity: the negotiation and codification of ethical principles in schol-
arship and reports; institutional documents pertaining to the review and regulation of
research; the codification of ‘professional ethics’ (Kimmel 1988) in the codes of dif-
ferent professional research associations; discussion of ethical debates/problems
relating to particular methodological techniques;* and the growing body of literature
on Internet research ethics.” The varied texts and documents that constitute the
ethics of the academy demonstrate the diverse range of materials that researchers
can engage with when working through their own handling of ethical issues.

Herring’s use of material from this domain demonstrates that what we read not
only provides a key source of guidance and inspiration but can also help the

4 This has included writing on the researcher/researched relationship (e.g. Smyth and Williamson
2004); on issues relating to the reporting of sensitive and illegal activity (Stern 2003; Rowe 2007;
Wiles et al 2008); the use of verbatim quotations (e.g. Corden and Sainsbury 2005, 2006); power
dynamics and rapport within interviews (e.g. Wong 1998); and the use of covert participant obser-
vation (e.g. Bulmer 1982).

3 Including books specifically focusing on Internet research ethics (Buchanan (ed.), 2003), collec-
tions on Internet methods which contain papers on ethical issues (for example Hine (ed.), 2005;
Johns et al (eds.), 2004; Mann and Stewart 2000; Jones (ed.), 1999) and journals relating to ethics
and internet (such as the International Journal of Internet Research Ethics (http://ijire.net/)). This
work also includes papers on the methods of specific types of research design, such as the ethical
challenges of naturalistic Phishing experiments (Finn and Jakobsson 2007).
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researcher to relationally establish the legitimacy of their actions. In the first part of
this chapter, I focused on Herring’s rejection of certain positions; her critiquing of
existing ethical guidance. As I will suggest, this criticism tends to be based on
moves towards the empirical rather than theoretical. In presenting an alternative
way of thinking about research and her own approach to handling data, however,
Herring repeatedly draws from research and ideas from the academy. She makes
reference to linguistics literature in her consideration of the status of CMC data as
equivalent to text or spoken discourse, to critical research in her consideration of
what might constitute an ethical research relationship (158), and to literature on
spoken language research in discussion of conventions that researchers in this area
have developed regarding the use of covert tape recording (suggesting that these
conventions might inform the Internet researcher’s approach (156)). In these moves,
theoretical resources are recruited in the presentation of Herring’s own ethical
stance.

To take one instance from the paper, Herring states that her decision to anonymise
usernames in her research was intended to protect participants from any damage to
their reputations resulting from her potentially critical engagement with their words
(158). However, she also relates this decision back to the conventions of linguistics
research. She suggests that her decision was supported by reporting conventions
within this discipline (particularly those developed in the reporting of spoken inter-
actions that may be regarded by speakers as private, or at the least not for public
consumption). Herring’s moves between asserting the legitimacy of specific research
actions and her references to disciplinary conventions are evident in the following
two extracts:

What renders such practices more or less acceptable in spoken language research is that
there is a convention of representation (e.g., in writing up the research for publication in a
journal), according to which the actual identities of the speakers are disguised. In linguistics
research papers, speakers are almost never identified by name as being the source of data
presented [..] Thus any given speaker could plausibly deny that she was the source of any
examples used, and no one could prove otherwise. (157)

My practice of not mentioning names also fits with a broader ideological preoccupation in
linguistics research, namely, that what is important are patterns across groups of speakers,
rather than individual linguistic variation. (159)

Here, both the conventions of disguising identities in spoken language research
(extract 1) and the linguist’s interest in the patterning of language rather than the spe-
cific speech of individuals (extract 2) are used to reinforce the legitimacy of Herring’s
decision not to name her research participants.® Recruiting the discipline of linguistics
in two different ways, Herring draws from the theoretical field to help defend and
market a specific position in respect of a particular ethical issue. In doing so, she
positions her work firmly within a disciplinary tradition that is marked by

¢ Herring actually introduces an additional third point of reference — the fact that, because linguis-
tic research focuses on form rather than content (content that ‘is often banal, fragmented, or both’),
speakers are afforded ‘a certain protection as well” (157).
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methodological and ethical conventions — established ways of approaching the
empirical world/word.

The academy is not, however, the only domain in which ethics are negotiated that
might inform the researcher’s development of an ethical stance. Indeed, it is not the
only context that Herring turns to in the articulation of her ethical position.

The Ethics of the Researched

Alongside her recruitment of what I term the ethics of the academy, Herring also
makes a number of references to the nature of her research settings in presenting
and defending the ethical decisions she has made in her work. This involves a shift
in attention towards the empirical field; towards the activities and environments that
constitute the focus of research. Our gaze here moves away from the codification of
ethics within the discourse of academics, regulators, etc. to a consideration of the
ethics of the researched, the way that ethics are institutionalised and embodied
within the empirical phenomena that researchers study. Like the theoretical resources
described in the previous section, our understanding of these settings can inform the
ethical positions we establish and the presentation of our decisions to public
audiences.

As Dowling and Brown suggest, when working through issues of access and
consent, researchers need to make reference to the settings in which they hope to
carry out research. We need to identify key gatekeepers and contextually appropri-
ate ways of contacting and recruiting participants, for example. The work on situ-
ated ethics described in Chap. 1 has suggested that we can and should go beyond
this to take into account the expectations and behaviours of those we research, and
consider how these might inform our own research activity. The only way we can do
this is by developing an understanding of the ethics of the research settings, some
knowledge of what is and is not acceptable within these sites, and a sense of partici-
pants’ expectations about what constitutes good (and bad) behaviour and the legiti-
macy of specific actions. This involves an analysis and objectification of the ways
that ethics are negotiated within our research settings, as these expectations/under-
standings are not transparent or self-evident, and may be conflicting.

This sort of positioning in relation to the empirical is evident in Herring’s paper.
In a number of places, Herring makes reference to the nature of the computer-
mediated communication that she studies. One of the reasons that she gives for
naming public-access groups, for example, is the nature of the activity housed
within them. She describes how the discourse within these environments has:

[...] a flavour that is strongly public, even exhibitionistic at times — it is apparent that many
individuals post with an audience in mind, aiming to persuade and impress others with their
eloquence and reason. While we might not wish to claim that all messages posted to such
groups are ‘publications’, that is, intended to endure through time, it seems entirely appro-
priate to compare them to public broadcasts, which are designed to reach a wide audience
at a particular point in time. (This comparison holds even more strongly for Usenet, where
the precise extent and nature of the audience for any given message is unknowable). (159)
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Later, Herring again suggests the public status of these settings, linking this to
her decision not to seek informed consent:

I did not ask the group’s permission to observe or analyze their interaction, as it seemed
clearly to be public discourse; anyone could join the group and read the message posted to
it by sending a ‘subscribe’ message to the Listserv, and the topics of discussion were gener-
ally impersonal and academic. (163)

These two extracts demonstrate how the characteristics of the empirical contexts
of research can be used to explain and justify the development of a particular ethical
stance in respect of the design of research. In each extract, Herring draws connec-
tions between the characteristics of the sites/material that she examines and the
acceptability of specific research decisions. In respect of the naming of groups, her
focus is on the nature of interactions. She aligns her approach with the public ‘fla-
vour’ of interactions, the nature of the audience (‘wide’ and — in case of Usenet
newsgroups — ‘unknowable’), the posts (persuasive and ‘exhibitionistic’), and the
expectations of the posters (what individuals have ‘in mind’ and ‘aim’ for). In rela-
tion to the issue of informed consent, she builds on different evidence in categoris-
ing the sites as public settings, focusing on the ease of entry into these environments
rather than their content. The definition of her research settings as public’ — estab-
lished in reference to different features of the researched activity — is then used to
establish the legitimacy of two different decisions, to name the sites, and to not seek
consent from participants.

Herring also makes reference to the local details of her research settings when
criticising ‘consensus’ views of the researcher/researched relationship, a view
proposed by those who call for the involvement of research subjects as collaborative
partners in research (e.g. in moves to enable participants to ‘correct or change what
the researcher is writing about them before it goes to press’ (160)). She argues that
this idea of an ‘ethical’ research relationship:

Flies in the face of the experience of many users that CMC is riddled with conflict. Groups
conflict with groups (misogynists with feminists, white supremacists with liberals, expatriate
Turks with expatriate Armenians, personal users with commercial advertisers libertarians
with advocates of regulation, Chomskyan linguists with functional linguists, etc.), and indi-
viduals regularly enter into conflict with other individuals on Usenet newsgroups, chat
channels, and academic Listserves alike. [..] the prevalence of conflict has as a consequence
that users, even those subscribed to special-interest discussion groups, cannot reasonably be
considered homogeneous populations with respect to their interests and social/political
agendas. (160)

She goes on to suggest that:

[...] the heterogeneity of CMC raises problems for many of the ethical recommendations
proposed in this issue. For example, Waskul and Douglass in their article recommend that
CMC researchers obtain informed consent and work only with key informants. But,
informed consent from whom? (161)

7 In the next chapter, I explore the tricky nature of such categorisation and other ways that the
public or private status of a setting can be defined.
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The disparate nature of CMC environments is here referenced in Herring’s
challenging of recommendations presented in the literature. Due to the conflict she
has witnessed online, CMC cannot be thought of as a homogenous ‘thing’. Because
the ‘researched’ is not a stable or unified object, it is not possible to aim for consen-
sus between the researcher and researched. A similar problem is faced, Herring
argues, in respect of the issue of informed consent. If the researched body is made up
of diverse populations, who should the researcher approach? The positions that
Herring takes in respect of both the use of data and nature of the researcher/researched
relationship involve strategic moves to challenge or support particular ethical posi-
tions via reference to the local features of the researched settings. In each case, the
empirical is used to undermine theoretical positions proposed by other scholars.

Herring’s references to the empirical draw from her experience and understand-
ing of the nature of interactions on her research sites. She does not make reference
to explicitly codified rules of behaviour on these sites (such as the ‘Rules of Use’
common on many websites today). However, it is worth noting that, as with the eth-
ics of the academy, the constitution of ethical behaviour/understandings in different
social settings may be more or less explicitly codified.® The ethics of a site may be
articulated in organisational guidance similar to those of professional bodies. FAQs
posted on websites may involve the stating of ethical principles regarding accept-
able behaviours, fixing expectations about conduct, and performance of member-
ship within a site (e.g. Facebook’s ‘Statement of Rights and Responsibilities’®).
Texts and documents surrounding different activities may also seek to articulate
standards — such as Linden Lab’s Teen Second Life ‘Commandments’'® which, like
professional codes of ethics, attempt to outline shared principles to aim towards and
adhere to.

Alternatively, the researcher might also examine the ethical moves involved
within the practices of their research contexts: the emergent and conflicting nego-
tiation of ethics within online environments which appears to be Herring’s focus
in her paper. Such negotiation emerges within the day-to-day activity on websites,
forums, and virtual worlds. Within the ongoing ethical work in such sites, we are
likely to find contestation of appropriate/acceptable behaviour, understandings of
privacy and audience, and expectations regarding gift and exchange. Attention to
this tacit as well as explicit wrangling over ethics demonstrates that the negotia-
tion of ethics is a focus of activity in very different contexts, whether or not it is
constituted as a professional responsibility. The question then, is to what extent —
and how — our understanding of these settings should inform the researcher’s
actions?

81 will return to this idea in my discussion of the public/private distinction in Chap. 3.
° http://www.facebook.com/terms.php.
10 http://www.schome.ac.uk/wiki/Linden_Lab’s_Teen_Second_Life_‘Commandments’.
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The Ethics of the Researcher

So far, I have suggested that the ethical stances researchers develop in respect of
research can be understood as an outcome of an engagement with both the (theoreti-
cal) ethics of the academy and the (empirical) ethics of the researched. Here, I shift
to a third domain, in thinking about what the researcher brings to this engagement.
This focuses attention on the personal and professional commitments, affiliations,
and interests of the individual researcher.

Any focus on the promotion of objective ethical principles negates both the
relevance of the ethics of the researched but also the researcher as a preexisting
entity by suggesting that the researcher can unproblematically take on and apply the
ethics of the academy or institution. This ignores the complex ways that the subjec-
tivity of the researcher might inform the ongoing production of research ethics.
Here, then, we have a concern not with the ethics of research (e.g. as articulated
within the academy) but with the ethics of this particular researcher, engaged in
moving between theoretical and empirical domains. This suggests we might pay
attention to the personal and professional baggage that the researcher draws on
when defining their ethical stance.

Whilst it appears relatively easy to suggest the practices and texts that might
constitute the discursive realisation of the ethics of the academy and ethics of the
researched (even though these may be more/less explicitly stated), it is perhaps
more difficult to define the subjective ethics of the researcher. This is due in part to
the fact that the ethics of the researcher is often uncodified during the research pro-
cess, tending to emerge in writing about research. It is articulated, for example,
within the ethics of the academy in personal reflections and expressions of feelings
relating to problematic research incidents/dilemmas (a subject to which I return in
Chap. 5), within reflexive consideration of the role and position of the researcher,
and in the way that researchers draw in autobiographical information in the report-
ing of research.

We can see examples of this codification of the researcher’s ethics in Herring’s
paper. Alongside her references to the sites of her research and recruitment of literature,
Herring makes reference to ‘the subjectivity of my personal situation’ (164) and —
in a number of places — considers the implications of this for her research and ethical
decision-making. At the beginning of the paper, Herring describes how she was one
of the first researchers working in online environments. She suggests that this
‘brought with it a sense of discovery and exhilaration, but also uncertainty at times
on how best to proceed’ (153), with this ‘uncertainty’ emerging partly from the
absence of specialised guidance for online research ethics at that time. She goes on
to state: ‘thus it was with a vague sense of relief that I welcomed the first suggestions
of how to cite e-mail messages [...]” (153). Herring’s critique of existing ethical
guidance in the paper is therefore framed within the context of her own personal
anxiety about her early research practice and her hopes that specialist guidance would
prove useful. The fact that she is subsequently critical of the various guidelines she
discusses — going on to reject specialist guidance in favour of localised applications
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of existing ethical codes of different disciplines — suggests a sense of disappointment
with what had emerged in the field of Internet research up until that point.
Throughout the paper, Herring also appears to identify strongly with different
types of research and, most notably, with the discipline of linguistics — a discipline
that, as I have suggested, she draws on repeatedly in presenting her ethical stance.
She makes reference to her ‘own scholarly values’ in her desire for critical rather
than collaborative research and describes how the question of whether/when ‘it is
acceptable to use real names when citing electronic messages as data’ is:

[...] a matter of special concern to me as a linguist, since my research focuses on the lan-
guage used in electronic interactions and involves quoting portions of actual messages ver-
batim. (154)

Such personal identification with this discipline can be seen to be established in
relation to the theoretical field, involving a merging of personal and professional
ethics, with Herring speaking as a linguist, bearing inherent ethical concerns relat-
ing to this disciplinary identity.

Herring also suggests that her ‘personal stance’, her investment in her research
topic ‘as a female academic’, had implications for her research approach:

Although I have made every effort to be rigorous in my methods and interpretations, I obvi-

ously can not claim a ‘neutral’ stance toward the topic of investigation. Inevitably, my
results reflect the perspective of a female academic linguist computer network user. (163)

Herring’s reporting of her personal involvement extends to a consideration of the
dissemination of her work, which is framed in relation to a number of responsibili-
ties that she feels as a researcher. She describes how she ‘[...] began to feel increas-
ingly responsible to make the results to others who might benefit from them’ (163)
and goes on to describe:

[...] the ethical responsibility I felt when my research results turned out to have social
consequences. This responsibility can be characterized as a concern, not just to avoid harm,
but to do good, for the researched population and for society as a whole. (164)

There is the suggestion of a moral impetus here, a personal sense of responsibility
that, she says, led her to publish and disseminate her work in certain ways. This
raises the question of how the researcher’s personal commitments inform their
research actions and ethical decision-making.

The move from a consideration of the researched to a consideration of what the
researcher brings to the ethics of their practice raises a further question: how does
the researcher position themselves in relation to the ethics of their research settings?
A number of the ethical decisions presented in Herring’s paper are based upon a
distancing move away from her research subjects — specifically the male partici-
pants on the Listserv groups she studies. She is critical of their behaviour and treat-
ment of female members of the groups, arguing that some of them ‘were doing
considerable harm, albeit probably unintentionally for the most part’ (163) through
their online actions. She describes how, because of this, she approached them from
a critical rather than collaborative perspective: ‘in the interests of raising the general
consciousness about gender inequality on the Internet, I wanted to expose the
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behaviour of these men to public scrutiny’ (163). The relationship between Herring
and a section of her researched subjects is, in this regard, configured as being
based on difference rather than commonality. Clearly, other possible relationships
might be established (including those that might establish alliances with the
ethics of research participants), and I will return to a consideration of the complex
and sometimes problematic relationship between researcher and researched in
Chap. 5.

The Ethics of the Institution

Although it does not emerge as a point of focus in Herring’s chapter, there is another
key context in which ethics are negotiated that may also inform the researcher’s
establishment of an ethical stance. Here, I refer to the institution within which the
researcher or student operates. This represents a particular point of authority that is
different to — and may be in conflict with — the expression and negotiation of ideas
in the ethics of the academy, the negotiation of ethics in the research settings, and
the ethics of the researcher. It also provides the researcher with specific guidance
that may frame and delimit the researcher’s actions (such as the ethical principles
published by individual academic institutions and funding bodies).

Researchers’ accounts of their engagements with ethics committees and IRBs
demonstrate the potential impact of institutions’ bureaucratic involvement in shaping
the ethics of research. McKee and Porter (2008) make reference to two cases that
provide contrasting examples of the ways that institutional review might influence
the conduct of research, whilst also reminding us of the researchers’ role in interpret-
ing institutional guidance when establishing their ethical stance. The first example
they cite is the experience of the Internet researcher Susannah Stern, whose research
examined young people’s personal websites (Stern 2004). McKee and Porter
describe how the IRB that examined Stern’s project advised her that the work did
not involve human subjects and therefore was not eligible for review. As they note,
‘this put Stern in a frame of mind that she was working with texts, not persons’ (8).
The result of this was that when Stern came across distressing material on the web
pages that she was studying (expressions of the desire to commit suicide by one
adolescent) she decided not to follow them up. She later found out that the author of
these suicidal messages — utterances that she had observed but not acted upon — had
committed suicide. McKee and Porter describe how:

Stern was, understandably, shaken by the news. She realized that had she been thinking of
her research as involving human participants she would have proceeded differently. By
being shunted too quickly to NO (‘The research is not research involving human subjects
[...]"), her understandings of her ethical obligations as a researcher were curtailed. (8)

McKee and Porter’s account of Stern’s experience here suggests that the evaluation
of the research by an authorising committee blinded this researcher to the potential
dangers of her own inaction (whether or not Stern could have prevented this tragedy
at all is a different issue). This example also implies the danger of uncritically



Four Domains of Research Ethics 41

engaging with the guidance of the ethics committee, and the need to regard this as
one point of reference (or, in McKee and Porter’s terms, ‘audience’) rather than the
sole point of reference (McKee and Porter 2008).

A second example presented by McKee and Porter involves a researcher ‘going
beyond’ IRB guidance (21). They describe how:

David Clark, a technical communications researcher who studied the online and F2F
communications of an organization, was told by the IRB that reviewed his research that the
online communications he was studying were considered published texts and thus he did
not need consent to observe or quote them but that he would need participants’ consent to
observe and quote the F2F [face-to-face] meetings. When comparing the differing expecta-
tions for online and F2F research, Clark decided to go beyond the IRB recommendations
and seek (with IRB approval of his study modifications) the same permissions from both
F2F and online participants because he felt online participants should be treated equally to
F2F participants. (21)

Here, rather than accepting the guidance of the IRB, the researcher established a
position that they felt comfortable with. These examples suggest that the institution
does not fix the researcher’s ethical stance. Instead, the institution should be regarded
as one (key) point of authority whose influence may be felt in different ways.

Although the ethics of the institution is taken into account in the chapters that
follow (particularly in Chap. 5, where I examine institutional discourses as poten-
tially destabilising), my primary focus in this book is on the relationship between
the ethics of the academy, the ethics of the researched and the ethics of the researcher.
There are a number of reasons for this. Firstly, I would argue that the more the
researcher has thought through their decisions in respect of these domains, the
stronger the case that can be made when approaching those involved in the institu-
tional review and surveillance of research.!! From my own experience of reviewing
research ethics applications and being a member of an academic ethics committee,
submissions are more likely to be favourably received when they are thorough and
well argued. Secondly, ethical issues also emerge in research that does not involve
human subjects and thus often does not undergo institutional ethical review. These
issues demand due consideration even though the institution may be less concerned
with the regulation of such inquiry. Finally, despite the overriding authority of insti-
tutional review bodies to approve social research, as the cases described above
suggest, it ultimately remains the researcher’s responsibility to establish an ethical
stance that they feel they can defend, both to themselves and to others.

Tt is worth noting that in the case of my own research, the institutional context in which I worked
did not exert pressures — other than the need to defend my work at my viva examination — because
I started my research before the introduction of a research ethics committee at my university. I was
therefore working in an academic context in which the responsibility for the ethics of my project
was primarily my own and my supervisor’s. This did not lessen my concern about the ethics of my
project — indeed, in some ways it provoked greater reflection upon the decisions I was making as
the project was not passing through an official review/interrogation. As I described in the previous
chapter, other researchers have had very different experiences to my own.
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ETHICAL DISCOURSE

(empirical field)

the negotiation of ethics
within the ongoing activity
of the researched settings

ETHICAL DOMAIN I- I+
Researcher Personal Contingencies Personal codes
emergent commitments, the researcher’s political
affiliations affiliations
Researched Setting contingencies Setting codes

agreements on
rights/values — as
expressed in rules of use
for example

Academy
(theoretical field)

Academic contingencies

discussion with
colleagues, feedback,
advice

Academic codes

Research ethics
frameworks, guidance in
journal articles

Institution

Official contingencies

announcements of
university edicts, ethics
committee advice

Official codes

University code of ethics
etc.

Fig. 2.1 Four domains of ethics

Conclusion: The Achievement of Ethics in Research

This book conceptualises the achievement of an ethical stance as the outcome of
the transaction between the four domains marked out in this chapter: the ethics of the
academy, the ethics of the researched, the ethics of researcher, and the bureaucratic
ethics of the institution. The achieved ethics — the specific ethical stance that is gener-
ated from the intersection of (1), (2), (3), and (4) — is understood as the outcome of
the researchers’ moves within/between these domains. I have proposed that these
four domains can therefore be understood as constituting different resources for the
construction and ongoing production/maintenance of ethical stances in research.
These domains are not homogenous and present the researcher with different types of
resources. These are suggested in Fig. 2.1 (above), which introduces a distinction
between the weakly (I-) and strongly (I+) institutionalised discourses of these contexts.
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The distinction between weakly institutionalised contingencies and strongly
institutionalised codes refers to the extent to which the ethical discourse of the domain
‘exhibits an empirical regularity that marks [them] out as recognisably distinct from
other practices (or from a specific other practice)’ (Dowling 2009, 81). Strong institu-
tionalisation can be recognised in the regularity of the discourse, the reinforcement of
specific ethical perspectives through the repeated voicing of similar positions which
suggest institutionalised alliances and oppositions. This distinction is evident in the
consideration of the difference between the codes of conduct of online communities
(e.g. where the specific ethical guidance of individual settings is reinforced in Rules
of Use and FAQs), which are likely to be strongly institutionalised, and the more
weakly institutionalised (and more unpredictable) ongoing negotiation of ethics in
day-to-day activity in online environments (where alternative/unexpected positions
might also be voiced). As I will discuss in Chap. 5, the distinction is important because
it suggests discursive contingencies that cannot be anticipated in advance of the
research and thus may unsettle the researcher’s ethical stance (see Whiteman 2010).
As I have suggested, these discourses may also be more/less explicitly codified.

The four domains I have outlined in this chapter introduce a consideration of the
negotiation of ethics within and between academic and non-academic domains, and
between the public negotiation of ethics within published documents/research and
researchers’ personal reflections upon ethical issues. These domains can be seen to
feed into each other. Both the ethics of the researcher and the achieved ethics may
be articulated in the writing up and dissemination of the research (through the
researcher’s reflections upon their personal stance, and the ethical decisions they
have made), hence becoming part of the ethics of the academy. The ethics of the
researcher may also feed back into the empirical settings, perhaps informing the
ethics of the researched. As I have suggested, this way of thinking about research
ethics introduces a range of questions. What, for example, is the relationship
between the ethics of the academy and the ethics of the researched — or indeed
between the researcher’s ethics and the ethics of those they research?

As I will discuss in Chap. 5, the transaction between academic and non-academic
ethical domains suggested in this chapter is significant because of the importance
attributed to ‘participation’ within qualitative research (e.g. in the discussion of
participatory research to counter the ‘colonial” gaze of the researcher in anthropology)
and within certain bodies of research (such as fan studies where researchers often
present their insider perspective and shared ethical stances as a marker of authority).
Existing work provides only a limited exploration of the relationship between the
ethical practices of Internet researchers and the ethics of those participating within
non-academic and, more specifically, online environments. The question is the posi-
tion we take in respect of the different domains in achieving our own ethical stance.
A key issue in respect of this is the extent to which the researcher should adopt the
code of academic conventions and ignore the ethical practices of those involved in
the researched activities (or vice versa). The Canadian Tri-Council Policy Statement:
Ethical Conduct for Research Involving Humans, for example, argues that considering
participant perspectives on research: ‘enjoins researchers and research ethics boards
to take a “subject-centred perspective”” when they consider ethical issues in their
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research: ‘researchers and REBS must strive to understand the views of the potential
or actual research subjects’.!> How might this ‘understanding’ be gained, and how
should it inform the researcher’s decision-making?

There are also tensions here. Difficulties arise because researchers have multiple
responsibilities that exert different pressures/requirements. The problem with focusing
on the ethics of the academy, for example, is that the researcher also has a responsi-
bility to the research setting/audience. The problem with focusing on the ethics of
the researched is that researchers also have a professional, ‘collegiate’ (Dowling
and Brown 2010) responsibility to other researchers (e.g. not polluting the field,
ibid). Due to these different responsibilities, researchers need to establish a transac-
tional approach between their own engagement with, and recruitment of, the ethics
of the academy and the ethics of the researched.

We can look at the relational achievement of ethics then, in respect of the recruitment
of these distinct but related discourses. As I have suggested above, this achievement
is made available to other researchers through the publication of research reports
that constitute a key part of the ethics of the academy. So it involves both pretextual
activity — doing research — and the production of textual artefacts (e.g. Herring’s
paper and this book).

In looking at Herring’s paper in this chapter, I have focused on the latter, the
published performance of the achievement of an ethical stance. My selection of
Herring’s paper as the focus of this chapter was due to the way that it demonstrates
both an interrogation of general, universalising principles and the establishment of
an ethical stance in response, a stance based on a series of localising moves. Whilst
the position that Herring establishes is rooted in general principles (for instance the
idea that public broadcasts are of legitimate focus to researchers), the specificities
of her ethical position is differentiated and defined in relation to a range of specific
contextual and individualistic reference points, including the discipline she is work-
ing in, her research sites, and her personal aims for her own research practice. As I
have described, the articulation of Herring’s ethical stance in relation to the ques-
tion of naming displays allegiance to disciplinary conventions/traditions (the
field and concerns of linguistics) and affiliation to particular literature as well as to
a particular stance on the nature of research inquiry. In each case, Herring uses these
not just to explain but also to legitimise the decisions she has made.

Attention to the positioning involved in the rhetorical construction of ethical
stances can not only help researchers to interrogate the ethics of other scholars, but
also strengthen our presentation of our own research projects. This is important
because every researcher’s ethical decision-making can be criticised from some
perspective. Researchers are now expected to be able to defend their stances and
present their decisions to different audiences. In this context, the concern with mar-
keting, defending and explaining this achievement becomes increasingly pressing.
Awareness of this positioning can also inform the practice, as well as presentation,

12 http://www.pre.ethics.gc.ca/eng/policy-politique/tcps-eptc/context-contexte/ See Kitchin (2003,
2007) for consideration of online research in the context of Canada’s Tri-Council Policy Statement.
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of research ethics, however, by provoking reflection upon the basis of our ethical
manoeuvring and the different contexts that our decisions are rooted in. What do
these tell us about the production of our own identities as researchers?

This chapter has presented an analysis of Herring’s moves to build and dismantle
different ethical positions. The chapters that follow seek to suggest how the moves
between the ethics of the academy, researched, researcher, and institution outlined
through my engagement with Herring’s text might inform the ongoing production of
an ethical stance during the practice of research. At the same time, they also involve
a desire to question and unpick the achievement of ethics in my own research.
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Chapter 3
Public or Private?

Abstract This chapter addresses the challenge of relating the public/private
distinction to online environments and the implications of this for research. The
chapter examines the significance of the distinction between the public and private
for social science research and the varying strategies that researchers have devel-
oped for categorising online data in relation to this conceptual opposition. Tracing
the distinction between perceived and technical approaches to the publicness/
privateness of online environments and content, the chapter suggests that scholars
pay attention to the expression of privacy in their research settings and marks out a
distinction between explicit/implicit markers of privacy that can be recruited when
approaching online environments.

When I first visited COA and SHH early in 2004, each site
contained busy forums. Posts within these forums could be
accessed without recourse to password entry points, and
posters had no control over who read their messages once they
had ‘posted’ to the boards. During my study, the status of these
main forums was to change. In June 2005, COA introduced a
log-on page for those wishing to view/access the boards and the
posts within them. Whilst the forums still remained open to all
(as anyone with an email address could register) and the
registration terms did not mention copyright or a request for
information from members as to their intentions in engaging
with the site, the log-on page appeared to involve a restricting
of the content of the forums. The repercussions of this change
were complicated further in December 2005 when COA closed
its forums. This meant that the interactions were now
inaccessible, no longer visible, and lost to the gaze of any
visitor to the site. In May 2006, SHH also restricted access to
part of its forums in this way, closing off part of the site which
contained general discussion and explicitly community-related
forums from non-members. Registration on SHH to these areas
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DOI 10.1007/978-1-4614-1827-6_3, © Springer Science+Business Media, LLC 2012



48 3 Public or Private?

of the site remained — as on COA — ‘open’ (unlike sites that
require the provision of an email address when seeking
membership). However non-members now visiting SHH
would initially be unaware of these forums as they were now
only visible upon logging on.

Introduction

The description above outlines the development of COA and SHH during the two
and a half years that I observed these settings. The changes described had significant
implications for a key aspect of the ethical stance that I established in my research:
my definition of the forum activity on these sites as being situated within the ‘public
domain’ and hence — I argued — of legitimate focus without obtaining permission
from participants to observe and cite their postings. Each development provoked a
reconsideration of the status of the material that I was looking at and whether or not
I felt I could legitimately include it in my study. Each led me to reassess and revise
the stance I was taking in my approach to these settings.

Such (re)considerations are central to this chapter, which focuses on the implica-
tions of the public/private distinction for Internet research. The chapter considers
the different types of evidence that researchers have recruited when asserting that
specific online environments are, or are not, located within the public domain, and
how this evidence might inform the use of material from such settings. The chapter
argues that the construction of any distinction between the public and private can be
understood in a similar way to the construction of an ethical stance in the context of
research. Each can be understood to be relationally established rather than naturally
defined, each is embedded in the local details of specific locations/activities as well
as being informed by general principles, and each is dynamic and subject to change.
Just as there is no fixed ‘right’ and ‘wrong’ in research, there is no self-evident
‘public’ or ‘private’. Instead, in defining our research contexts or data as public and/
or private, the researcher engages in an act of objectification, the production of a
definition that may be based on different indicators of publicness/privateness, indi-
cators that I am going to explore in this chapter.

Why is the public/private distinction significant? In everyday life, we establish
understandings of our interactions and the appropriateness of behaviour in relation to
expectations about the privacy or publicness of our actions. Our transactions in differ-
ent environments are informed by our readings of material and environmental markers
of context and access: the spaces we inhabit, the walls that surround us, the visibility
of others in our vicinity, and the gatekeepers that grant us access to specific locations
or deny us entry. Our readings of these markers are shaped by social and cultural
expectations and understandings of the visibility/openness they signal, as well as
related expectations about audience, confidentiality, and trust. These expectations are
important because they are tied into concerns about surveillance, the relationship
between self and others, and ‘the conditions under which personal informational
borders are seen to be legitimately and illegitimately crossed” (Marx 2001, 157).
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Alongside this everyday relevance, the public/private distinction has specific
implications for social science research. It plays a key role in academic discussion of
the legitimacy of certain methods and, in particular, the contested acceptability of
covert methods of data collection. This is because, despite a ‘nearly universal’ under-
standing of the need to protect the private sphere (Woo 2006, 951), there is a tradition
of observational research in which ‘it has been accepted that behaviour that is
performed within the public domain may be observed and researched without
consent’ (see Sixsmith and Murray 2001). In raising questions of privacy, the public/
private distinction therefore raises fundamental ‘questions about the necessity of
consent’ (Hudson and Bruckman, 4). As Spicker has suggested, these questions have
had a profound influence ‘on the way we interpret the ethics of research’, leading:

[...] to the central precept that actions have to lie in the control of the research subject.

Research subjects have the right to be informed about research, to consent, or to withdraw
from it if they are not content.

(Spicker 2007, 2)

The question of how we might define the status of research settings in respect of
the public/private distinction is therefore of particular significance to those using
unobtrusive observation — not least because charges of ‘lurking’ and ‘spying’ often
surround such methods, as covert research becomes identified with deception
(Spicker 2011, 119).! The relevance of this question is not limited to those employ-
ing covert methods however. Many decisions made in the handling of data and
management of research relationships can be seen to be influenced by understand-
ings of what is public and what is private. This includes the ways that researchers
approach concerns over anonymity and confidentiality in the dissemination of
research. For this reason, there is a need to define and fix (albeit temporarily) the
status of the focus of our research (whether a setting or type of document etc.) in
respect of this central distinction. This is the case whether research is carried out
online or offline, focuses on one or more locations or individuals, or moves between
numerous settings in the collection of data.

In the context of research, the right to privacy does not just raise procedural
questions (Stern 2009) but is also implicated in broader arguments regarding how
researchers should engage in ‘showing respect’ to research participants (e.g. by grant-
ing them a say in what is done with their data (Stern 2009, 95)). Whilst this chapter
explores strategies that researchers have developed for defining online environments
in relation to the public/private distinction when working through methodological
questions, it also considers the implications of these strategies for the researcher/
researched relationship and presents an initial consideration of the extent to which the
expectations of Internet users should influence researchers’ decisions (an issue that is
discussed further in Chaps. 4 and 5 in respect of different ethical questions).

! As Spicker argues, non-disclosure in covert research does not equate with deception — ‘where the
nature of a researcher’s action is misrepresented to the research subject’ (Spicker 2011, 119).
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The chapter begins with a consideration of the public/private distinction and the
way that new media developments have problematised an already complex conceptual
relationship. It then focuses in more detail on the literature on Internet research,
tracing the objectifying moves that researchers have made when defining online
locations as public or private, the ways that they have looked to their research settings
to support these definitions, and the methodological issues that these moves raise.
I then introduce a distinction between facit and explicit markers of privacy, which I
develop in the final part of the chapter where I return to my study of COA and SHH
and explore how my ethical stance was established in reference to both the ethics of
the academy and the ethics of the researched settings.

It is important to note at this point that there is no natural connection between the
ongoing objectification of a research site as public/private and the selection of
‘appropriate’ data collection methods. Here, I am particularly interested in debates
regarding the legitimacy of covert observation. Whether we define online material
as public or private (or a mixture of both) does not instantly settle the question of
whether it is acceptable to carry out covert observation within such settings (although
as will be discussed, there are certain cases where the use of such methods would
likely be regarded as more clearly problematic than others). A secondary strand in
this chapter therefore involves tracing and challenging some of the arguments
presented in Internet research writing regarding the legitimacy of different research
approaches. Familiarity with these debates can be useful when the researcher is
asked to defend their own research actions.

Problematising the Public/Private Distinction

I'have suggested above the significance of the public/private distinction for research-
ers and the need to assert whether potential data is housed within a more or less
public or private domain. This might perhaps seem like an easy question to resolve
but is by no means straightforward. One way of starting to get a conceptual grip on
the public/private relationship is to recognise the complexity of this distinction.
As Marx suggests:

Those making sweeping claims about either the death of privacy, or the public (and therefore
presumably non-problematic) nature of [...] technology’s emissions and receptions, use the
former terms as if their meaning was self-evident. It is not. The public and the private
involve multiple meanings over time and across cultures, kinds of persons and social
categories.

(Marx 2001, 160)

This complexity appears particularly evident online, where we find individuals
broadcasting information to a potentially global audience within environments that —
as will be explored later in the chapter — can present confusing, complex, and
dynamic signifiers of privacy and publicness. This has led some commentators to
argue that these ‘altered patterns of social relationships and technological changes
demand new understandings of public and private realms’ (Rawlins 1998, 369), that
conventional frameworks for understanding this distinction have become outdated
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and are unable to deal with the complex forms of communication and interaction of
the Internet.

Counter to such arguments comes recognition of the fact that the public/private
distinction has always been a tricky relationship, one that has been loaded with
meaning in different ways. In Public Goods, Private Goods (2001), for example,
Raymond Geuss argues that ‘there is no such thing as the public/private distinction’
(Geuss 2001). Geuss describes how:

The public/private distinction does not mark out a single natural division in the world which
could give us a straightforward way of orienting ourselves in action and in evaluating
action; rather, it is a confused conglomeration of very distinct conceptual responses to
different human problems and issues. (xix, his emphasis)

This rejection serves as a useful warning against the temptation of recruiting
natural distinctions in the design and justification of research. Although these might
be seen to provide a ‘straightforward’ approach to our research actions, or our eval-
uation of the actions of others, concepts such as the public and private are con-
structed rather than innate. Our methodological decisions are no less artificial.

Challenging the idea that the public and private constitute a ‘single unitary
distinction’ (xviii), Geuss argues that the public/private has always been an ‘ideological
concretion’ (Geuss, 10), one whose shape has shifted and been contested over time.
Geuss’s ‘genealogical’ approach traces this contestation, exploring the way that
understandings of private and public spheres have been established,” and how these
have shifted, with what was acceptable at one point in time in certain contexts
becoming unacceptable at another. Describing the emergence of competing concep-
tualisations of what is public and private, he notes how:

Disparate components — conceptual fragments, theories, folk reactions, crude distinctions
that are useful in highly specific practical contexts, tacit value assumptions — from different
sources and belonging to different spheres have come together historically in an unclear
way and have accumulated around themselves a kind of capital of self-evidence, plausibil-
ity, and motivational force. The unreflective use of distinctions such as this one restricts our
possibilities of perceiving and understanding our world.

(Geuss 2001, 10)

As Geuss proposes here, uncritical use of the public and private distinction limits
our analytical gaze; the meaning and significance of these terms need to be worked
through in reference to specific locations/contexts rather than simply applied as if
they were self-evident or natural. This is because, as his analysis suggests, these
concepts are unstable and sites of struggle.

The challenging of easy distinctions between the public and private has been
extended by scholars who have explored contemporary locations that defy easy cat-
egorisation into an either/or public/private typology. One example of this is work on
the growth of “privatized’ public spaces”, a term ‘used commonly to describe the
corporate plazas and open spaces, shopping malls, and other such spaces that are

2 Why, for example, was the public behaviour of Diogenes of Sinope, inhabitant of fourth century
B.C. Athens found to be offensive? — for the answer, see Guess 2001, 12-33.
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increasingly popular destinations for the public’ (Banerjee 2001, 21). Writing about
such spaces, the urban planning scholar Tribid Banerjee describes how:

There is a presumption of ‘publicness’ in these pseudo-public spaces. But in reality they are
in the private realm. In many parts of downtown business districts, a thin brass line or a
groove cut in the sidewalk, often accompanied by an imbedded sign, makes it clear that the
seemingly unbounded public space is not boundaryless after all. The owner has all the legal
prerogatives to exclude someone from the space circumscribed by sometimes subtle and
often invisible property boundaries. The public is welcome as long as they are patrons of
shops and restaurants, office workers, or clients of businesses located on the premises. But
access to and use of the space is only a privilege, not a right. In San Francisco, the planning
department requires owners to post a sign declaring that the space is ‘provided and main-
tained from the Enjoyment of the Public [sic]” but any expectation that such spaces are open
to all is fanciful at best. Many of these spaces are closely monitored by security guards and
closed circuit television cameras, which has prompted critics such as Mike Davis (1990) to
refer to them as ‘fortress’ environments.

(Banerjee 2001, 12)

How is the publicness/privateness of these environments problematised here?
The belief that these spaces are public is related to the idea that they are open to all.
However, as Banerjee says, this idea is false, ‘fanciful at best’. The spaces are policed
and monitored. Entrants act under the panoptic gaze of surveillance systems and face
exclusion should their actions (or very being) be in conflict with those intended or
desired by the owners of the spaces. The ‘subtle and often invisible property bound-
aries’ that signal this ownership also establish the point that these are in fact private
spaces. In this way the free space is revealed as ‘fortress’.

Like Geuss and Marx, Banerjee questions the taken for granted use of the terms
‘public’ and ‘private’, reminding us that the destabilisation of this conceptual distinc-
tion extends beyond the Internet. Online environments are not unique in unsettling
these concepts, but represent territories where an always complex relationship is
emerging in new permutations. The challenges of defining settings in respect of this
distinction therefore exists offline as well as online. Yet the environmental mutability
of online domains does raise issues that are perhaps specific to the Internet. It is to
these — and their implications for the public/private distinction — that I now turn.

The Internet and the Public/Private Distinction

Internet environments resemble the sorts of offline settings that — like the shopping
centre — defy easy classification. Visitors to websites, social networks, and online
worlds also face issues of access, surveillance, and potential exclusion, but do so
without the conventional markers of privacy that may reassure us in offline environ-
ments. As boyd suggests:

Offline, people are accustomed to having architecturally defined boundaries. Physical
features like walls and limited audio range help people have a sense of just how public their
actions are. The digital world has different properties and these can be easily altered through
the development of new technologies, radically altering the assumptions that people have
when they interact online.

(boyd 2008, 14)
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Whilst changing the nature of a physical environment can require great effort (walls
must be knocked down, new boundaries built...), the architecture and affordances of
online environments can be altered far more easily, dramatically changing the nature
of participation within these settings and, with this, existing understandings of privacy.

boyd (2008) demonstrates the ways that structural developments can transform
the public/private status of online settings by drawing parallels between the intro-
duction of new features to two different environments. The first, the launching of
DejaNews’ Usenet search facility in the 1990s, introduced a search function to
Usenet. For the first time, this enabled users to locate and view discussion without
being members of individual Usenet lists. The second, the controversial addition of
‘News Feed’ on the social networking site Facebook in 2006, provided users with a
summary of their friends’ recent activities on their Facebook page. Announcing the
introduction of News Feed, the product manager for this feature described how it
would provide Facebook users with ‘a personalized list of news stories throughout
the day, so you’ll know when Mark adds Britney Spears to his Favourites or when
your crush is single again’ (Sanghvi 2006, no page numbers).

Each of these developments involved a structural change that had implications
for the visibility of users’ utterances and how they were accessed, altering the nature
of involvement within these settings. boyd describes how, whilst neither made ‘any-
thing public that was not already public’,® each development ‘disrupted the social
dynamics’ (14) of these sites. Users’ discomfort resulting from these changes
focused on two aspects — new exposure and a new sense of invasion (2008).
Describing the impact of the DejaNews search facility, for example, boyd notes:

When search was introduced, it became much easier to stumble on a newsgroup and even
easier to read messages completely out of context. Tracking who participated in what group
no longer required an individual to participate in all of the same groups. While the walls that
separated newsgroups were always porous — anyone could come or go — they completely
collapsed when search came along. DejaNews disrupted the delicate social dynamics in
many Usenet groups; to regain some sense of control and ‘privacy’, many groups shifted to
mailing lists. Little did they know that, a few years later, Yahoo! would purchase two of the
most popular free mailing list services and make them searchable.

(boyd 2008, 14)

As boyd describes here, the introduction of this search function provoked a radical
transformation of the ways that users could enter into this activity; making it possible
for individuals to parachute directly into the groups without establishing contextual
understandings of the settings. Here, as with my example of COA and SHH at the
beginning of this chapter, we see how structural, technological changes can shift the
rules of the game for users of online environments. Such developments demonstrate
the value of establishing a relational understanding of the public and private that is
able to adapt to the changing nature of online settings. They also demonstrate the

3 As Sanghvi goes on to reassure users that newsfeed does ‘not give out any information that wasn’t
already visible. Your privacy settings remain the same — the people who couldn’t see your info
before still can’t see it now’ (Sanghvi 2006, no page numbers).
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particular difficulties that researchers may confront when attempting to get a grip on
the status of such environments.

Alongside such technical developments, researchers are also faced with uncertainty
generated by the absence of shared understandings of generic indicators of privacy online.
For those used to offline forms of interaction and publication, online environments can
appear both strange and strangely familiar. As Bromseth puts it, they present:

[...] features similar to both traditional public discourse like newspapers, being broadcasted to a

large audience, and at the same time they consist of many activities and issues that traditionally
have belonged to more private spheres and means of communication.

(Bromseth 2002, 35)

In the context of dynamic and shifting online environments, diverse forms of
publication and display, and often unknowable audiences, existing expectations and
understandings of the markers of what is public and private have been unsettled.
Responses to this unsettling have tended to fall back on understandings of the public
and private that are regarded by some as ill equipped to deal with the challenges that
technologically mediated environments present.

boyd (2007, 2008), for example, argues that in approaching the public/private
distinction as an ‘either/or, O or 1’ issue, technologists have failed to take into account
the complex nature of online environments and the dynamic signifiers of privacy and
publicness that they may present to users and researchers. She argues that:

More flexible definitions allow the two terms to sit at opposite ends of an axis, giving us the
ability to judge just how private a particular event or place is. Unfortunately, even this scale
is ill equipped to handle the disruption of mediating technology. What it means to be public
or private is quickly changing before our eyes and we lack the language, social norms, and
structures to handle it.

(boyd 2007, no page nos.)

boyd’s claim that the features of online communication make mediated environ-
ments unapproachable from traditional understandings of the public and private
challenges the stability of distinctions between these concepts. Like Banerjee, boyd
does not move away from the metaphor of the boundary or the idea that distinctions
can be made between public and private contexts. Instead, she suggests that the
public is multiplied and made increasingly complex online, that the ‘persistence and
search-ability’ of the Internet leads to ‘multiple degrees of public-ness’ (boyd 2005,
no page numbers), and that we find a ‘layering’ of notions of publicness in environ-
ments where ‘people can negotiate multiple social contexts simultaneously’ and need
to learn to ‘manage invisible and potential audiences’ (ibid).

It is perhaps unsurprising that in such settings, as Eysenbach and Till note,
‘researchers may have difficulty separating spaces regarded as private from spaces
regarded as public’ (2001, 1105). It is not just researchers who are struggling to
grasp online forms of privacy and publicness however. Researchers have described
consumers’ mixture of confusion and overconfidence in their understanding of the
status and ownership of online data and the meaning of privacy policies (LaRose
and Rifon 2006). Growing evidence also suggests that Internet users display



Problematising the Public/Private Distinction 55

conflicting responses to their privacy online: they are increasingly concerned
about their privacy, but are lax in seeking to protect themselves and willing to
sacrifice privacy for ‘material benefits’ (Woo 2006, 950; see also LaRose and
Rifon 2006).

Other users — and those involved in the production of weblogs (or blogs) are an
obvious example — appear to have become extremely comfortable seeking and
handling public exposure, using the Internet more directly as a broadcast medium to
connect with their own public audiences.* Here too, however, research has suggested
that there are inherent tensions within these users’ expectations of their publicness
and intended/imagined audiences:

Many bloggers want to find others who have something in common. They want serendipitous

interactions. They perform as digital flaneurs, to see and be seen. They want to be public.
But only so public.

(boyd 2005, no page numbers — my emphasis)

Against this backdrop of confusion and contradiction, an additional problem
emerges. As well as facing the challenge of formally defining the status of online
settings, Internet researchers also need to consider the responsibility they have to
those participating within these environments, individuals who may have conflicting
understandings of the visibility of their online actions.

Research Ethics and the Public/Private Distinction

The complexity of the public/private relationship is also evident in the professional
codes of ethics that researchers can turn to for guidance when attempting to think
through the challenges of online research. In these codes, references to the public
and private become tied into the official sanctioning and legitimising of certain
research activities. Here too, however, the public/private distinction and its implica-
tions for research emerge as a site of negotiation and contestation.

How is the public/private distinction configured in this guidance? Despite the
significance of the public/private relationship for research, Spicker has suggested
that ethical codes ‘tend to be vague about the distinction between the public and
private’ (2007, 2). As he notes however, a number of codes do mention this relation-
ship specifically. Spicker cites the Social Research Association who suggest that:

There can be no reasonable guarantee of privacy in ‘public’ settings since anyone from
journalists to ordinary members of the public may constitute ‘observers’ of such human
behaviour and any data collected thereby would remain, in any case, beyond the control of
the subjects observed.

(SRA 2003, p33, cited in Spicker 2007, 2)

4 McCullagh suggests that such activities can be regarded as a ‘provocative challenge since the act
of publication implies some waiver of privacy’ (McCullagh 2007, no page numbers).
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The extent to which the observed subject is able to control the audience that is
party to their behaviour is central to the definition of public domain settings presented
here. There are different aspects to this control however: firstly in respect of delineat-
ing the who of the watching audience (in private domains, the guidelines suggest, the
observing audience can be contained; in public ones, this is impossible) and secondly
in respect of controlling ~ow this audience makes use of their observations (in public
spaces this too is out of the individual’s control, whereas in private settings, it is
implied, there would be shared expectations of how the audience will act).

Other guidelines make similar references to research in public settings. The British
Sociological Association guidelines suggest that research in public environments is
potentially exempt from the ethical imperative to maintain confidentiality and privacy.
These guidelines state that:

There may be fewer compelling grounds for extending guarantees of privacy or confidentiality
to public organisations, collectivises [Sic], governments, officials or agencies than to indi-
viduals or small groups.

(BSA 2002)

The notion of ‘publicness’ is recruited in different ways in this extract. The guide-
lines suggest that the privacy of individuals need not be maintained if they are strongly
affiliated with public bodies (i.e. if they are officials rather than regular citizens).
At the same time, there is also the suggestion here that size matters; that smaller
groups might be considered differently from larger bodies. The notion of what it
means to be ‘public’ therefore emerges as relational, rather than fixed or innate.

Specialising to the Internet, the preliminary report of the Association of Internet
Researchers Ethics Committee is more specific in presenting a number of examples
of ethically acceptable covert research, one of which is research in:

[...] contexts such as chatrooms which are always open to anyone and thus are ‘public’ in a
strong sense, and in which:

1. user names are already pseudonymous
2. inlight of their option to always ‘go private’ if they wish

users thus choose to participate in the public areas of the chatroom and may thereby be
understood to implicitly give consent to observation.

(Ess 2001, no page nos., his emphasis)

Like the Social Research Association guidelines, this extract suggests that ‘public’
settings/contexts may be legitimate sites in which to carry out covert research. The use
of inverted commas suggests the slipperiness of this term however, an inflection that
is reinforced by the suggestion that a context can be public in a ‘strong sense’ (which
introduces the possibility of a site being public in a ‘weak sense’). Whilst this guid-
ance suggests that it may be acceptable to carry out covert forms of research within
public spaces, beneath this example is the caveat: ‘it should be noted that not all com-
mittee members agree’. With this comment, the openness of the guidance is estab-
lished and the onus placed back on the researcher to establish a position in respect of
whether the contexts of their research are more or less ‘public’ or ‘private’.
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Internet researchers’ responses to this challenge have been founded on localised
moves which — like the approach to ethics described in Chap. 1 — have involved the
rejection of general principles and steps towards more complex, relational definitions
of the status of online sites/material. This move emphasises a similar challenge to
the idea of there being a unitary, natural distinction between the public and private
that can unproblematically be recognised, as that expressed by Raymond Geuss.
This production of localised definitions of public/private can be seen in the rejection
of conceptualisations of the public/private distinction as ‘uni-dimensional, rigidly
dichotomous and absolute, fixed and universal’ (Marx 2001, 160), in favour of the
configuring of this relationship as:

[...] multi-dimensional (with dimensions sometimes overlapping or blurred and at other

times cross cutting or oppositional), continuous and relative, fluid and situational or contex-
tual, whose meaning lies in how they are interpreted and framed.

(Marx 2001, 160)

Those promoting such positions have suggested that, in defining the status of
online research settings, researchers should take into account the complex and
dynamic nature of technologies and the activities they support. However, in doing
so, scholars have looked to the Internet in very different ways. In thinking about
how we might go about approaching the definition of online settings in the context
of our own research, it is worth examining the contrasting moves made in this
literature.

Approaching the Public/Private Distinction:
Technical/Perceived Privacy

Researchers’ varying responses to the challenges of assessing the status of online
phenomena have suggested contrasting perspectives from which readings of online
data as public and/or private can be produced. Two approaches have been particularly
influential. These propose that data is public ‘either (1) if publicly accessible or (2) if
perceived as public by participants’ (Rosenberg 2010, 24). These perspectives — and
the ‘technical’ and ‘perceived’ approaches to privacy that underpin them — provide a
key starting point for the consideration of the strategies by which Internet researchers
have fixed their research data in relation to the public/private distinction.

‘Technical’ Approaches to Online Environments

In approaching the task of defining online material as private or public, we might
begin by considering the nature of the environment that houses the activity that
we are interested in. From outside of the setting, we could focus on the organisation
of the setting and ways that access to the environment is granted and regulated.
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How does one arrive here? How does one enter? Who is allowed in? Who is
excluded? The answers to these questions will not provide us with a rich under-
standing of what goes on in the setting, focusing instead on the specifications of the
context. Here, definitions of what is public and what is private would be based on
the site’s visibility and openness.

This emphasis is suggested in Storm A. King’s 1996 paper ‘Researching Internet
Communities: Proposed Ethical Guidelines for the Reporting of Results’ (one of the
works that Susan Herring took as her focus in the paper discussed in Chap. 2).
Writing at a time when consideration of the ethics of online research was relatively
new — regarded by some as a new frontier separate from conventional concerns
about the protection of human subjects — King is critical of those who disrupt online
communities through their research activities. He is particularly critical of those
engaged in the covert observation of online environments and any subsequent naming
of sites in the reporting of research. In seeking to develop ethical guidelines for such
work, King presents a distinction between two ‘dimensions’ ‘by which individual
Internet communities may be evaluated in order to assure the ethical reporting of
research findings’ (King 1996, no page nos.), suggesting that each dimension can
display different degrees of publicness/privateness.

The first of these is the technical level of publicness/privateness of the environment.
King refers to this as ‘group accessibility’, ‘the degree with which the existence of
and access to a particular Internet forum or community is publicly available infor-
mation’ (ibid). A focus on ‘group accessibility’ suggests that the prospective Internet
researcher can approach an online environment by looking for certain markers of
openness that might be regarded as signalling the publicness of the setting. Just as
we might ascertain the publicness of an offline setting in reference to closed doors
and invitations to enter, the researcher can check for access-related markers of
privacy online. Is a password required to access the content held within the environ-
ment? Are gatekeepers involved? How is the site advertised to an external audience?
Such an approach can be used to contrast sites with different levels of publicness/
privateness. King suggests that an unmoderated bulletin board community has a
high level of group accessibility, whereas a “private, closed email group where the
subscription address is not published and there are enforced requirements to join’
has a far lower level of group accessibility (King 1996, no page numbers).

By focusing on the accessibility of online environments, the researcher can argue
that if a site is open to the gaze of an uncontrollable audience, it should be deemed
public. In Christina Allen’s paper, ‘What’s wrong with the “golden rule”?
Conundrums of Conducting Ethical Research in Cyberspace’ (1996), for example,
Allen distinguishes public from private spaces within MOOs, arguing that the for-
mer are open for study without the need for informed consent due to the openness
of access (Allen 1996, see also Roberts et al. 2003).

This position is rooted in the idea that ‘the community which declares “All are
welcome” thereby foregoes its privacy’ (Homan 1980, 57), an equating of visibility
and access with publicness that supports the idea that ‘Public actions [are those that]
can be publicly observed’ (Spicker 2007, 2). This conceptualisation of the constitu-
tion of public spaces is suggested by Erving Goffman’s description of the public/
private distinction in Behaviour in Public Places:
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Traditionally, ‘public places’ refer to any regions in a community freely accessible to
members of that community; ‘private places’ refer to soundproof regions where only
members or invitees gather.

(Goffman 1963, 9 — my emphasis)

Here, we have what Frankel and Siang (1999) term the ‘technological point of
view’, the suggestion that technical accessibility equates with publicness (Bakardjieva
and Feenberg 2001, 232).

If our research involves clearly demarcated regions that have clear borders and
entry points, it might be relatively easy to take such an approach. But assessing the
openness of access to a site can be tricky. Whilst the sorts of environments that King
is talking about involve the bounded communities of early forums (King gives the
example of discussion groups, support groups, Usenet, and MUDs) — all of which
are easily recognisable as distinct contexts and are presented as having quite stable
technical markers of access — not all online environments share these features. Many
raise questions about what we might mean by open access (access to what?, open-
ness in respect of what?).

A site like Facebook, for example, is problematic because it could be regarded as
technically open or technically closed. It is public, in that anyone with an email
account can gain access to it, but also private, as a membership account and pass-
word is required to enter. Yet, as anyone with access to a computer can request a
password, despite this entry point, the site is ‘freely accessible’. Such sites have
been termed ‘semi-public’ as they involve membership and require registration but
are open to all (Sveningsson Elm 2009, 74).> Within Facebook, there is further
regulation of access: access to content is constrained by personalised privacy settings
which enable users to set their own levels of visibility and openness. The status of
the content within the site can therefore be differentiated between understanding of
Facebook as a whole (what it presents to the friendless visitor who enters and
searches for contacts) and the status of individual profiles.® At the same time, despite

° Sveningsson makes a distinction between four degrees of privacy — public sites such as open
websites; semi-public settings such as social networks; semi-private sites, which require registra-
tion and place certain restrictions on memberships; and completely private sites, which are hidden
and invitation-only (Sveningsson Elm 2009, 75). These distinctions enable a move away from
either/or public/private distinctions.

¢ During the writing of this book, the media has been reporting an ongoing saga relating to changes
to Facebook’s privacy settings; specifically the introduction of an ‘everyone’ setting which would
have made public posts visible to Facebook’s entire userbase. Despite Facebook’s promoters
encouraging users to select this status in respect of their posting activity (but not personal informa-
tion such as phone numbers (Kirkpatrick 2009a)) — the introduction of this setting raised concerns
about users’ awareness of the visibility of their actions. Although it was introduced with the ability
to segment the visibility of certain types of messages to certain audiences — demonstrating the
tailored way that users of the site can control access to their information — this development made
‘public messages’ visible to the entire community for the first time. This encouragement of public
visibility was seen by many as problematic, not least because there were concerns that individuals
do not understand privacy settings — and also because, if users have not made changes to their
privacy settings in the past, they would automatically be set to ‘everyone’ (Kirkpatrick 2009a, b;
Oreskovic 2009).
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the appearance of control that Facebook’s privacy settings imply, as the small print
suggests, all content is owned by Facebook:

Any Facebooker who bothered to read the fine print when signing up should already know
they’ve granted the social networking giant ‘an irrevocable, perpetual, non-exclusive,
transferable, fully paid, worldwide license to use’ their personal information at leisure.
(http://news.ninemsn.com.au/article.aspx?id=323524)

The resulting fortress nature of the environment has been reflected in concerns over
third-party access to personal information on the site (Oreskovic 2009), as even if
users deploy the strongest privacy settings, they cannot control the ultimate destina-
tion of their contributions to the site.

Facebook demonstrates some of the challenges of applying technical criteria to
online environments. Although assessing the openness of access to an online envi-
ronment can be difficult, this approach does suggest distinct points of focus that can
be used to establish a working definition of the public/private status of a setting.
Whilst these questions can only be answered by looking at the specificity of the
context, they come from outside of the setting and are based on markers of privacy
and openness that are external to it (e.g. absence of registration=openness). The
focus here then is on the regulative organisation of the environment, a consideration
of its specifications, and how it is framed in relation to other types of settings.

From Technical to Perceived Privacy

By focusing on technical, organisational features of access, researchers can define
the status of an environment in relation to external criteria that are relatively stable
(if not always easy to apply). Yet the argument that the technical openness of a site
is a marker of its publicness and that the setting, once so defined, can be studied
without the need to acquire permission from its inhabitants has been condemned as
tactical, convenient, and ethically flawed. A central concern in critiques of technical
approaches is that although posting a message online ‘may have parallels to
publishing a letter in a newspaper or saying something in a public meeting’,
researchers cannot assume that those participating online are always ‘seeking public
visibility’ (Eysenbach and Till 2001, 1104). A contrasting approach has developed
in this work, one that focuses on these participants and ‘emphasises paying attention
to the users’ own experience of the context with they interact within [sic]” (Bromseth
2002, 37). This approach challenges the conceptual foundations of technical
approaches to the public/private distinction by focusing on the expectations of
privacy held by the subjects of online research. Specifically, how do participants
within online environments understand their surroundings?

Dennis Waskul and Mark Douglass, for example, suggest that a focus on technical
access has led to the ‘oversimplified public versus private dichotomy of “domains”
of cyberspace’ (Waskul and Douglass 1996, 131). Challenging such easy distinc-
tions, they make reference to the expectations of Internet users, asserting that:
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A participant that posts a message to a sexual abuse survivors group intends the message to
be read by participants of that sexual abuse survivors group — not by persons accessing alt.
sex.erotica, members of an Alcoholics Anonymous support group, a social researcher, or
anyone else, in spite of the fact that such messages may be accessible to these persons. [...]
Because the medium is generally ‘publicly’ accessible, some persons seem inclined to define
the activities that comprise it as equally ‘public.” This is an ethically dangerous misconcep-
tion. [..] It is misleading to conclude that on-line environments labelled or otherwise described
as public are necessarily representative of participants’ social definition of that environment.
The declaration of some domains of cyberspace as ‘public’ can encourage researchers to
perceive such interactions as ‘fair game.’

(Waskul and Douglass 1996, 131-132)

Such arguments suggest that the researcher should defer to, or at least take into
account, the ways that inhabitants understand these environments and remember that
even though they may be participating in technically ‘public’ environments, some com-
munity members ‘do not expect to be research subjects’ (Eysenbach and Till 2001).

Here, we have the second dimension that King suggests, the level of ‘perceived
privacy’. In contrast to the focus on access, this dimension of privacy is understood
through consideration of ‘the degree to which group members perceive their messages
to be private to that group’ (King 1996, no page numbers). King suggests that ‘approach-
ing a community from the perspective of a participant’ can enable Internet researchers
to evaluate the status of the group ‘on several dimensions in order to determine if non-
reactive’ methods are necessary or justified’ (King 1996, no page numbers).

How might one gain an understanding of users’ perceptions of the privacy of
their actions? The extract from Waskul and Douglass’s paper presented above is
perhaps problematic as it suggests that the expectations of a particular type of
Internet user (the imagined member of the ‘sexual abuse survivors group’) can be
presumed from the nature of the site they are participating in. Although it is easy to
imagine that an individual involved in such a setting might expect or hope for a
certain type of membership/audience, this description seems to be underpinned by
an idea that particular domains of cyberspace house particular expectations regard-
ing privacy. This would appear to be guilty of the same ontologising move that
Waskul and Douglass challenge in their criticism of attempts to define domains of
cyberspace in relation to the public/private distinction, it is just that the reference
point has shifted from ‘public or private’ to ‘expectations of public or private’.

The work of other Internet researchers suggests that privacy expectations might
be gauged in alternative ways. The researcher might survey Internet users’ under-
standing of the privacy of their actions, for instance (e.g. Viegas 2005). Or they
could set up an experimental design and intentionally disrupt online settings in order
to gauge reactions to the presence of researchers (as James Hudson and Amy
Bruckman did in their study of users’ expectations of privacy in chat rooms (2004,
2005)). ‘Covert’ researchers, who have decided not to make contact with their
participants, might make reference to their postings or online actions, looking to the
setting to ascertain participants’ stated understandings of the environment and its

7By which King appears to be referring to unannounced observation.
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audience. This approach has been proposed by Alison Cavanagh (1999), who
suggests that the researcher should examine how participants respond to two main
issues: firstly how they react to lurkers® and secondly how they express their under-
standing of the degree of openness of the space they are inhabiting (Cavanagh 1999,
no page nos.). It is also possible to ascertain understandings of privacy expectations
from the responses of participants within online environments to external interventions
that do not involve the actions of researchers. Bromseth has described the expres-
sions of surprise that members of the online group she studied voiced when ‘people
outside the group responded to what they had written’ (Bromseth 2002, 46), and the
hostile response of the administrators of a feminist list to the recontextualisation of
postings from the list onto another site by a male member of the group (46). Such
responses suggest a sense of outrage that might appear to signify a breach of a personal
border (Marx 2001, 158).

As well as exploring the articulation of expectations of privacy online, research-
ers have also made reference to perceptions of publicness in delineating their
approach to online environments. The fan studies scholar Matt Hills, for example,
has explored fans’ awareness of the (public) audience in the ‘self-representation and
self-performance of audience-as-text’ (Hills 2002, 177) within fan communities.
Hills emphasises the authored, published, and attention-seeking nature of interac-
tions on such sites, suggesting they:

[...] are thoroughly rather than contingently textual insofar as they are composed with an

imagined audience in mind and are thus always already claims for attention prior to any
academic scrutiny.

(Hills 2002, 176)

Here then, we can see how a researcher might examine activity within a site to
ascertain users’ perceptions of publicness/privateness. Eysenbach and Till (2001)
take a slightly different approach. They propose that researchers might assess the
‘perceived level of privacy’ within a site by moving from a focus on the opinions/
expressions of individuals to a consideration of the characteristics of the site that
might be understood to inform participants’ expectations of privacy. This introduces
a half-way position between technical and perceived privacy approaches, involving
localising moves in respect of different aspects of the site. This includes whether or
not registration is required (they suggest that if it is, ‘most of the subscribers are
likely to regard the group as a “private place’” (1104)), and the number of members
of the site (they argue that ‘a posting to a mailing list with 10 subscribers is different
from a posting to a mailing list with 100 or 1000 subscribers’ (1104)); ‘perhaps
most importantly’, they state, the researcher should examine the ‘individual group’s
norms and codes, target audience, and aim, often laid down in the “frequently asked
questions” or information files of an Internet community’ (1104). This involves a
call to draw in a consideration of the ethics of the setting into researchers’ emerging
understanding of the relative publicness/privateness of online environments.

8 Those who visit sites without ever posting.
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From Environment to Content

Alongside consideration of the features of the environments in which researchers
operate, scholars have also emphasised the significance of the subject matter and
substantive content of online settings when considering the public/private status of
online data (e.g. Sveningsson Elm 2009). This focus emphasises the notion that
‘information is defined as public by its character, not by its location’ (Spicker
2007, 2). Variability emerges here in terms of the varying sensitivity of material,
vulnerability of users, and disclosure of personal information online. Like the techni-
cal/perceived privacy approaches to the status of online environments described
above, attention to the status of online content requires local understanding of our
research contexts, but shifts attention away from the nature/understanding of envi-
ronments, towards consideration of the status of the material held within them.’

It is possible to start from an external understanding of what content, population, or
subject matter might be regarded as sensitive or vulnerable. Topics that have been flagged
as sensitive (e.g. ‘safe sex practices, domestic violence, alcoholism’ (Dickson-Swift
etal. 2008, 4)), for example, have tended to be categorised as such from outside the activ-
ity. We would be aware that a setting likely to be populated by children would be regarded
as containing sensitive content, and, even before entering into such sites, we might imag-
ine that a support group would be more vulnerable than the sort of fan communities that
I have studied (which, as Hills suggests above, are often confident in their presentation
of self to public audiences). These are the sorts of external reference points that get
flagged in ethical checklists (‘Does your research involve children, or sensitive groups?’);
checklists that are imbedded in the ways that research ethics are themselves regulated.

These questions can be asked because they reflect general concerns that extend
across different contexts of research, and are based on external assessments of what
groups/topics/activities require heightened ethical protections. They also reflect
external attitudes about the status of different types of empirical activity. Reference
to other interest groups provides illustrations of the ways that external assessments
of subject matter may lead researchers to differentiate between settings. Whilst it
might be easier (indeed necessary) to support covert research in the study of a hate
group, it might be more difficult to defend the covert study of health-related discus-
sion boards such as the autism discussion groups studied by Charlotte Brownlow
and Nancy O’Dell. These authors suggest that such groups are ‘the most vulnerable
populations’ on the Internet (Brownlow and O’Dell 2002).

? Interestingly, there seems to be some merging of content and context in King’s (1996) presentation
of degrees of perceived privacy. Rather than looking to actual examples of how participants under-
stand the settings, he defines this through a focus on content. King presents an academic discussion
group (where visibility is an aim) as an example of low perceived privacy, and support groups as
an example of sites with high perceived privacy (King 1996, no page nos.). This appears to involve
a presumption based on the content of the sites (the subject that is the focus of the group’s interest)
rather than the perceptions of participants.
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Sites where users share personal information — such as social networking sites —
also appear to present particular challenges to researchers because they draw in par-
ticipants’ offline identities, involving the display of the personal within public arenas
(Snee 2008). As described earlier, a site like Facebook can be defined as private or as
public (or as Sveningsson Elm (2009) has suggested, semi-public). One reason that
this is so problematic is that the site contains personal information. Discourse sur-
rounding Facebook contains anxiety about the status of information on the site and
the vulnerability of users in respect of identity theft, and the ways that ‘private’ online
information can impact the offline self (as demonstrated by the growing use of Facebook
in the USA by law enforcement officers (Hodge 2006)). It is for this reason that such
work is regarded as problematic by some (e.g. Zimmer 2009).

Focusing on content as an indicator of privacy, we might, therefore, be wary of
subjects that are ‘taboo’ (Faberow 1963), that have the potential to generate harm to
the researcher/researched, or that deal with personal or sensitive issues (Lee 1993;
Renzetti and Lee 1993). This external classification of what material is, and is not,
sensitive can be seen to be based on a similar external stance to the technical
approach to defining the publicness of a particular environment. In each case, the
focus is on external criteria, generally identifiable topics/interests/populations that
are flagged as particularly sensitive, private, or vulnerable.!” There is also an attention
here to the institutionalisation of differences between discourses, distinctions that
would regard health, or education, or discussion of personal information as serious
and demanding of increased ethical attention (in order to protect against harm),
whereas the discussion of television programmes, for example, might not. Such
judgements would also be external to the activity itself.

The sensitivity or vulnerability of researched activity cannot just be defined from
an external perspective however. Scholars have also recognised the fact that ‘the
topics and activities defined as sensitive vary widely across cultures and situations’
(Dickson-Swift et al. 2008, 3) and that the ‘definition of a “sensitive” research topic
is dependent on both context and cultural norms and values’ (McCosker et al. 2001,
no page nos.).'" The methodological literature on sensitive research suggests that it
is a mistake to define ‘sensitive’ studies without taking into account the local con-
texts in which researchers operate. For this reason, like those promoting attention to
Internet users’ perceptions of their online privacy, researchers have also focused on
insider perceptions of the sensitivity of specific activities.

The limitations of what might be termed ‘technical’ approaches to the sensitivity or
privacy of content become evident when we look at how Internet users react to the pres-
ence of researchers. As I described in Chap. 1, Internet users have, on occasion, responded
angrily to researchers’ observation of their online activity, even when this activity would
not be regarded as ‘sensitive’ from an external perspective. As Herring has argued (1996),
it would be a mistake to regard computer-mediated communication as homogenous.

19T ee has referred to such themes as topics of ‘perceived sensitivity” (1993) — here, however, the percep-
tion of sensitivity comes from the outside observer, rather than participants involved in the activity.

! At the same time, there is need for cautious attention throughout the research process as ‘the sensitive
nature of the research may not be apparent at the beginning of the research project, alternatively a sub-
ject that was presumed to be of a sensitive nature may not be’ (McCosker et al. 2001, no page nos.).
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At the same time, our expectations about specific types of activity may be misplaced.
Empirical material may surprise us, as Lee and Renzetti (1993) suggest in their consid-
eration of what is meant by ‘sensitive topics’ in social science research. They note how:

The sensitive nature of a particular topic is emergent. In other words, the sensitive character
of a piece of research seemingly inheres less in the topic itself and more in the relationship
between the topic and the social context within which the research is conducted. It is not
uncommon, for example, for a researcher to approach a topic with caution on the assump-
tion that it is a sensitive one, only to find that those initial fears had been misplaced. Neither
is it unusual for the sensitive nature of an apparently innocuous topic to become manifest
once research is underway.

(Lee and Renzetti 1993, 5)

Sveningsson Elm presents a different inflection on the uncertain status of sensitive
topics, describing how in online contexts; ‘what may seem private/sensitive to an
observer is not necessarily apprehended so by the individual who exposed the con-
tent’ (Sveningsson Elm 2009, 82). She goes on to describe how:

In my study of a Swedish web community [...], the users’ practices suggest that they do not
consider their personal pages, including personal profile, diary, and photo album, as specifi-
cally private. For example, they often put out ‘ads’ in the more publicly visited spots of the
web community, where they urge people to come visit their personal pages, to watch and
comment on their photos and diaries, and to sign their guest books. Not only do they seem
to be aware of the risk of having their material observed by others but also the attention
from others is often what they seek.

(Sveningsson Elm 2009, 82)

Such accounts remind us both that ‘topics and activities defined as sensitive vary
widely across cultures and situations’ (Dickson-Swift et al. 2008, 3) and that we
cannot assume that people wish to be protected online.

Rather than deciding which content is sensitive from an external perspective, it
is, then, also possible to take an approach that focuses on how the sensitivity of
content is interpreted within our research settings. This involves taking an insider
perspective, using local understandings of activity to inform our handling of data in
a similar way to the perceived privacy approach to defining the status of online con-
texts. It also implies a more complex assessment of the sensitivity of the content of
online environments than that offered by external checklists. Different sites might
indeed need to be handled differently. Just as discussion of an apparently trivial
topic could be taken seriously by participants, however — with high stakes invest-
ment regarding online identity, for example — so too an apparently vulnerable or
sensitive site could contain playful discussion that might not be deemed ‘sensitive’
by its inhabitants.

Unsettling Distinctions

The contrast between technical/perceived privacy approaches to environment (and
content) draws attention to the varying evidence that may fuel the production of a
definition of a site or activity as public/private. It also suggests that researchers
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should consider, and be explicit about, their objectification of their research settings.
Those who fail to do so may open themselves up to criticism. Langer and Beckman
(2005), for example, defend their use of covert methods in sensitive research by
stating that the sites that constituted their research settings — Internet message boards
devoted to the discussion of cosmetic surgery — were ‘regarded as a public
communication media’ (197) and contained ‘intentionally public postings by the
authors’ (197). Yet the grounds for this definition are not clearly specified. In this
case, the explanation and defence of research actions would be strengthened were
the reader to know more about the empirical basis of these statements. As I have
described, there are different indicators of privacy that researchers might signal in
marking out their approach to their research settings. These can be used in combi-
nation to reinforce or challenge a particular reading of the status of a site or type of
data; as Sveningsson Elm (2009) stresses, although they have often been set in
opposition, technical and perceived approaches to the status of online environments/
content are not mutually exclusive.

The contrast between technical and perceived approaches to privacy does however
introduce an important distinction between ‘objective’ and ‘subjective’ markers of
privacy. Because they focus on external, generalisable markers of privacy, technical
indicators of access- like categories of ‘sensitive’ research- appear to suggest objec-
tive recognition principles: if the door is closed, the setting is private; if the door is
open, it is public; if a site is dedicated to the discussion of certain types of activity/
subject matter, it is sensitive, etc. In contrast, approaches that focus on users’ inter-
pretations of online environments/content — in suggesting that the public/private
distinction be understood ‘as a perception, not a fact’ (Sveningsson Elm 2009, 72)
— emphasise more subjective negotiations of what constitutes privacy.

These contrasting perspectives have methodological implications, suggesting
different observational stances. A focus on more ‘objective’ markers of privacy, for
instance, configures the researcher as standing outside the researched activity,
recruiting criteria that are external to it. In contrast, a focus on more subjective
markers implies an understanding of the activity that is informed by an insider per-
spective. The former (being based on external criteria) requires less direct, or pro-
longed, involvement with the setting. The latter demands that the researcher ‘goes
in’ to the site in order to gain a sense of the way that participants understand it. (This
does not mean, however, that the researcher needs to make themselves visible within
an activity, e.g. by posting, or make direct contact with participants.) The more
embedded stance, with the researcher looking to local instantiations of the researched
activity to explore users’ ‘perceptions’, also suggests something of the ethnomethod-
ological in developing a sense of the expectations and interpretive strategies that are
brought to bear on behaviour in social settings (see Bromseth 2002 for a discussion
of the insider/outsider distinction in relation to access/perception approaches to
privacy).

There are, then, different ways of distinguishing between public and private con-
texts. Within qualitative Internet research however, approaches based on percep-
tions of privacy have increasingly been presented as being more virtuous than those
that focus on technical features of access. Both Rosenberg (2010) and Sveningsson
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Elm (2009) describe this development: Internet researchers’ move away from an
initial reliance on technical openness as providing an open door to research, towards
perspectives informed by the idea of perceived privacy. A narrative emerges here,
implying that researchers have advanced in their thinking, moving away from
earlier, less sophisticated, and more limited interpretations of online contexts.
According to Rosenberg, for example, this shift is:

[...] amove in the right direction [as] viewing the people we study as experts, rather than sub-
jects, is likely to produce more comprehensive and nuanced accounts of online environments.
Letting our research be guided increasingly by those we wish to study may also lead our own
conceptions to be expanded or even challenged in the process.

(Rosenberg 2010, 24)

The growing emphasis on users’ experiences is perhaps unsurprising due to
the interpretive nature of qualitative research and the increasing recognition of the
complexity of the public/private distinction as manifest in online environments. Yet
as moral value has been attributed to more subjective approaches to privacy, this
work has occasionally slipped into a reification of perceptions as presenting ‘true’
or authentic markers of privacy.

Such positioning is visible in discussion of the extent to which, in establishing
their methodological approach, the researcher should defer to the expectations of
the researched. Take, for example, the propriety of researching situations that
persons might mistakenly believe to be private to themselves but are open to the gaze
of outsiders — seen online in the actions of Internet users who may ‘seem to consider
themselves hidden even while their writing is completely public’ (Busse 2009, no
page nos.)."? In a 1959 paper on covert observation, Edward Shils argued that:

Although there might be some uncertainty regarding the propriety of entering, by permission,
into the private sphere, there seems to me to be no doubt at all about the impropriety of
unauthorised entry when the persons are observed in situations which they legitimately
regard as private to themselves, as persons or as a corporate body.

(Shils 1982 [1959], 133 — my emphasis)

What if these expectations of privacy are not ‘legitimate’? As I described earlier
in this chapter, understandings of the publicness of online contexts are complex and
diverse. What if our research subjects’ expectations appear misguided? Should we
respect them? How should researchers approach activity where, in Goffman’s terms,
‘open, unwalled public places’ may be (mis)regarded by members of Internet
communities as ‘soundproof regions’ (Goffman 1963, 10)?

Waskul and Douglas (1996) take a strong position on this issue, prioritising the
experience and expectations of the researched, even if this expectation might not
appear ‘legitimate’. They complain that:

12 Busse suggests that this may be related to assumptions that ‘information overload will hide them
in semi-anonymity’.
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Apparently, it is easy for some researchers to legitimize the exploitation of a ‘public domain’
by simply declaring participants as having a ‘false’ sense of privacy, or in ‘denial’ of the
public nature of their communications. Or worse yet, through legitimizing a ‘fair game’
mentality solely in appeals to law and/or ethical theory, such a viewpoint can promote a
researcher to completely fail to acknowledge participants altogether. Such a perspective is
intellectually barbaric and clearly unethical. Simply stated, researchers do not have the right
to redefine the context of the research situation (the experience of the participants) to meet
their own vested interests and aims.

(Waskul and Douglas, 132)

Bakardjieva and Feenberg (2001) establish a similar position somewhat more
gently, arguing that:
[...] the very fact that many members of online communities are only vaguely aware of the

public nature of their exchanges suggests the need for caution. Their trust may be misplaced,
but nevertheless it is not good for researchers to violate it without a compelling rationale.

(Bakardjieva and Feeberg 2001, 239)

These arguments are founded upon the notion that even if the expectations of
participants are misplaced, they should, on the whole, be respected. The problem
with this is that it suggests that adhering to the ethics of the researched is the best
thing we can do for our research participants. As I described in Chaps. 1 and 2, it is
important that we attend to the ethics of our research contexts in developing our
ethical stances. This may involve greater or lesser interaction and reciprocity in the
formulation of research between researcher and researched, depending on the nature
of the study. What is questionable here, however, is the idea that the expectations of
our participants — the way they define the research contexts — should impose decisions
on research (unless ‘compelling’ alternatives can be found). This ignores the fact
that listening to our participants might not prevent us from doing them harm. It also
implies a certain type of relationship to the setting — one that is based on similarity,
rather than potential differences between researcher/researched (as I will describe in
Chap. 5 not all research relationships are the same...).

Such perspectives can be contrasted with positions that suggest that, rather than
adhering to the expectations of the researched, researchers should attempt to shape
Internet users’ expectations by taking a more pedagogic stance. This educative drive
has been suggested by a number of scholars (e.g. Herring 1996; Walther 2002). For
Walther:

More fruitful efforts might be made in educating the public about the vulnerability of
Internet postings to scrutiny — an inherent aspect of many Internet venues — than by debat-
ing whether or not such scrutiny should be sanctioned in research.

(Walther 2002, 207)

As Nancy Baym has suggested,'® posters to Internet sites are potentially under the
gaze of other agents such as marketing companies, whose interests are perhaps more
problematic than those of researchers. In such contexts, is it not the researcher’s
responsibility to educate rather than respecting users’ potentially misguided

13 Association of Internet Researchers conference in 2004.
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perceptions of the settings they inhabit? Such calls configure a different sort of rela-
tionship between the researcher/researched to that presented by those who argue
that researchers should broadly adhere to the expectations of Internet users, and
represent a very different view of the idea of researchers’ responsibilities to their
research settings.

These debates might appear to be more relevant to online than offline research.
However, researchers working in offline environments can experience similar dilem-
mas. We might observe private activity in public settings (Homan 1991), and, as
Marx suggests:

Even in the clearest of locations as with a bench in a public park, expectations regarding
private behavior (apart from the right to enter) are manifest. Allen (1988) for example notes
that when venturing into a public area we hardly give up all expectations of privacy.

(Marx 72001, 163 — his emphasis)

Wakeford’s (2003) account of observational research in Internet cafes provides
an example of the way that Internet users can fail to comprehend the visibility of
their actions in offline settings. She describes computers that had not been logged
out of after users had finished their previous sessions, and CVs left on desktops
offering up private information to the next unknown user (Wakeford 2003, 397). In
these offline environments, private content was technically made public. Here too
there was an apparent need to educate.

The focus on users’ perceptions of the privacy of their environments/actions can
also be unsettled by a consideration of whose perspectives we should privilege when
studying online domains. In their description of the website Gaygirls.com, for
example, Bassett and O’Riordan’s (2002) focus on language use as an indicator of
participants’ expectations of privacy. Their analysis of the setting suggests a tension
between the expectations of the members and owners of the site:

The language used [by members] was personal, informal and intimate in content. There was
an illusory sense of partial privacy because the participants constructed utterances that they
stated they would not convey to certain audiences such as their family. This facilitated the
participant’s illusion that Gaygirls.com was a space over which they exercised some con-
trol, and in which they could expect quite high levels of confidentiality, safety and freedom.
In contrast to the participant’s expectations, there was, in actual fact no control over who
viewed the material on the web site: forums on Gaygirls.com are in no way ‘private’. The
language used by the producers of Gaygirls.com indicated that the forum was open and
public and they likened it, through simile, to a way of amplifying voices in public debate.

(Bassett and O’Riordan 2002, 241)

The disjunction identified here between the perspectives of the owners and mem-
bers of this site demonstrates that the membership of an online environment is
unlikely to form a unified group with shared expectations. In light of this, we might
consider which expectations the researcher should heed attention to if taking a per-
ceived privacy approach: whether, for example, the opinions of owners carry more
weight than those of individual members. Such questions are not unique to Internet
research of course. Similar dilemmas are evident within debates over the authority
of gatekeepers when obtaining access to offline domains. Discussion of these issues
is common, for example, in relation to school-based research, which presents different
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levels of potential gatekeepers (heads of school, teachers, parents) and raises
questions about the extent to which researchers protect the autonomy of children to
decide whether they wish to participate in, or withdraw from, research (see Wiles
et al. 2004).

Although they appear to be more objective/subjective, technical and perceived
privacy approaches to privacy are always the outcome of the researchers’ analysis.
The description of Facebook’s complex technical nature suggested the challenges of
applying technical criteria to online sites but also signals the more general uncer-
tainty that can exist regarding the interpretation of apparently ‘objective’ technical
markers of privacy. The presence or absence of a password, for example, provokes
an interpretation, rather than having a fixed meaning. We can also question the
status of the more ‘subjective’ perceptions of Internet users. Like our readings of
technical markers of privacy, ‘perceived privacy’ is the outcome of an engagement
with empirical phenomena. The development of understandings of users’ ‘percep-
tion’ is therefore an outcome of the researchers’ analysis of the evidence available
to them — whether this is responses to lurkers, postings on forums, or answers to our
questions. It therefore involves an empirically based objectification, rather than
channelling, of the setting and its membership. The authority we invest in these
perceptions therefore needs to be assessed in relation to our own interpretive efforts
in bringing them into being.

Finally, it is important to note that a working definition of a site/activity as public
or private does not naturally lead to the identification of a ‘right’ course of action in
the design of research or generation of data. The local gazes to the empirical involved
in the presentation of technical/privacy approaches have, however, become linked to
generalised arguments about the acceptability of different methods, presenting
different attitudes towards covert research and the need for informed consent. Those
promoting technical approaches, and focusing on access, have often argued for the
use of data without informed consent (Rosenberg 2010), whilst those emphasising
the perspectives of users have tended to be more critical of covert research methods,
calling for the use of informed consent in Internet research.

At the same time, just as defining a site as ‘public’ should not lead us to unques-
tioningly use the data without consent, deciding that a setting’s content is sensitive
or vulnerable should not automatically lead to taking a protectionist stance.'* Yet

14 Other researchers have been more defensive in their presentation of work that examines - without
informed consent - material that would be deemed sensitive from a regulative perspective — justifying
their decisions in relation to different domains of ethics. In their study of online communication relat-
ing to breast and prostate cancer and sexual health, for example, Seale et al. (2010) justify their use
of data from the sites in relation to the open access nature of the material and the authority of academ-
ics. They note that two of the authors — moderators of one of the sites involved — ‘have given their
permission for the material to be used for research purposes for this study’ (598) and note how, in
deciding to use material from the site, ‘we have found support from editors and reviewers of aca-
demic journals who have thus far published our reports on these data’ (598). Here, the researchers’
stance is not just based on the technical features of the (open access) contexts, or the insider position
of the authors, but also via an appeal to the authority of other academics who have approved the work
(whether or not one is persuaded by their position is another matter of course).
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this too is sometimes forgotten. Sveningsson Elm (2009), for example, suggests that
in closed spaces such as private chat rooms, covert research would be ‘clearly
unsuitable, or even illegal’ (76), noting that it is ‘unnecessary’ to state that the
researcher should obtain consent in such places (80). Such judgements appear to fit
into wider criticisms of covert research, and the way that (as Spicker has described)
‘covert research is often seen as intrinsically illegitimate’ (2011, 119). Although (as
Sveningsson Elm notes) working in closed environments may raise practical diffi-
culties (especially if the researcher seeks to enter into invitation-only sites), it is
possible to imagine studies of online phenomena that could argue for the legitimacy
of using covert methods to study private spaces. There is, after all, an established
history of such work in offline research (e.g. in the fields of sociology and criminol-
ogy), where covert methods have been used to explore dangerous, illicit, or illegal
activities. The idea that it would ‘clearly’ be inappropriate to carry out covert
research in private online settings therefore negates the possibility of researchers
adopting approaches similar to those used in the ‘real world’. This criticism of
covert research therefore sets up an artificial, and perhaps unhelpful, distinction
between online and offline research.

Beyond Technical/Perceived Privacy: Tacit and Explicit
Markers of Privacy on COA and SHH

Two ideas can be taken from the unsettling of the technical/perceived privacy dis-
tinction presented above. Firstly, that the researcher should aim to be explicit about the
empirical data that informs their definition of online data as public/private. Secondly,
that they should consider their research actions in relation to, but not as prescribed by,
these definitions. This again moves us away from the suggestion of ‘natural’ ethical
methods or general principles (e.g. covert research in private contexts is bad, whereas
use of data from public contexts is acceptable). Instead, what feeds our objectification
should be separated from our ongoing concern that our research actions do not cause
harm, so that we can consider the specific characteristics of our research when estab-
lishing our ethical stances, without slipping into moralising.

Because they have become closely tied into the articulation of value judgements
about the legitimacy of methods, it is also perhaps worth stepping away from the
distinction between technical and perceived (or objective/subjective) approaches to
privacy. One way of doing this, I would argue, is to focus on the codification of
privacy in the sites and activities we are interested in, the ways that publicness/
privateness is articulated in our research settings.

Keeping hold of the separation of environment and content, I want to suggest that
a useful distinction can be made between facit and explicit markers of privacy. This
involves a contrast between explicit statements regarding the public/private status of
a setting or type of content, and tacit, generic, markers of privacy or sensitivity.
We might, for instance, consider two different types of private documents: a bank
statement and a love letter. Each may present the reader with explicit statements



72 3 Public or Private?

Explicit Tacit
Environment explicit statements/rules generic expressions of
regarding regulation and privacy/openness
access
Content explicit statements/rules generic expressions
regarding the nature of regarding the nature of
content content

Fig. 3.1 Markers of privacy

regarding the nature of their content — “private and confidential’ or ‘personal’ written
on the envelopes, for example. Yet each will also present a tacit and generic codifica-
tion of privacy that needs to be interpreted as private, or personal, by the reader, the
expression of romantic sentiments, for example, or presentation of financial informa-
tion. Whether or not the reader recognises these documents as private will, of course,
depend on the extent to which they understand the varied codification of privacy that
they present. In this way, explicit statements can be seen to presume a general audi-
ence. In contrast, tacit markers of privacy assume a more informed audience.

The dimensions environment/content and explicit/tacit produce the schema
(Fig. 3.1) presented above.

The varied types of evidence presented by scholars as examples of technical and
perceived privacy include both tacit and explicit expressions of privacy. A site may
have stated rules about access to the setting. In a note for visitors, the Doctor Who
Forum at the fansite Outpost Gallifrey, for example, used to state the following
explicit statement: ‘The Outpost Gallifrey forum requires you to register an account
before you read or post; this is a private community open only to registered users
(to protect our users’ privacy by preventing messages being archived in web searches
such as Google.)’. As described earlier, a site may also present tacit markers of
privacy by displaying/failing to display regulating entry points (passwords, gated
areas) that implicitly signal privacy or openness. Participants too may make explicit
statements about their perceptions of a site or its content as sensitive or open. Or
they may share personal information, or make reference to shared histories (etc.), in
ways that imply that they do not anticipate a public audience. For the researcher,
uncertainty arises in respect of the meaning of tacit markers of privacy, due to the
lack of shared understandings of generic privacy online. Yet explicit statements also
need to be interpreted. The tacit/explicit distinction therefore reminds us of the
constructed nature of any definition of a site as public or private.

The distinction between tacit and explicit markers of privacy can be used to con-
sider my objectification of COA and SHH as being situated within the public domain.
This definition was established in relation to both the ethics of the academy (the lit-
erature discussed in this chapter and the experience of other fan studies researchers
as articulated within fan studies research) but also through my engagement with the
local empirical details of the sites that constituted my research settings and a read-
ing of different markers of privacy presented within these environments.
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My initial engagement with COA and SHH included a search for explicit
statements regarding the privacy expectations of the sites and their users. Upon
reflection, this search involved a somewhat naive desire for external confirmation
that my observation of the sites would be legitimate — that they were ‘in fact’ public —
placing the responsibility to establish a position on the settings, rather than on
myself. I was to be disappointed however, as neither setting contained guidance as
explicit as that on Outpost Gallifrey. COA’s Registration Agreement Terms outlined
rules of behaviour for new members (i.e. outsiders) (‘You agree not to post any
abusive, obscene, vulgar, slanderous, hateful, threatening, sexually-oriented or any
other material that may violate any applicable laws’) and stated that anyone regis-
tering on the site should be ‘over or exactly 13 years of age’ (therefore suggesting
that access was restricted rather than open to all), but did not state how data from the
site could (or should) be used, or how the privacy of the site was assessed by its
owners. Later (as I will discuss in Chap. 6), I gained some understanding of the
response of the participants of SHH to my approach to their activity as being in
public domain when I shared my research with them. This provoked explicit reflec-
tion about how they understood the privacy of the setting and its content. This was,
however, a side effect of disseminating my work to the site. Prior to this direct
engagement with SHH, I relied more upon other evidence from the forums in
approaching the settings. This led me to focus my attention onto the tacit markers of
privacy presented on the sites.

A key (tacit) marker of the public status of these sites was their openness — their
publicly accessible nature embodied in the lack of any need to register membership in
order to view the posting activity on the forums. This openness had been significant in
my selection of these sites, as I started by seeking locations that were technically
open. Even within these two forums however, this ‘publicness’ was not all encom-
passing. The sites also contained closed-off areas that I excluded from my analysis,
gated areas that were marked off with explicit statements stating them to be ‘private’
areas, unavailable to the gaze of visitors. These spaces (The Underground Area on
COA, and the Faculty Room and Library Reserve Room on SHH) required registration
or a particular level of status/membership for access and thus could not be regarded as
‘public’ in the same way as the rest of the forums. Access to these areas could be
further differentiated. On COA, for example, the ‘citizenship’ necessary in order to
access the restricted areas of the site could be achieved by simply registering; these
areas thus remained relatively ‘open’ (when I registered as a member of the site, my
account was activated by one of the site’s administrators — yet this did not involve any
interaction between us, or any request for me to provide information about my interest
in the setting). In contrast, members of SHH needed a degree of status within the site
(such as being a moderator or administrator) in order to enter the restricted SHH
rooms. This served to complicate the public/private distinction in relation to this
environment.

Like those promoting perceived privacy approaches, in approaching these sites,
I also attempted to gain an understanding of how the publicness/privateness of the
settings and the sensitivity of their content was understood by participants. This
involved a process of education: learning about the nature of interactions on the site,
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and the types of exchanges common within day-to-day activity. [ became particularly
interested in the tacit awareness of audience articulated within forum activity, the
ways that posts on COA and SHH appeared linguistically to make an appeal to a
presumed but uncertain readership. This suggested an awareness of a public audience,
indeed one that was necessary to the maintenance of activity within the sites. This
expectation of audience is evident in the following post from the forums of SHH:

Posted: Wed 23 Jun, 2004 1:56 am Post subject: Help?

Um... Its not help with the game that I need... I need help finding pictures from the Silent Hill
series. Maria ones would be nice. I'm having a hard time finding anything for Maria at
ALL. Its always the same pictures and the quality is never that good. *frowns* I want to
make a batch of Silent Hill icons, ya see. I’d really appreciate it if you guys could gimme a
hand here. *puppy dog eyes*

The difficulty here is that the appeal to ‘you guys’ might appear to suggest a
presumed inclusion (and hence, exclusion). The imagined audience might not, for
example, include researchers (although as I noted earlier in this chapter, researchers
such as Matt Hills have argued differently). The suggestion that ‘there is a tendency
to assume that participants are similar to oneself’” (Smith 2004, 228) is evident in
discourse on these sites, which often appeared to involve an imagined ‘like-minded
people’ assumption.

Yet the forums also contained posts that emphasised the unknown status of this
audience and the impossibility of members ‘seeing’ to whom they were speaking:

Anyone else still here?
Author:
Date: 01-23-05 20:23
i hope i am not alone.
(City of Angel post)

Here, the audience is marked as unknowable and therefore out of the control of
the poster.

In developing my understanding of the privacy expectations of the sites’ members,
I also looked at ‘unlurkings’ within these environments (see Baym 2000, 132) —
moments when members come out to the group as having been observing the activity
without positing up until this point (a practice that is referenced in other fancentric
texts (Macdonald 1998; Gatson and Zweerink 2004)). Similar unlurkings were visible
in my chosen research contexts where members introduced themselves to the sites:

Greetings and salutations. I’ve been lurking around as one known as a guest for quite some
time and I finally decided to join up seeing as the other forum I frequent crashed.

Just wanted to say hi. I've been lurking on this board for awhile so thought I'd finally join ya. @

Hi everyone I’'m new here. I’ve been a SH fan ever since the 1 was released and have been
lurking on these forums for some time and decided to sign up @ My fave SH is 2 and I plan
on getting 4 when its released over here in the UK! @ (my emphasis)

In these posts from SHH, we see an emphasis on lurking as an acceptable stage
of initial involvement, but it can also be a preference (Wohlblatt 1996); there is no
requirement that you have to post. Katherine Smith makes reference to the
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acceptability of lurking in her research setting to support her decision not to inform
the site of her research (Smith 2004). Initially, I made a similar argument in defend-
ing my observational position on the forums. As I will describe in Chap. 5, this idea
— that the acceptability of lurking on the sites meant that it was legitimate for me to
also lurk — was later challenged.

My objectification of COA and SHH as being situated within the public domain
can therefore be regarded as the outcome of a prolonged reading of both tacit and
explicit markers of privacy. This definition of the settings as ‘public’ informed a
number of key methodological decisions that I made during my study, including my
decision to name the sites.'> Whilst I would not reproduce a message sent in private
email correspondence without the consent of the author — as the medium seems to
attribute a firm (if perhaps illusory) sense of privacy — I decided that I would quote
from these forums without asking for the consent of the participants. In doing so, I
was careful to ensure that sensitive or personal material was not disseminated.
Although the subject matter of these sites did not appear sensitive from an external,
‘technical’ perspective, as they focused on discussion of forms of popular entertain-
ment, the forums did contain potentially sensitive material (including personal
information such as email addresses that I did not present in my thesis). If I had
been studying communities devoted to the discussion of sensitive topics, my own
decisions would likely have been very different.!® My research design, and the argu-
ments that underpinned it, was accepted by those overseeing the project from an
institutional perspective (although as I noted in Chap. 1, this did not involve full
ethical review by an ethics committee as one had not yet been introduced in my
university at that time).

My decisions were therefore based upon the ‘public domain’ status of the phe-
nomena that constituted the empirical focus of my research. Yet, as I described at
the beginning of this chapter, the status of the COA/SHH forums shifted during my
study as restrictions were placed on access to previously open areas of the settings.
As a member of the sites, I continued to observe the activity housed within these
areas, but as a researcher, I decided to exclude these newly privatised areas from my

15 To some Internet researchers, the identification of these sites in this way is a cardinal sin. Storm
King (1996), for example, privileges the need to anonymise research settings as the key ethical
move in Internet research. The decision to name research settings is a stance that has been taken by
other researchers working in similar fan environments (including Jenkins 1995; Baym 2000;
Gatson and Zweerink 2004; Bailey 2005; Black 2005; Gray 2005). However other researchers,
such as Lori Kendall (2002) in her study of the MUD ‘Bluesky’, have chosen to anonymise their
research settings. The repercussions of such an approach might be considered further. In the con-
text of my own research, for example, the decision to anonymise the sites would have meant that I
would potentially have had to also anonymise the TV series and videogame that the sites are
devoted to. This would have had serious implications for any analysis of fans’ discussion of these
texts. In contrast, Kendall’s research setting was an online ‘pub’; the discussion was therefore not
tied to anything as specific and identifiable as the Silent Hill and Angel texts.

1 In such a situation, I think I would have been more likely to have contacted the owners to notify
them of my interest, perhaps even requesting the opportunity to set up a forum or thread relating to
the research project so that anyone taking part within the discussion within that part of the site
would have been granting permission to use the data (an approach taken by Ito et al. in their study
of SeniorNet 2001).
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study, focusing my data collection on the main ‘public’ boards. The instability of
these sites suggested the developmental, as well as contextual, nature of such defini-
tions and the need to reestablish ethical stances during research (an issue to which I
will return in Chap. 5).

The Public/Private Distinction and the Conduct of Research

In the early part of this chapter, I cited Geuss’s statement that ‘there is no such thing as
the public/private distinction’ (Geuss 2001), a rejection of the idea that there exist sta-
ble, natural, or common understandings of what is ‘public’ or ‘private’. This chapter
has explored the methodological implications of this statement, considering how
researchers might operate in relation to the complex meshing of expectations and signi-
fiers that signal notions of publicness/privateness in the empirical world. Doing away
with the idea of there being a natural distinction between the public/private focuses
attention on how such distinctions are constituted within research activity, and within
the activities of those we research. My aim has been to identify different strategies for
establishing working definitions of our research settings in respect of this intricate and
tricky distinction. As my description of COA and SHH attests, defining the status of a
site in relation to the public/private distinction can be a difficult endeavour. Websites
are not homogeneous, and the activities of Internet users often suggest confusion and
conflicting understandings of the privacy or openness of their actions. Both offline and
online, the expectations of those we observe may be in conflict with more ‘objective’
definitions of the status of the environment. It is therefore important to emphasise the
significance of paying attention to the local detail of our research contexts.

The chapter has explored different ways that researchers have approached the task
of defining online contexts in relation to the public/private distinction. It has consid-
ered the difference between technical and perceived approaches to privacy and has
introduced a distinction between tacit and explicit indicators of privacy. These differ-
ent frameworks suggest that the ethical stances that researchers establish in respect
of this distinction can be the outcome of different localising moves. They also
emphasise particular points of emphasis and bias: as Herring (1996) suggests, the
distinction between technical and perceived privacy is based on an understanding of
computer-mediated communication as involving a ‘personal dimension’, looking to
the human subjects involved in the settings. As I will discuss in the next chapter,
there are other ways of approaching such material which informed my own focus on
the codification of privacy. The consideration of tacit and explicit markers of pri-
vacy seeks to provide a way of moving beyond the moralising inherent within the
perceived/technical privacy debate by focusing attention on the expression of privacy
online, and the audiences that this expression assumes.

The chapter has also signalled a conceptual break between the production of a
definition of a site as public or private and the legitimacy of the researcher’s subsequent
methodological actions. The researcher might feel that as long as they can establish that
they are operating within a ‘completely public’ environment, it is safe to do so covertly
and use data from the site. However, even if a site is defined as public, the decisions to
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carry out covert research will likely be challenged. Bakardjieva and Feenberg — who
acknowledge the complex nature of the public/private distinction but also the public
nature of certain environments — are firm in their criticism of covert observation:

Methodologically, the best way to collect data on group discussions would probably be not
to reveal one’s presence and task to group members in order not to affect their behaviour and
thus to be able to capture their naturally occurring discourse. This is technically feasible in
the case of all online forums that are open to anyone to join. From an ethical perspective,
however, if we had performed this kind of ‘naturalistic’ observation on unsuspecting sub-
jects, we would have been little better than spies.

(Bakardjieva and Feenberg 2001, 234)

Even those who discuss the public nature of particular settings provide mixed
messages. Susan Barnes, for example, argues that certain settings are indeed public,
but also that ‘when researching any Internet group, it is a good idea to contact the
group in advance and ask for permission to observe them’ (Barnes 2004, 219). For
this reason, the researcher needs to be confident that they are able to explain and
defend the position they have taken.

I want to finish this chapter with a reference to my research journal from 2005,
which suggests the complex way that the public/private distinction can be experienced.
Working late one night, I was listening to Capital Radio’s'” ‘Late Night Confessions’
and a young-sounding girl (who said that she was 21) called up and said that (and I am
paraphrasing here) ‘her boyfriend wanted her to do something that she did not want to
do, but that he had said that if she did not do it, it meant she did not love him’. The host
of the phone-in was reacting as many would (‘he’s an idiot, get away from him’ etc.)
when suddenly the girl gasped, said that there was a call coming through on call wait-
ing, and that she thought it might be him. The line then went dead.

In this incident, an individual mistook a broadcast for a private interaction. This
broadcasting placed her words into the public domain and denied her control of their
destination. We see similar moves everyday when people give out personal information
whilst travelling on public transport (e.g. reading out telephone numbers or bank details
into mobile telephones on the bus). The question then arises as to what the researcher
should do when faced with material that has been presented within an apparently public
setting due to a lack of awareness or forethought by the individual.

I have suggested that the public domain status of COA and SHH was of particular
significance to the methodological choices I made. This is particularly the case in
relation to my decision to carry out covert observation in these settings. In making an
utterance in these contexts, members are unable to control their audience. This lack
of control is implied in these settings in addresses to an unseen audience and in refer-
ences to lurking. Like the girl phoning into Capital Radio, any assumption that the
audience can be determined would be misguided, misreading a public setting as a
private one. The final destination of an utterance posted in such contexts cannot be
constrained, and neither can its audience. As this example suggests, when dealing with
the complex nature of the public/private distinction (both offline and online), our
responsibility as researchers might indeed be to educate rather than to protect.

17 A local radio station in London.
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Chapter 4
Text or Subjects?

Abstract What constitutes ‘human data’? How do we recognise the ‘living persons’
in mediated environments? What are the implications of the separation of author
and utterance in online settings for research ethics? Making reference to the diverse
nature of identity formation in online environments, the chapter explores the signifi-
cance of the ‘human subject’ for research and how the ‘subjects’ of online and
offline research are brought into being in research methods texts. The chapter exam-
ines both text and human subject approaches to Internet research and explores the
ways that maintaining these approaches can be unsettled by the actual experience of
research. The chapter also considers the challenge of verifying online data and the
difficulties that can arise when researchers encounter distressing material during
the conduct of research.

During my study, I became increasingly interested in The
Adversary and Miss Krissy, two of the moderators on the
forums of SHH. Each was occasionally criticised on the forums:
Miss Krissy was denounced for using aggressive and/or explicit
language and The Adversary’s expression of their expert
knowledge of the Silent Hill games was described by some
posters as a domineering influence on the site. Yet each
maintained a secure position of influence and authority during
the time frame of my study. Each featured heavily in my analysis
of modes of authority on the site, in which I explored their very
different ways of managing interactions, policing deviance and
demonstrating expertise. Yet everything I ‘knew’ about these
posters came solely from their interactions on the site — a
collection of utterances unified by shared usernames. And even
these usernames proved unstable. After a while, The Adversary
disappeared, and St Thomas, a moderator with a remarkably
similar tone and manner, appeared. By the end of my study,
Miss Krissy appeared to have become Krist.

N. Whiteman, Undoing Ethics: Rethinking Practice in Online Research, 81
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Introduction

This chapter examines two ways of conceptualising online data: as textual mate-
rial or as the properties of human subjects. As in Chap. 3, this involves a consid-
eration of the objectifying gaze of the researcher on the researched activity. Here,
however, my focus shifts from examining moves to define this activity in respect
of the public/private distinction to an exploration of how we conceptualise our
data. Specifically, does our research involve human subjects or not? The key issue
here is whether textual material sourced from online environments is regarded as
bearing the subjectivity of a real author, whether it is approached ‘as text or
embodiment’ (Markham 2003a, 53). Like the public/private distinction, this ques-
tion has significant implications for the establishment of an ethical stance — spe-
cifically in regard to whether we decide to seek informed consent, a central tenet
of human subjects research. It also has institutional implications, in that typically
only research involving human subjects is required to undergo ethical review.

I start the chapter by looking at the concept of the research subject, the way it is
positioned in research ethics guidance, and its tricky recontextualisation into
Internet research. I then trace a move that is key to any stance that accepts, or
denies, the relevance of the human subject model to a particular study, a move that
either separates or draws together the subjects and their utterances. I then introduce
two broad and contrasting approaches to the conceptualisation of online material as
either text or subject and examine ethical guidance that is based upon these
approaches. First, human subjects perspectives that pull the subject into the frame
of the research by seeking to reattach author to utterance (e.g. in terms of the need
to ask permission to quote). Second, perspectives that understand any material
placed in public spaces as published work, jettisoned from authoring subjects and
hence up for grabs (so to speak). Each position can, I suggest, be difficult to sus-
tain, and I explore different ways that such stances can be undermined by the
empirical material that the Internet presents. This is followed by a brief consider-
ation of the difficulty of verifying online material in respect of a human subjects
framework and the challenges that can arise in respect of this when the researcher
encounters distressing material during the conduct of research. The chapter closes
with a consideration of the approach taken in my work, one that began by concep-
tualising the material on COA and SHH as textual rather than as interactions
between persons, but was ultimately torn between these perspectives, haunted by
the subjects that I was denying.

Defining ‘Human Subjects’

Fichter and Kolb have observed that the obligations of the modern scientist are to search
for truth, be objective, discern the relevant, check data meticulously, and, in some cases,
accept responsibility for the effects of publication. Such a view may be based upon the
conceptualization of phenomena as objects. The ethical issues specific to the conduct of
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the social sciences, however, arise from the conceptualisation of phenomena as subjects: and
subjects — that is, people and their behaviour — have rights which must be respected.

(Homan 1980, 56)

As I described in Chap. 1, recent developments in ethical regulation in the UK
have been informed by a medical model of research ethics based upon the concept
of the human subject. Guidance has drawn around a central concern with preventing
potential harm to these subjects, who provide a unifying point of reference for both
definitions of the responsibilities of researchers and the rights of the researched.

This human subject is, for example, a central point of reference for the six key
ethical principles in the framework for social science research of the Economic and
Social Research Council (ESRC).! Four of the ESRC principles make reference to
the rights of research subjects:

e Research staff and subjects must be informed fully about the purpose, methods and
intended possible uses of the research, what their participation in the research entails
and what risks, if any, are involved. Some variation is allowed in very specific and
exceptional research contexts for which detailed guidance is provided in the policy
Guidelines.

e The confidentiality of information supplied by research subjects and the anonymity of
respondents must be respected.

* Research participants must participate in a voluntary way, free from any coercion.

e Harm to research participants must be avoided (ESRC 2005, 1).

These principles establish a specific relationship between researcher and
researched, a relationship in which the ethical researcher is configured as a practi-
tioner who ensures that their subjects have certain rights (consent, confidentiality,
protection from harm). In this way, the idea of the human subject is used to bring the
idea of the ethical researcher into being.

The ESRC define this subject in the following way:

‘Human participants’ (or subjects) are defined as including living human beings, human
beings who have recently died (cadavers, human remains and body parts), embryos and
foetuses, human tissue and bodily fluids, and human data and records (such as, but not
restricted to medical, genetic, financial, personnel, criminal or administrative records and
test results including scholastic achievements).

(ESRC 2005, 7)

There is a key distinction here, in the shift from living/deceased ‘human beings’
to ‘human data and records’, between the idea of the human subject as a site for the
(medical) exploration of physical, bodily properties (bodies, tissues, cadavers, etc.),
and the human subject as source of personal data. Although the latter is more
commonly the focus of social science research, each subject is attributed the same
rights. For those interested in studying online forms of life, the question might then
be what constitutes ‘human data and records’? One way of answering this involves
looking at what work is excluded from the principles outlined above.

' The ESRC is a major funder of economic and social research in the UK and funded my study of
COA and SHH.
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The ESRC notes that ‘within the definition of research given above, all data
collection involving human participants normally requires prior ethical approval’
(ESRC 2005, 10). They go on to state that some research is excluded from this require-
ment. This includes projects, which, under the terms of the ESRC framework:

[...] are not considered ‘research’: routine audit, performance reviews, quality assurance
studies, testing within normal education requirements, service evaluations, polling on
current public policy issues, and literary or artistic criticism. While data collected and
stored as a record at an individual level is considered ‘human data’, material already in
the public domain is not. For example, published biographies, newspaper accounts of an
individual’s activities and published minutes of a meeting would not be considered ‘personal
data’ requiring ethical review. Nor would interviews broadcast on radio or television or
online, and diaries or letters in the public domain.

(ESRC 2005, 10)

This conceptualisation of human subjects research can be aligned with the defi-
nition of ‘research’ in the US Health & Human Services Protection of Human
Subjects policy, as involving data collected from ‘living persons’ either ‘through
intervention or interaction with the person, or identifiable private information’
(http://www.niaid.nih.gov/ncn/clinical/humansubjects/hs01.htm). So whilst some
research designs (such as the use of interviews in face-to-face environments or labo-
ratory experiments) clearly involve human subjects, data obtained from public set-
tings, where the researcher does not need to directly engage with the living people
who may have produced it, might be regarded as exempt.

As I described in the previous chapter, the idea of ‘data obtained from public
settings’ is not straightforward. Even when working in offline environments, research-
ers may be faced with the issue of whether or not their research should be understood
as involving human subjects if ‘private’ interactions are evident. When we shift to a
focus on online settings, the researcher is faced with additional challenges, a destabi-
lisation of the definition of the ‘human subject’ and also questions relating to how we
understand the broadcast nature of online environments. How do we recognise the
‘living persons’ in mediated environments? Should interactions between online
avatars be regarded as equivalent to ‘interviews broadcast on radio or television or
online, and diaries or letters in the public domain’ (ESRC 2005, 10)?

Online Subjects?

The consideration of the public/private distinction in the previous chapter introduced
the question of whether the privacy expectations of Internet users should be
respected, even if they could feasibly be regarded as misplaced. There are many
researchers who argue that they should. It is common to find in such arguments
reference to the subjects of research, the individuals whose assumptions and under-
standing of their settings should be respected (or at least considered). In the 1996
paper in which Storm King introduced the distinction between ‘group accessibility’
and ‘perceived privacy’, for example, King presents a moral stance that is very
vehement about the responsibility of the researcher not to disturb ‘interpersonal
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processes’ displayed online (King 1996). King argues that a ‘subject does not have
to be deliberately deceived in order to suffer consequences’ (ibid) and makes refer-
ence to ‘the depth of emotional feelings’ that can develop between members of
technologically mediated communities. He is critical of any attempt to ‘objectify
the participants’ within public forums ‘due to the seemingly impersonal nature of
text based exchanges’ and urges researchers ‘to consider the personal implications
to cyberspace participants who may discover, after the fact, that they were subjects’
(King 1996, no page numbers).

The subject appears here in two ways: in the suggestion of individuals who might,
unwillingly or unknowingly, be drawn into becoming the focus of research and — in
King’s emphasis on the interpersonal nature of CMC (identified by Herring 1996) —a
broader expectation that those participating within online environments should be
regarded as (real?) individuals who deserve the protection afforded to (human)
subjects. A key move in King’s favouring of perceived privacy therefore involves a
focus on the person, a bringing into being of the subject-hood of online identities.

There are, of course, other ways that we might approach the activity housed
within publicly accessible online environments. Researchers working in different
fields to King (a scholar in the field of psychology) have approached such interac-
tions as published artefacts rather than constituting human subjects. This involves a
quite different conceptualisation of the material and activity sourced within such
settings, one that is based on the idea of online material as published text.

On one level, the relevance of the human subjects model to an online research
project depends on the researcher’s questions and aspirations. The researcher may
intend to use online methods to draw connections between reported/observed data
and specific groups of people. In such cases, they will need to establish reliable
links between online data and offline subjects — between on- and offline identities
— in order to establish the validity of findings (e.g. when differentiated in terms of
gender or age). The case of ‘Subject Naught’, described by Konstan et al. (2005)
provides a memorable example of the difficulty of verifying online material in rela-
tion to offline individuals in Internet-based surveys. Their account describes the
challenges of ‘assuring participant eligibility and unique participation’ (Konstan
et al. 2005, no page nos.) when using online questionnaires and suggests the need
for different techniques for validating responses. In their study (an exploration of
the sexual risk behaviours of Latino men), they ‘developed an extensive validation
protocol to manually review data’ (ibid). This included reviewing any duplication in
responses (looking for duplicate names, IP, and email addresses but also flagging up
surveys that had short completion times). They describe how ‘of 1,150 completed
surveys, we rejected 123 (11%), including 119 (10%) that were repeat surveys, 65
(6%) of which came from the same individual participant — the person we call
Subject Naught’,” and suggest that these findings demonstrate the ‘vulnerability’ of
survey research ‘to sabotage by one subject’ (ibid). Clearly, their account warns,
researchers cannot take online data at face value. Whilst this example involves an
attempt to link offline identities to online utterances, the connection they establish

% They state that the other 54 repeat surveys were submitted by 17 repeaters.
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between these online/offline personas is not definitive. They do not know who their
respondents ‘really’ are. Instead, this work involves an imagining of individual sub-
jects that they have not met, whose ‘true’ identities cannot be confirmed via their
validation protocol. The mysterious ‘Subject Naught’, for example, might in fact be
multiple subjects.

Ethnographic studies have also drawn the ‘real’ subjects of research under the
gaze of the researcher by moving between domains to explore the relationship
between activities and identities as constituted online and off. Such moves are
evident in TL Taylor’s study of online gaming EverQuest (2006), Lori Kendall’s
study of the MUD ‘Bluesky’ (2002), and Miller and Slater’s study of Trinidadian’s
use of the Net (2001). In each case, the research design involves passing between
online and offline domains and meeting research participants face to face. Here, the
concern is not with validating findings, or checking ‘to see the extent to which the
[textual and physical] images match’ (Markham 2003b, 59), rather with exploring
the experiences of individuals in respect of their use of the Internet and/or participa-
tion in online environments. Such appeals to, and moves towards, the referential
‘persons’ involved in these activities draw the subjects of the research into the focus
of the study.

As I will discuss later in the chapter, I did not share the imperative to validate my
findings via reference to the ‘real’ or seek to explore relationships between online
and offline domains by attempting to identify the people involved in COA and SHH.
This was because I was interested in the patterning of interactions within these sites,
rather than the correspondence between these interactions and their offline sources.
The relevance of the human subject model to my work therefore appeared less obvi-
ous, more open, than it would have if my research interests had straddled the online/
offline divide. In projects such as this — where the researcher’s focus is on the nature
of online activity — there appears no right or wrong answer as to whether human
subjects’ guidance should be followed. Instead, a case must be made and decisions
justified. In making their case, the researcher can look to contrasting ethical frame-
works for guidance, specifically, perspectives that emphasise the textual nature of
online material.

From Subject to Text

The argument that we might regard postings as separate from human subjects
involves contemplating a rending apart of the individual and the online material that
can be attributed to them (this might be postings or actions in online worlds, blog or
wiki entries, etc.). I want to suggest that we might begin to think about this separating
move by looking at recent discussion of a very different activity to social science
research: olfactory surveillance.

Olfactory surveillance involves the ‘monitoring of personal odour’ (Marks 2008, 6)
for the purposes of crime detection through the use of various surveillance techniques
including sniffer dogs. Although they appear very different, there are similarities
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between the context of surveillance and the challenges of online research. Like the
Internet, the increasing use of surveillance activity has introduced a range of privacy
issues, as well as concerns about consent, and raised ethical and legal quandaries
that institutions have had difficulty resolving. These developments have resulted in
a confused state of affairs in which ‘common law jurisdictions across the world are
struggling to come to terms with [the] sensory mutation of police searches and
interrogations’ (Marks 2008, 8). Here we have a destabilisation of established
understandings of the legal status of particular actions, one that is similar to that
seen in respect of the Internet. As with debates about Internet research ethics, responses
to this destabilisation are contradictory, establishing a site of contestation around
the acceptability of certain surveillance actions.

Particular attention has been paid to the contested issue of whether the use of
sniffer dogs and other such ‘technologies’ constitutes a search of the person. The
UK’s response to the uncertainty surrounding this question has seen The Association
of Chief Police Officers (ACPO) establishing a slippery position that constitutes a
sundering of the human subject (which by law requires protection from illegal
searches) and their smell, which is configured as a property of the subject, but one
that can be considered in isolation and as distinct from the originating subject.
Describing the ACPO position, Marks notes how:

[...] it is possible to define a dog ‘sniff” as a ‘search’ in which case reasonable grounds of
suspicion would need to exist before a dog could sniff a person. The ACPO training manual
states that except for where a person is ‘funnelled’ in order to facilitate the deployment of the
dogs ‘...the use of Passive Alert dogs does not constitute a search’. Their explanation for this
assertion is that “The dog is deployed to scent the air surrounding an individual person and
indicate the presence of the smell of category A and B narcotics in the close vicinity of an
individual...” ACPO is asserting that because the dog does not physically touch the subject, the
action does not constitute a search. There is an internal inconsistency in ACPO’s reasoning: it
seeks to distance the subject from the source of the odour in order to deny that the surveillance
amounts to a search of the subject, and simultaneously, to link the subject to the information
obtained from that odour in order to provide a legal basis for any subsequent physical search.

(Marks 2007, 267, her emphasis)

The ‘internal inconsistency’ that Marks identifies in this extract involves a strategic
separation of the authoring subject of the smell and the smell as utterance, which is
then reattached to the subject when the utterance suggests guilt. This smell is thus
marked as distinct from the person (or subject of surveillance) but attributable to them
if it provides evidence of wrongdoing. These moves also relate to the public/private
positioning described in Chap. 3. As with the defence of covert research, it is signifi-
cant to this line of argument that the odours of the person are defined as a legitimate
focus of surveillance activity because they are deemed to be situated within the public
domain. To the ACPO, the lack of invasion by a police officer — due to the smell being
accessible within a public context — means that this surveillance activity is not consti-
tuted as involving a search (although, as Marks argues, the use of the sniffer dog as an
instrument for the detection of odours ‘which are not exposed to the plain perception
of the public at large’ (Marks 2007, 269) can be seen to undermine this position).

Clearly, smells are different to posts to online forums or exchanges in online worlds.
Whilst we are relatively unable to control the odours we give off, acting or posting
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material online involves an act of performance, an act of publication.® At the same time,

it is quite difficult to link the online utterance back to its author. For the sniffer dog, this

task is less difficult. Despite these differences, it is worth thinking about the strategic

move that is being made here by the ACPO and, shifting settings, how it relates to the

moves that researchers might make in respect of their handling of online material.
Take, for example, this post from the forums of COA:

I was watching ‘Graduation part 2’ and it came to the part when Angel had to drink Bufty’s
blood to cure the poison from Faith. It seemed like he was just havin at it when he was
drinking her, but in season one the Master drank Buffy for like 2 seconds and she was sup-
posedly dead. I'm not gonna go through all the examples and time differences from each
vampire attack through out the shows, but is it all just out of convienence or what’s the deal
with how long it takes avampire [sic] to drain someone?

Here, Moment of Happiness (a member of COA) poses a question about an appar-
ent discrepancy between two episodes of the television series Buffy the Vampire
Slayer: the episode ‘Graduation part 2°, where the central protagonist Buffy is bitten
by her vampire boyfriend Angel, and an earlier episode in which Buffy was bitten by
another vampire (‘the Master’) and ‘supposedly’ died. The question that is introduced
here — ‘how long it takes avampire to drain someone?’ — refers to an inconsistency in
the series. How can Buffy be ‘killed’ after being bitten by the Master ‘for like 2 sec-
onds’ when Angel drank from her for a longer amount of time and she survived?

We can go so far as to assume that the purpose of this post is to get an answer to
this question, to resolve or obtain a reasonable explanation for this discrepancy. But,
beyond this, what is this post an instance of?

We could regard this data as involving a human subject, the username ‘Moment
of Happiness’ reflecting an offline self and (his? her?) authoring ‘I’ being the expres-
sion of a unified author. We can perhaps start to imagine Moment of Happiness’s
offline identity, an individual who has watched these episodes and is confused,
asking for advice from other fans, but also apparently knowledgeable (they are
aware that there are other examples of such discrepancies/time differences within
the series). The style of Moment of Happiness’s posting activity would shape our
imagining of this individual (with, as Markham has suggested, the form of messages
and ‘predilections’ of the researcher informing the way that we visualise this virtual
subject (Markham 2004)). Taking such a position might then lead us to include
Moment of Happiness as subject in our research by contacting this offline identity
and seeking consent (or, in the terms of the sniffer dog case, a warrant), attempting
to protect them from harm, and granting them control to some extent of their partici-
pation in the study. If we did not, would our research activity be legitimate?

Alternatively, we could approach this post as distinct from an authoring subject,
as published textual material located in the public domain and therefore the object
of legitimate focus without consent. From such a position, a warrant to use this
material would not be necessary. Rather than human subject, ‘Moment of Happiness’

3 Although the selection and use of a perfume (etc) might perhaps be thought of as a type of
publication.
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would instead be regarded as the sum of textual utterances, distinct from their
originating source.

In the rest of this section, I want to look at the negotiation of these issues within
the ethics of the academy. I will first look at proponents of the subject position who
draw together the utterance and the authoring human subject. I will then consider
the moves made by those who suggest a textual approach which, in contrast, is
based on a separation of subject and utterance. Like the public/private distinction,
these do not provide natural categories for the classification of research. As Heidi
McKee has noted; ‘what constitutes “person-based” research in cyberspace is much
disputed — one person’s “text-based” study is another’s person-based study’ (McKee
2008, 106). In demarcating these perspectives, I also want to suggest that our
engagement with the empirical details of online environments can disturb and make
it difficult to sustain each of these positions.

Human Subject Approaches

Michele White has described how human subjects’ perspectives have influenced
guidelines for Internet research:

Most of the ethical guidelines and concerns start with the presumption that Internet
research involves human subjects and needs to follow current governmental guidelines.

(White 2002, 251)

This conflation of utterance and human subject is seen in recommendations for ethi-
cal practice found within Internet research writing. It is evident in Bruckman’s argu-
ment that the ‘real author’ of ‘creative work’ on the Internet needs to be verified (see
White 2002, 254) and Bakardjieva and Feenberg’s claim that a “‘non-alienation prin-
ciple” should be the basis of emergent social conventions in cyberspace’ (2001, 233),
a principle by which participants should be granted the ‘right to control their own
product’ (2001, 236; see also Berry 2004). Each involves the move to (re)establish the
connection between online avatars and (authoring) subjects (see Jordan 1999).

Eysenbach and Till (2001) — making reference to the fact that posts to online
communities can sometimes be retrieved via the use of search engines — assume a
unified human subject in their advice that consent should always be sought:

Participants should therefore always be approached to give their explicit consent to be quoted
verbatim and should be made aware that their email address might be identifiable. Another
reason why researchers should contact individuals before quoting them is that the author of
the posting may not be seeking privacy but publicity, so that extensive quotes without attri-
bution may be considered a misuse of another person’s intellectual property. (1105)

Eysenbach and Till here establish the subject’s continued ownership of their
utterances even when they are posted online, both in terms of protection of privacy
and publicity. Utterances are positioned as a property of, and the property of, these
subjects. Their empirical focus (self-help groups and medical communities, which
from an external perspective would be regarded as vulnerable groups) perhaps has
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implications for the stance they are taking. Significantly, they also acknowledge the
difficulty of gaining consent online; the way that contacting such groups to obtain
prospective consent via email is potentially invasive (1104), the difficulty of gaining
retrospective consent, and the challenge involved in giving those participating the
opportunity to opt-out of the study (1104).

The equating of text and subject is also visible in arguments over the citing of
data generated from such settings. Annette Markham, for example, calls for researchers
to protect the unity of the subject. She suggests that the ways that researchers select,
edit, and disseminate material sourced from online environments (specifically posts)
in their work can potentially reconfigure the ‘person’s very being’, placing its utterances
‘into a context of a research account rather than left in the context of experience’
(Markham 2004). The recontextualisation of utterances is here presented as being
potentially damaging to the (real) subject. Markham notes that this is not unique to
CMC research but argues that:

[...] computer-mediated environments seem to highlight this dilemma of research reporting
because it’s so clear that text can be the primary, if not sole means of producing and nego-
tiating self, other, body, and culture. (ibid)

The idea that the researcher can damage the ‘very being’ of online participants
appears to equate the online ‘body of work’ with the identity of an authoring subject.
This perspective is supported by Sharon Boehlefeld’s advice to researchers to ask
permission of posters before reproducing long extracts of quotes (Boehlefeld 1996).

A different, but connected, issue relates to the need to obtain validation from the
offline self — to move beyond the screen to confirm research conclusions. In these
moves, authenticity, as Markham has described, is established in reference to the
physical embodiment of the offline subject:

[...] social scientists persist in seeking the authentic by privileging the concept of the body.

The desire to add validity to findings often results in research design that holds up the

textual representation of the participants next to their physical persona. Often, the goal is to
see the extent to which the images match.

(Markham 2003a, 59)

Here, the human subject is established ‘as the “location of ‘true’ knowledge™
(Markham 2003a, 59). The issue of verifiability in the context of online environ-
ments therefore relates to the absence of contact with ‘real’ physical subjects in
cyberspace, with the offline subjects positioned as providing an authenticating point
of reference in relation to identity markers such as age, gender, and ethnicity.

Avatar In/Stability and Attachment

The conceptualisation of online material as the property of offline subjects is sup-
ported by the formal characteristics of many online environments. It is common to
find material differentiated by unifiable reference points — such as online ‘handles’,
usernames, or graphical avatars. On many discussion boards, and sites like Delicious,
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YouTube, Facebook, and Twitter, names serve as unifying signifiers. Like physical
bodies in offline domains, these house a multiplicity of utterances and actions under
one banner. Because of this, it is quite easy to slip into equating such points of refer-
ence with a unified offline subject/author.

As a number of researchers have suggested, the activity on many Internet sites
also displays a drive towards unitary and consistent identities. Studies of CMC
have examined the fixing of identities in online communities, documenting the role
this consistency plays in the establishment of social relationships. In a paper on
identity management in Usenet newsgroups, for example, Jason Rutter and Greg
Smith (1999) argue that the members of their research setting demonstrated a heavy
reliance on the ‘poster’s ability to know with whom they are interacting’ and that:

[...] a practised familiarity with others allows members to understand the nature of their
online relationships, assess the validity of information offered to them by others, and place
in context comments and actions of other posters. Unlike the often-fantastical environments
of some synchronous online interaction, the identities enacted in the newsgroup are taken
to be ‘real’ in a serious sense. When messages are posted to the group or address individuals
a level of trust is offered and expected between those involved in the group. (no page nos.)

In her study of the newsgroup ‘Bluesky’, Lori Kendall similarly suggests that
members ‘do not role-play, expecting that others will represent themselves more or
less as they appear off-line’ (Kendall 1999, 68). She argues that this stance:

[...] emphasizes identity continuity and interpersonal responsibility and contrasts with rep-
resentations by participants and researchers who emphasize the flexibility of identity in
on-line interaction (ibid)

Such descriptions, perhaps surprisingly, align with work on more ‘fantastical’
environments, the ‘preoccupation in MUDs with getting a “fix” on people through
fixing their gender’ (Turkle 1995, 211) and Susan Crawford’s description of how in
online virtual worlds, ‘Identity and reputation go hand in hand, as individuals gain
reputations that are connected to particular contexts and groups’ (2004, 213).
The suggestion is that for this to work, identities need to be stable, whether or not
they are ‘truthful’ in respect of an offline self.

Alongside this focus on the stability of identity in online environments, research-
ers have also explored the attachment that Internet users express towards their
online avatars. In a study of player’s relationships to their graphical avatars in three-
dimensional worlds (such as Lineage and World of Warcraft), Jessica Wolfendale
(2007) examines how players feel bound to their avatars and how the avatar oper-
ates as ‘a form of self-expression and online identity’ (116) which is ‘linked to
personal narratives, identity and self-conception’ (118). Drawing from TL Taylor’s
(2002) earlier work on presence and embodiment in 3-D worlds, she describes how
online avatars serve as:

The embodied conception of the participant’s self through which she communicates with
others in the community. Of course, players often choose avatars with physical, emotional
and personality traits that are very different from their actual traits, but avatars are still expe-
rienced as being expressive of the participant’s personal identity.

(Wolfendale 2007, 114)
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Wolfendale provides different forms of evidence for this ‘experience’. She
identifies continuities between the movements of online avatars and offline gamers
in virtual and face-to-face contexts (such as maintaining body distance when
interacting with strangers or moving closer when being threatening, for example
(Taylor 2002)). She also looks at the ways that players talk about their online
selves, arguing that a ‘strong connection between the self and avatar is evident in
the language participants use to describe interactions in virtual worlds’ (114).
EverQuest players, for example, ‘make no distinction between harm caused to their
avatar and harm caused by them: “I was ignored”; “I never let anyone talk to me
like that again™ (Wolfendale 2007, 114 — her emphasis). As Wolfendale suggests,
the alliance between avatar and user (with harm done to avatars being felt by play-
ers) leads to misbehaviour being taken very seriously in online worlds. This is
evident in the production of ethical codes and development of safe spaces in such
environments.

The association between user and online avatar has also influenced the way that
academic work in this area has been published and disseminated. The researcher
Cecilia Pearce, for example, has published an ethnographic study of online gaming
and virtual worlds under both her ‘real’ name and that of her online avatar Artemesia.
She describes how:

Many presentations, most notably the thesis defense, as well as public talks, have been
given partially or entirely in situ, in-game, and in-character [...] In addition, a number of
publications are credited as coauthored by Cecilia Pearce and Artemesia, prompting one
publisher to request that Artemesia sign an author permission form, even though she was
well aware that Artemesia was a fictional character.

(Pearce and Artemesia 2009, 199)

Describing her research experience, she argues that ‘as players in the study often
pointed out, the avatar is an extension of the player’s real-life persona, even if it
instantiates in ways that digress significantly from her real-world personality or life
roles’ (198).

These studies, and the empirical phenomena they describe, highlight the conti-
nuity of online identities and Internet users’ identification/allegiance to their online
selves. Emphasising the maintenance of, and investment in, individual avatar
identities over time (rather than swapping between alternative identities), they also
suggest the importance on these sites of there being some link between the identi-
ties articulated online and ‘an’ identity of an offline author. This supports the
imagining of subjects and, indeed, the idea that there is a subject that can be
contacted.

We can see in these different examples a drawing together of the online avatar
and offline self similar to that proposed by those who take a human subjects posi-
tion. If we were to follow the ‘perceptions of privacy’ argument outlined in the
previous chapter, such evidence of apparent attachment to online material might
lead us to agree that these feelings should be protected, that if people feel attached
to their online persona and harmed when their online self is attacked — as if it is
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a part of them — the researcher should respect this and seek consent before
drawing the avatar into the focus of research. Yet, as I want to now consider, such
connections can be unsettled, as well as supported, by the nature of online
embodiment.

Who Is Anonymous?

It is not fully clear how Internet researchers are studying human subjects or what provides
them with verifiable information about people since the bodies and direct actions of indi-
viduals are not visible.

(White 2002, 261)

As White’s quote above suggests, the coherence of online identities is undermined
by the disconnection between flesh and data that makes identity play possible in
online environments. As Lori Kendall has described, accounts of the stability of
online identity provide a very different perspective to that found in the reporting
of more open online identity play. Many of the hopes and fears relating to the
Internet relate to this openness and possibility for experimentation. Just as techno-
logical mediation makes it difficult for researchers to verify online data in relation
to ‘real-world’ reference points, so too anxieties relating to the loss of coherent
physical identity in online environments (such as the dangers to children posed by
unknowable others online) tend to centre on the absent body.

This is evident in the documentation of incidents of identity deception and
individuals switching between personas (Turkle 1996a) in examples of ‘identity
masquerade,” and in cases where Internet researchers have themselves used disguise
(White 2002). White (2002) uses Dibbell’s description of a now infamous rape in
cyberspace (Dibbell 1993, 1998) to demonstrate the ‘ways that Internet characters
do not correlate to a specific person’ (White 2002, 261). The perpetuator in this case
was revealed to be a group author, a collective identity made up of multiple participants.
Similarly, Pearce and Artemesia (2009) describe a series of ‘gender revelations’
during their research, where friends they had come to know through their online
avatars (and spoken to during in-world interactions) came out as having switched
genders. Evidence of young people strategically placing false information and using
pseudonyms in social networking sites also challenge the one-to-one relationship
between online and offline identity. Lenhart and Madden (2007), for instance, sug-
gest that nearly half of US teens who use social networking sites post at least some
fake information about themselves online. These examples of identity play and mas-
querade remind researchers of the need to consider a question first posed by Sherry
Turkle (1996b) and rephrased by TL Taylor: ‘does it matter [...] that you do not
know all the identities/bodies a given participant has’? (Taylor 1999, no page nos.)

As descriptions of the potential instability and multiplicity of online identities
suggest, the authorship of online utterances is often uncertain. This uncertainty is
celebrated in sites that operate in different ways from those that unify contributions
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around distinctive, named handles. The website 4chan (www.4chan.com), for example,
does away with this signifier of apparently unified avatar identity by providing a
default ‘anonymous2’ for posts.* The impact of this is that the individualising of
members is replaced by the establishing of a group identity. Indeed, the site’s
frequently asked questions establish this figure as a mythologised, reified creature:

Who Is ‘Anonymous’?

‘Anonymous’ is the name assigned to a poster who does not enter text in to the [Name]
field. Anonymous is not a single person, but rather, represents the collective whole of 4chan.
He is a god amongst men. Anonymous invented the moon, assassinated former President
David Palmer,’ and is also harder than the hardest metal known to man: diamond. His power
level is rumored to be over nine thousand. He currently resides with his auntie and uncle in
a town called Bel-Air (however, he is West Philadelphia born and raised). He does not for-
give. (http://www.4chan.org/faq)®

Although uploaded images can be used on the site to differentiate between the
avatars of distinct ‘Anonymous’ posters, the use of this collective naming serves as
a direct challenge to individualising moves that support the human subject model.
To those more interested in forums where members are differentiated through their
selection of names, a site like 4chan unsettles expectations and reveals how tradi-
tional many sites are when it comes to the construction of online identity.

Text Approaches

The idea that online material constitutes human subjects has its detractors. Some
scholars instead promote a contrasting focus on the textual rather than ‘human’
nature of online data and seek to unsettle the assumptions that underpin human
subjects’ approaches. Default understandings of online activity as involving
human subjects are challenged here, in favour of consideration of the formal, textual
features of online environments. As Markham has argued, ‘text is a crucial discus-
sion point in consideration of ethics in research of Internet culture’ in terms of ‘the
presentation of identity’, ‘the building blocks of culture’ and the ‘interrelationship
of researcher, participant, and readers of research’ (Markham 2003a, 51). A focus
on textuality emphasises the constructed, performed, displayed nature of online
activity, suggesting that our handling of online material should be informed by
different frameworks to the human subjects model.

*4chan is, of course, not the only site that enables anonymous posting.

3 Fictional president, from the television series 24.

¢ The question of Anonymous’ identity has received growing attention during the writing of this
book in the light of the Wikileaks event, in which Anonymous has been involved as a vocal, mul-
tiple participant/supporter (for newspaper coverage of this involvement, see Halliday and Arthur
2010).
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Both White (2002) and Bassett and O’Riordan (2002) relate the confusion of
representations and subjects to the way that the Internet is brought into being within
the rhetoric surrounding new technologies, particularly via descriptions of online
environments in spatial terms, as inhabitable places. In her discussion of ‘the ways
that Internet material is made into people’ (White 2002, 260), White argues that
work describing the Internet in such terms has been ‘linked to guidelines for human
subjects [as] representations get conflated with physical realities and people’ (205).
Bassett and O’Riordan (2002) suggest that the dominance of the metaphorical
‘cloaking’ of the Internet as a ‘space’ within this discourse has driven the ‘blanket
application’ of the human subjects model to online research:

The understanding of the Internet-as-a-space supports a conflation between activity carried
out through this medium and the action of human actors in social space. Further, it leads to
the argument that any manifestation of Internet activity should be regarded as a virtual
person. (2002, 234)"

They argue that rather than ensuring the avoidance of harm to those involved, the
non-differentiated application of a human subjects model to online research can
actually lead to ‘unethical’ research practice (e.g. by preventing inquiry into certain
types of activity (236)).

Like Herring’s critique of ethical guidelines described in Chap. 2, Bassett and
O’Riordan’s stance is based on challenging the essentialising moves that suggest that the
Internet is a uniform ‘thing’ (what they term the ‘Internet-as-(community)-space’ (235)).
Their critique of these moves also challenges what is being privileged in this dominant,
homogenising model of the Internet. It is not just that the Internet is a space that is
significant, but that the Internet is seen to provide ‘spaces’ that are capable of supporting
forms of life — that are inhabited and inhabitable. The dominance of this characterisation
of the Internet is evident in Internet-related literature: in (as Bassett and O’Riordan note)
Howard Rheingold’s idea of the ‘homestead’, as well as in the title of Sherry Turkle’s
influential book Life on the Screen (1995) (and Annette Markham’s Life Online:
researching real experience in virtual space (1998)). It is also evident in everyday
descriptions of the Internet — the use of phrases such as ‘“going somewhere” and
“entering” [...] when accessing web sites” (White 2002, 258).

This kind of rhetoric can be seen in the following description of the online com-
munity ‘Cybercity’ by Denise Carter:

Cybercity is a virtual community on the Internet, a social world that is no less real for being
supported by Internet technologies, with residents drawn from countries all over the world.
With 1,062,072 registered inhabitants by June 2004, it is slightly larger than Dublin, Ireland
and its design is similar to that of other large cities in the world. It also has many of the same
amenities, for example, a plaza, a beach, a café, a funfair, a post office, an employment
office, a jail and suburbs where the residents live, It is the city where I lived and worked for
3 years while engaging in ethnographic fieldwork. People visit the city by switching on
their computers, logging onto the internet, and presenting their unique nickname and pass-
word at the city login page.

(Carter 2005, 154)

7This resonates with White’s position that ‘the concept that people are alive on the Internet is supported
by the way it is described as a place and space that allows them to congregate’ (White 2002, 258).
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Here, we have the rhetorical construction of an online environment as a ‘real’
place in which the researcher can ‘live’, one that is supported by the features of the
environment which suggest its status as a ‘city’ and the way the site itself makes use
of spatial codes (Carter 2005, 154) in the establishing of different locations
(café, post office, plaza). This way of thinking about online environments can —
critics suggest — lead to the expectation that human subjects are implicated in all the
online actions that are observable to the researcher and the idea that informed con-
sent should be obtained in order to prevent harm to these individuals.

Critics of such positions suggest that there are other ways of approaching web
material. White, for example, argues that ‘the visual and aesthetic aspects of avatars
make it difficult to write about them solely as human subjects’ (2002, 255), proposing
that graphical avatars might instead be examined as art objects. For Bassett and
O’Riordan (2002), spatial ontologising moves ignore the textual form of display
which, they suggest, is an equally important way of thinking about the web. Rather
than a home for subjects, they argue, the Internet should also be understood as a:

[...] medium of publication, and significantly one where users can take control of the means
of production, create their own cultural artefacts and intervene in the production of existing ones.

(Bassett and O’Riordan 2002, 235)

These authors propose that, instead of adopting a blanket approach to online
material, researchers should consider the particular nature of the site that is being
observed and decide whether it is more appropriate to consider it via the use of
spatial or textual metaphors.

What’s interesting about Bassett and O’Riordan’s argument is that their focus on
textuality is tied to a particular type of online location, material positioned within
the public domain. Talking about the way that activists participate within the political
forum IndyMedia.org site (a hybrid site that includes email and forums), they
describe how:

[...] activists choose to make visible the political events in which they feel involved or
which they consider important. They also make a decision about the level of their visibility
by controlling the degree of their disclosure of identification. There is no sense in which the
Independent Media Sites are private although they are highly ‘sensitive’. They constitute a
deliberate attempt to create a global public sphere through Internet use. (236)

They argue that due to this public nature:

[...] there are a number of reasons for not treating this work as private and thus requiring
deontological human subjects protections such as anonymity, seeking informed consent,
etc. (236)

Whilst Bassett and O’Riordan argue that it is wrong to apply human subjects to
all Internet activity, there is a suggestion here that the ‘textual’ nature of the Internet
can be equated with online material published in the public domain (e.g. on web-
sites). In contrast, ‘private’ interactions (on Listservs, forums of websites, etc.) are
presented as demanding human subjects’ protection. The distinction they make here
implies that the Internet can be divided up into different types of settings, depending
on whether their content is private or not and that this classification then has
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implications for whether the setting should be approached from a textual or human
subjects’ perspective.

In their discussion of the textuality of the Internet, Bassett and O’Riordan draw
in work from literary studies, describing how authors such as George P. Landow,
Vannevar Bush, and N Katherine Hayles have used textual metaphors to describe
networked communication (236) and how this work challenges ‘the dominance of a
spatial paradigm by emphasising narrative as a way of understanding the Internet’
(236). This emphasis suggests that research might be informed by scholarship
within the arts and humanities, rather by human subjects frameworks developed in
the context of medical and social science research. As White says:

When Internet material is viewed as cultural production then the models for Internet
research might be Art History and Visual Culture, English and Literary Studies, Film and
Media Studies, Music and Sound Studies, and Theatre and Performance Studies. A more
complete integration of these approaches into Internet Studies — either as a sole investiga-
tory strategy or in tandem with other forms of inquiry — would change researchers’ ethical
questions. It would also change the ways that the material is seen and addressed because
different academics and users understand Internet material through distinct lenses.

(White 2002, 249)

A focus on the textual nature of the Internet emphases the published nature of
online material, as equivalent to the circulation of films or books, put out on display
and subject to the gaze of a viewing audience. The online utterance here becomes
reconfigured as the published property of an author, rather than the inherent property
of a human subject. Researchers might then approach these utterances as they would
the work of an author or filmmaker. This focus on authorship raises legal concerns
relating to copyright,® as well as bigger ethical questions relating to ownership and
authorship — not least ‘to whom do the posts belong?’ (Sixsmith and Murray 2001)

In answering these questions, the researcher might consider other types of ethical
frameworks than those typically used in social science research. White notes how
researchers in the humanities, for example, are careful to ‘identify the producer of a
text, artist, or author by name’ (2002, 253). Quoting the US Art Association’s
‘Guidelines for the Professional Practice of Art History’, she describes how the
guidelines insist that it:

[...] is a maxim of scholarship that authors should be scrupulous in crediting sources, not

only for ideas and textual material but also photographs and suggestions as to the location
of documentation

(White 2002, 253)

This guidance is clearly very different to the concern with anonymity and confi-
dentiality in human subject frameworks. Whilst the naming of sources is common
within humanities research, there is contestation here (the relationship between
scholar and author is, for example, configured in different terms in the field of literary
studies). Humanities approaches therefore do not offer unproblematic or unvarying

8 For discussion of these issues, see Charlesworth (2008) and McKee (2008).
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ethical codes, but instead a range of guidance that takes as its focus common questions
and principles.

I have outlined above different ways that researchers can approach online
material and contrasting ethical guidance that emphasises either the rights of the
online subjects of research or the textual nature of online interactions. Researchers
must position themselves in relation to these contrasting perspectives, deciding
which guidance is more relevant to their own research. To a large extent, this
depends on what they take their empirical data to be an instance of. A potentially
legitimate case can then be made in either direction. But each will need to be
defended and, as I will describe below, each may be challenged. Before considering
the destabilisation of these stances I want to return to the challenges of verifying
online data and the implications of these for research ethics.

Seeing Is Believing?

The discussion of human subjects and text approaches above raises an important
methodological issue: whether the researcher needs to authenticate their understanding
of online avatars in relation to real-world authors or not, and the challenges of establish-
ing connections between online utterances and offline subjects if they decide they do.

Alongside the methodological question of whether researchers need to be able to
confirm that their participants are who they say they are, the problem of verifying
online data also has consequences for the maintenance of ethical positions. In Chap.
5, I explore the difficulty of maintaining ethical stances during the research process.
My focus in that chapter is on moments in research that challenge researchers’ ethi-
cal stances, including dilemmas that researchers have faced in offline research when
using covert methods. When made aware of a threat of violence to an individual, for
example, should the researcher intervene? If so, how? Such dilemmas can appear
even more complex in online research due to the challenge of verifying online
behaviour and assessing its relevance to offline activity.

Susannah Stern has explored this issue by examining Internet researchers’
responses to ‘distressing disclosure’, including ‘online users’ announcements of
suicide intentions, descriptions of self-destructive behaviours such as self-mutilation,
or threats to kill, rape, or maim other person(s)’ (Stern 2003, 250). Stern considers
the extent to which researchers might be found liable in such situations should harm
to an individual then occur. Making reference to cases where therapists were found
liable for not passing on information about threats to a patient, she argues that the
liability of online researchers is less clear because of the uncertain nature of the
crises that may be faced.® She argues that online researchers’ responsibilities to
protect human subjects may be different to those working in offline environments:

° Stern argues that the fact that researchers may tend to approach online material as ‘objects rather
than subjects’ (257) can make this even more problematic.
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[...] it is unlikely that any legal responsibility would be extended to online researchers [...]
Two factors in particular suggest this. First, online researchers are significantly less able than
offline researchers — and especially offline therapists — to verify the facts surrounding particu-
lar subjects. For example, medical records, family histories, and physical conditions often
provide offline therapists with a content in which they can evaluate their patients. Online
researchers do not have such environmental or contextual information available to them in
order to determine the veracity of the distressing disclosure of those they study. Second,
online communication is rife with possibility for misinterpretation.

(Stern 2003, 254)

As Stern suggests, the challenge of interpreting ethical dilemmas — of recognis-
ing real threats of harm, for instance — may be increased when working in techno-
logically mediated environments where there is a separation of author and utterance
and where the researcher may have very limited contextual information about what
they have observed.

This difficulty is not unique to Internet research, however. Scholars have raised
similar issues about the uncertainty of direct experience when working in offline
contexts. As Westmarland (2001) demonstrates, directly witnessing an event does
not always provide a clear understanding of what has occurred. Reporting a 3-year
ethnographic study of the British police force, she notes the difficulty of recognising
moments of police brutality, of interpreting what constitutes violence or excessive
force even when you see such actions with your own eyes. She suggests that these
moments are not clear cut and that ‘in the absence of any other reliable guidance it
seems that personal moral judgements are the only resource available to decide
whether force is “excessive” and the behaviour is violent or even “brutal”™
(Westmarland 2001, 528). Here too, it is the responsibility of the researcher to make
a judgement as to what they have observed and how they should now act.'

More importantly for the consideration of the ways that researchers approach
online material, Stern’s argument also suggests potential shifts in perspective. If we
are taking a text approach, coming across a statement such as ‘I am going to kill
myself” might provoke a shift in objectification towards a subject-centred position,
even if this contradicts the stance that has been developed previously. Stern herself
suggests that distressing information can be involved in the ‘personalising’ of subjects
(Stern 2003, 257). This may propel the researcher from a text approach to thinking
about the subjects of research and how these subjects might be assisted or protected.
The point here is that the objectification of the researched activity in respect of the
subject/text distinction may be challenged, and the researcher’s conceptual approach
may shift. Whilst this may involve dramatic events, such change can also occur over
time in more subtle ways, as my own experience of online research suggests.

1 Westmarland suggests that ‘such judgements usually rely upon understanding the motive behind
the actors’ behaviour’ (Westmarland 2001, 528).
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The Haunting

My study of COA and SHH approached posting activity as textual interactions
rather than the utterances of human subjects. As described in Chap. 1, data was
generated through observation of published, written posts. At no time did I meet or
see any of the ‘real’ members of the site. I did not seek to connect these textual
identities — these online avatars — to ‘real’ authors or draw conclusions about the
motivations or experiences of users of the sites.!!

The separation between text and subject that underpinned my stance reflected the
focus of my research, which was concerned with producing an analysis of the strate-
gies by which different relationships in these sites (between avatars, between fans
and the fan objects, and between members and the sites) were maintained within the
ongoing play of posting activity.> It also reflected the theoretical, deessentialised
conceptualisation of identity that underpinned my work, a post-structuralist focus
on the strategic moves that brought online avatars on these sites into being, involving
a now common move away from essentialised notions of identity to a focus on the
performance of identity (see Pelletier and Whiteman in press).

Because of the approach I was taking, there were many questions that I was
unable to answer about the sites and their members. I could not verify the ‘true’
identities of the members of COA and SHH — I had no verifiable information about
their ages or genders, for example. This was reflected in my presentation of data
when I wrote up the study. I attempted to address the unknown directly by not using
gendered pronouns in discussion of online members, although I sometimes found
myself slipping into such gendering when talking about my project.”® The lack of
information I had about the ‘real’ members of COA and SHH sometimes appeared
to annoy other people when I presented my work. When I was asked how I could
draw conclusions about online activity when I did not know ‘if these people are who

"My focus was similar to that outlined by Chin and Gray (2001), who described how their unan-
nounced observation of Lord of the Rings fan communities:

[...] may lay us open to charges of academic ‘lurking’ but must therefore stress that we
were looking primarily at the text, and Tolkein fans’ talk surrounding the text itself, not at
how they use the Internet as a social apparatus [...]our aim is not to explain or theorise these
viewers since it is not ethnography that we are concerned with, but an insight into how a
pre-text takes form in the discussion of pre-viewers. (Chin and Gray 2001, no page nos.)

12 Here, I am informed by Annette Markham’s suggestion that although ‘shoulds’ are problematic
in relation to Internet research, ‘it should always come back to the question’ (Markham 2004).

13 Bronwyn Davies has described the challenge of escaping gendered pronouns: ‘[...] in attempting
to reconceptualise the subject as process, we are limited by the images and metaphors we can find
to create the new idea. Pronoun grammar is a good example of this. We cannot yet see how to do
without it. We see the power of gendered pronouns, for example, to reconstitute the male/female
binary every time we speak. We are frustrated to observe pronoun grammar re-creating the binary
in the very language we use in our attempts to move beyond gender’ (Davies 1997, 275).
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they say they are’, I argued that it did not matter if posters were misrepresenting
their ‘true’ selves on the sites, as my interest was in their utterances. At the same
time, had I interviewed participants I would not have moved nearer to the ‘truth’,
I would merely have set up another research context.

Whilst T felt able to defend my decisions and approach to the material as text,
during my research I became increasingly aware of the ‘subjects’ that I was starting
to imagine through my engagement with the sites. Why did I start referring to online
identities as ‘he’ or ‘she’ when speaking about the project, for example?

This imagining was partly shaped by the nature of the settings. Like other tradi-
tional bulletin boards, both COA and SHH demonstrated an assumed reliance upon
the relatively stable and coherent nature of online avatars (despite some moments of
identity confusion (see Whiteman 2007; Pelletier and Whiteman in press)). It also
reflected my growing familiarity with these avatars, the distinct voices and person-
alities that I came to know through my prolonged observation of the sites. The
repetition of recognisable linguistic and stylistic features made them appear like
individuals, with distinct identities, and with this ‘real’ (see White 2002), but also
lead to confusion when they behaved out of character. Members of the site appeared
to struggle with similar problems (e.g. asking questions of new visitors who had
taken the usernames of previous members to ascertain whether or not they were
one ‘person’). It was this familiarity that led me to believe that distinct usernames
represented the same offline person. I continue to think that The Adversary and St
Thomas were authored by the same individual, for instance, even though I have not
formally verified this in any way.

There was, then, a tension between the theoretical position I was taking in my
work and the way that I started to think and talk about the imagined subjects of
these sites. The slippage from text to subjects I experienced in my relationship to
COA and SHH suggests the difficulty of sustaining a properly post-structuralist
performance when thinking and talking about data. The description of my research
demonstrates my inability to produce an analysis of the ways that identities and
relationships were constituted within the discursive practices of these sites without
sliding into an imagining of the real-world persons involved in this activity
(although these real-world persons did not enter into my analysis). I perhaps fell
into the trap that Alison Jones (1997) suggests it is difficult for students and
scholars to avoid, in deploying post-structuralist language whilst also ‘seek[ing] to
import the apparent solidity of the “real” person/girl into our writing and talk’
(Jones 1997, 267).

Rather than this being a problem, we might consider what such tensions draw
attention to. We might pay attention to the ways that the language of social science
research implicates a (human) subject. We might perhaps acknowledge that research
subjects are always illusory/imagined: that the subject is always fictional (Davies
1997, 272). Whilst in offline contexts this recognition can appear more difficult to
accept due to the embodied nature of the individuals we face, within face-to-face
research, the subjects of research can be seen to be ‘imagined’ by the researcher, as
personas constructed from a multiplicity of offline ‘posts’ (spoken phrases, body
language, dress, etc.). We might also consider the ways that textual approaches to
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conceptualising online activity are perhaps alienating in denying the subjects of
research. Does this then make them more difficult to sustain? Finally, we might
reflect upon the extent to which a growing identification with the subjects of research
becomes significant in respect of the maintenance of the researcher’s ethical stance.
Should this change the methodological decisions we make? In my case, although it
did not change my general approach to the collection of data from COA and SHH,
my growing feelings towards the sites did reinforce my desire not to upset the set-
tings (i.e. their members) and to ensure that my analysis and reporting was fair.

Conclusion

[...] how can one invest emotionally, socially or ‘materially’ [...] with an other who might
vanish, untraceably, at any moment, and whose identity claims are unverifiable?

(Slater 2002, 233)

The literature explored in this chapter suggests the very different positions that
researchers have established in respect of the relevance of the human subject to
online research. As with the discussion of surveillance activity, this debate is key
to whether we perceive certain methodological actions as constituting ‘trespass to
the person’ (Marx 2002). The chapter has considered the separating/unifying moves
between text and subject that underpin the different positions established in this
work. As I have described, each position can be difficult to sustain as, in some ways,
they can be seen to undermine each other. Just as textual approaches can be challenged
by the growing sense of an authoring subject during the process of analysis (and we
might, or might not, start to think this matters), so too approaches that regard online
data as the embodiment of an offline subject can be undermined by the published,
overtly textual nature of online material. At the same time, as I have described, the
empirical characteristics of different online environments can both support and
challenge the maintenance of these theoretical stances.

My intention here has not been to push one or another approach as ‘right’.
Researchers entering into online research for the first time need to establish a posi-
tion, taking into account the issues explored in this chapter and the details of their
own research projects. In some work, it may be appropriate to take a human sub-
jects’ approach, but the researcher needs to remember that different actions need to
be appropriate to the context-attributing authorship may be as important as protect-
ing anonymity. It is also possible to establish a stance that conceptualises material
as text. However, if this stance denies the relevance of the human subject model to
the research project, the researcher will need to be confident that they are able to
justify and defend the decision not to seek consent. As Homan suggests, in the
context of a ‘professional consensus’ that privileges informed consent, ‘the prin-
ciple of informed consent is that on which the self-respect and reputation of social
research rest, and practitioners defy it at their peril’ (Homan 2009, no page
numbers).
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In my own work, I was perhaps less than confident, falling instead between the
two broad approaches I have examined in this chapter. My position was torn between
the theoretical way I was defining the material on SHH and COA (as text) and my
growing feelings of affiliation towards the imagined subjects represented by that
text (which suggests a human subjects approach, a concern with harm and my lack
of informed consent). This may relate to the amount of time I spent on these forums.
But, more generally, it is perhaps impossible to escape what White has suggested is
the alluring nature of online material, the way that the online avatar ‘may seem like
a direct imprint of some user that rests directly on the other side of the screen’
(White 2002, 259) which appears ‘to provide access into individual’s personal
domains and private thoughts’ (260).

Whilst these issues might appear more relevant to research in pseudonymous
online environments where the nature of the setting emphasises the constructed
nature of ‘human subjects’, the unifying/separating moves between subject and
utterance explored in this chapter are also visible within researchers’ justifications
of their ethical decisions in offline research. Subjects are brought into being in ‘real-
world’ research, just as they are online. Whilst the authenticating subject seems
more clearly defined in offline settings — as physical bodies that harm can be done
to — both the online and offline subject might be regarded as an imagined projection,
the product of a collection of utterances (whether online posts, interview transcripts,
face-to-face interactions, or observed activities). Our consideration of the online
subject might therefore provoke consideration of the construction of human subjects
in offline research.

This task has already been taken up by a number of researchers who have responded
to concerns about the verifiability of online data by challenging the distinction between
on- and offline experience, undermining the idea that ‘seemingly unproblematic,
embodied encounters yield totally unambiguous information regarding personal
identity’ (Lyman and Wakeford 1999, 364). Judith Donath has noted that both online
and offline, the researcher is involved in attributing unity, transforming ‘fragmentary
structure [...] into the completeness of an individuality’ (Donath 2000, 303). Annette
Markham notes that quandaries about identity and agency are ‘apparent in any research
context” (Markham 2003a), and (in respect of the potential for deception in online
interviews) TL Taylor has noted that ‘there are many things that in even an off-line
interview we must take at the interviewee’s word’ (Taylor 1999, no page nos.). Taken
to the extreme, it is the mythologised subject — the human author essentialised as
having feelings and constructed from the multiplicity of posts — that can be betrayed
by the researcher. The individual utterances have no feelings to hurt.
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Chapter 5
Unstable Relations: Observational Methods
and Ethical Instability

Abstract This chapter moves from a focus on the production of ethics in research
towards an interest in the undoing of ethical positions, the challenging of ethical
stances that can arise from the unpredictable and contingent nature of research.
Drawing from the accounts of scholars who have engaged in observation-based
studies of online and offline environments, the chapter explores the nature of
‘participation’ in fieldwork-based research and how contingent events and ethical
dilemmas may lead researchers to change the nature of their involvement with their
empirical settings. The chapter examines the shifting affiliations and modes of par-
ticipation that researchers may experience during research and returns to one of the
key questions introduced in Chap. 2: to what extent can, and should, researchers
align their ethics with those of the setting?

In October 2005, when I attempted to visit the forums at SHH, 1
found that they no longer existed. In place of the site’s familiar
homepage, I found the following announcement:

HaCKeD BY Yusuf:: [Turkish Team]- =

HaCKeD@web.com = ——

Information:

Sorry, but this board is currently unavailable. Please try again
later

I had had problems accessing the site in the past, and
experienced moments of ‘downtime,” but these had only ever
been temporary. On this occasion, the absence of the forums was
more significant. The hacking of the site by ‘Yusuf’ had emptied
the forums of content, removing the posting history of the site;
over 64,000 posts had been deleted.

Days after the site went down a notice appeared on SHH saying
that the forums should soon be returning. At the beginning of
November they were back online, but in a somewhat altered
form. Whilst they retained the same formal structure and
organisation, and the same segregation of topics for discussion

N. Whiteman, Undoing Ethics: Rethinking Practice in Online Research, 107
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within different boards, the forums now had a new url address
and looked slightly different following the introduction of new
header artwork.

They were also strangely empty. The hacking had emptied the
forums of content, deleting the posting history of the site and of
individual members. Whilst individual post counts remained,
the contents of these posts had been lost. This loss was severe,
but did not prove fatal: by 6th November 2005 there were
already 1,475 posts on the site; the process of re-building had
begun.

Introduction

In a preface to their Ethical Guidelines for Good Research Practice (1999), the
Association of Social Anthropologists of the UK and Commonwealths (ASA)
underline the challenges of research. They describe how:

Anthropologists, like other social researchers, are faced increasingly with competing duties,
obligations and conflicts of interest, with the need to make implicit or explicit choices
between values and between the interests of different individuals and groups.

They then go on to note that ‘ethical and legal dilemmas occur at all stages of
research’ and to remind researchers that they ‘have a responsibility to anticipate
problems and insofar as is possible to resolve them without harming the research
participants or the scholarly community’.! As the extract implies, the value of this
guidance reaches beyond the field of anthropology. All researchers need to try to
anticipate potential ethical problems that may arise in respect of their work. Yet, as
my description of the hacking of SHH in 2005 above suggests, it is impossible to
predict all the unexpected and contingent events that may occur during research.

The hacking of SHH was a terrible event for the members of the site (one which
temporarily lead to the setting up of a ‘refugee camp’ on another Silent Hill fan
site?). The event also raised a significant ethical question for me. I had been archiving
material from the site — should I now break with my nonparticipation and offer my
archive to the community? More broadly, what was my relationship to a site that I
had been covertly visiting almost daily for over a year? By provoking consideration
of these questions, the hacking of SHH led me to reflect on my own ‘competing
duties, obligations, and conflicts of interest’ and unsettled the position I had estab-
lished in relation to the site up until this point.

The previous two chapters have considered the way that specific stances might
be established and maintained in respect of key issues: whether one regards a setting
as public or private and whether one regards online material as text or subject. Here,
rather than focusing on the production of ethical stances, I want to explore in more
detail the undoing of such positions, the destabilisation of ethical stances that can
arise from the unpredictable and contingent nature of research. This destabilisation

"http://www.theasa.org/ethics/guidelines.shtml.
2 See Whiteman (2007) for discussion of the immediate aftermath of the hacking.
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has been suggested in the previous chapters in my discussion of the ways that the
contexts of research and researcher/researched relationships may shift and develop
over time (e.g. how one might start to identify with textual material). Here, however,
ethical destabilisation is my focus.

As I described in Chap. 1, researchers typically face institutional pressures to fix
the methodological and ethical groundwork of their studies before embarking on
research. Such fixing is evident in the ethics approval process — which tends to be
structurally front-loaded® — and in the explanation of research design in proposals
and funding bids. Yet, as the ASA suggests, the experience of actually doing research
often challenges such fixing, presenting dilemmas and contingent events that can
unsettle the stances that researchers have established in advance of their fieldwork.*
As the consideration of observational research in this chapter will suggest, once the
researcher enters the field making and enacting decisions becomes a more complex
endeavour, revealing the maintenance of an ethical stance to be a dynamic and con-
tinuous activity. Drawing from the accounts of researchers who have engaged in
observation-based research, the chapter examines the shifting affiliations and ethi-
cal challenges that researchers may experience. In exploring these, I return to one of
the key questions introduced in Chap. 2: to what extent can, and should, researchers
align their ethics with those of the setting?

Observation Online

The Internet and new media technologies present researchers with different ways of
experiencing empirical phenomena. These can be seen to correspond with those
available to researchers working in offline environments, but also present researchers
with unique viewing positions and forms of embodiment and interaction.

Some sites, including public forums, blogs, websites, and some social networks
(such as Myspace), enable researchers to lurk invisibly, to generate data without
being represented within the setting and with participants therefore being unaware of
the researcher’s presence. Offline, such research would likely involve deception
or adopting a covert position, with the researcher making a concerted effort to
shield their research intentions from those inhabiting the environment. In many
online environments, however, lurking is a normal state of being. Visitors to such
sites are invisible, only coming into the public gaze of other visitors if and when they
make an utterance. The suggestion that lurking is problematic because it is akin to
spying in the ‘real world’ — seen in the following criticism of unannounced
research — therefore appears misplaced as, in such sites, everyone is hidden unless they
post a contribution to the site:

It is worth noting that institutions are increasingly incorporating ongoing review/surveillance
processes into the ethics review process.

4T am using the term fieldwork broadly to refer to empirical data collection.
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While we seem willing to accept a researcher openly taking notes on interaction in a public park
from a bench, we might have more concerns about them doing so while hidden in a bush.

(Smith 2004, 230)

Although taking an unannounced position will need to be defended and justified
(for the reasons discussed in Chaps. 3 and 4), lurking in public settings does not
equate with spying in offline domains because shared invisibility is a natural state of
engagement in these environments. The researcher may or may not be able to defend
their use of data from such sites, but is not ‘hidden in a bush’.

Other online environments are more demanding, forcing the researcher to be
directly present within the setting. As Cecilia Pearce and Artemesia (2009) suggest, in
order to view and experience the activity contained within virtual worlds (such as
MMORPGS and environments such as Second Life), a representation of the researcher
must enter these domains. For technical reasons, the researcher ‘cannot observe a
virtual world without being inside it, and in order to be inside it, you have to be
“embodied”” (Pearce and Artemesia 2009, 196). Here, the generation of data can only
take place through, and in relation to, the avatar of the researcher. It is not possible to
lurk invisibly in such settings, although the intentions of the researcher may be hidden
from other inhabitants.’ The researcher could, of course, rely on documentary evidence
of activity, such as video capture of interactions made by others, but this would be
equivalent to the use of secondary data, rather than direct experience. As in the lurk-
able settings described above (as well as in offline environments), the nature of the
researcher’s involvement in a site such as Second Life is therefore constrained/enabled
by the affordances of the environment, whilst also being dependent on the extent to
which the researcher wishes to adopt an open, visible presence in the setting.

There are, then, similarities and differences between the forms of embodiment
and presence that researchers can adopt when working in online and offline envi-
ronments. Although the empirical settings they study may have very different
characteristics, online researchers are faced with the same essential questions about
the nature of their research approach as those faced by offline researchers. A key
question, which relates to both the presence and visibility of the researcher, is the
extent to which the researcher participates in the activity or remains a more distant
observer.® Will they seek to obtain an insider perspective or carry out their work
from ‘outside’ the activity? As I suggested in Chap. 3, answers to such questions

> The possibilities for deception are founded on the separation of avatar and subject, as discussed
in Chap. 4 — although it is important to remember that similar deceptions can also occur in face-
to-face environments.

¢ There are, of course, many other facets to the researcher/researched relationship aside from the
extent to which one is an observer or participant. As Marlane de Laine (2000) describes, the role
of the researcher may be defined along multiple dimensions. This may include the extent to which
the subjects of research are involved in the research projects as participants (and with this, the
extent to which expertise is transferred from researcher to researched, 107), the extent to which
the researcher obtains an insider perspective, the degree of disclosure of the research activity the
researcher makes, and the extent to which they intrude in the settings (de Laine 2000, 102—-109).
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are likely to have significant ethical implications, affecting the relationship that
researchers establish in respect of the empirical contexts of research. At the same
time, it is likely that these answers will be challenged by those who might argue that
other observational stances might be more productive or more appropriate.

Participant or Observer?

This distinction between participation and observation suggests that contrasting
observational positions are available to the researcher. In the teaching of research
methods, these are often presented in terms of the different roles that researchers
might inhabit. The decision I made to lurk within SHH and COA - to be a nonpar-
ticipant observer — might, for example, be seen to push my observational stance
towards one end of Gold’s (1958) classic typology of observational positions.” That
is, towards the ‘complete observer’ and away from the explicit membership role of
the ‘complete participant’, where the researcher becomes an active and legitimate
member of the setting (whose other members may, however, be unaware of the
researcher’s research intentions).

The marking out of different modes of academic engagement in this way rests
upon certain interpretations of what it means to be a ‘participant’ or ‘observer’.
Each term suggests an orientation to the researched activity, implying either distance
(in terms of the observer) or closeness (in terms of the participant).® Such positioning
is particularly evident in the ways that the strengths and limitations of different
observational methods are discussed in research methods writing. Unobtrusive
observation, for example, is presented as having certain benefits in preventing the
researcher from ‘muddying the waters’ and, Scott and Usher suggest, in providing
a distanced position that can protect the researcher from being influenced by ‘the
agendas of participants’ (1999, 101). Yet, this distance is also configured as a limita-
tion. Robson, for example, suggests that ‘virtual total detachment can come across
as anti-social and itself cause reactions from those observed’ (Robson 2002, 311),
whilst others argue that this distance leads to an impoverished understanding of
empirical situations as ‘to remain an observer is to remain distant from the experience
of being-in-culture’ (Markham 2004, 145).

Those who call for more directly engaged forms of participation often present
such methods as enabling researchers to gain understandings of empirical phenom-
ena that cannot be obtained via more distanced positions. The sociologist Loic
Wacquant, for example, describes the importance of embodied initiation into an

7 See also Junker’s early description of observational roles (1952, 1960).

8 As Bryman points out, Gold’s schema of participant observer positions ‘can be arrayed on a
continuum of degrees of involvement with and detachment from members of the social setting’
(Bryman 2008, 410).
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activity as providing a research perspective that cannot be gained from the outside.
The value of such initiation, he argues, is that it allows scholars to:

[...] probe into the makeup of habitus by studying not its products but its production; not
the regulated strategies it informs but the coordinated techniques and patterned relations
that form it.

(Wacquant 2005, 466)

In contrast to the more clinical distance of observation, it is suggested, getting
directly involved in the messy micro-level details of activity can be rewarding.

Different methodological vulnerabilities are identified here, however. Most notably,
the participant-researcher faces the danger of ‘going native’. This, we are warned,
involves the researcher overidentifying with the setting and, in so doing, losing their
research perspective (Robson 2002), or as Jackson puts it, ‘“going-native” to the
extent that [the researcher’s] observational acuity is reduced’ (Jackson 1983, 41).
A second danger relates to the assumption that an insider perspective necessarily
leads to academic enlightenment. As Wacquant notes, the fact that one has acquired
membership status via involvement in an activity does not automatically result in
the production of authoritative knowledge:

[...] membership in a category or collective does not by itself make one a good anthropologist
of it. At best it might make one an informant about it; at worst, it invites a descent into moral
subjectivism, a parroting of the folk sociology of members [...]. (Wacquant 2005, 457)

For this reason, some distance is required. This suggests, perhaps, that it is not
enough for the researcher to be observer or participant, the researcher must instead
enter into a dialogue between these perspectives.

Whether or not the researcher is persuaded by the arguments for or against the use
of different observational methods, it is clear that in designing observation-based
projects, certain warnings must be heeded. If the researcher stands too far from the
researched contexts, they may fail to gain understanding. Stand too close and the
academic gaze of the observer may be lost. This distance/involvement is assessed in
relation to different perspectives: that of the researcher, engaged in academic endea-
vour, and that of the member-insider, engaged with the activity of the setting.’

The researcher can therefore be seen to be faced with ‘divided loyalties’ (Scheper-
Hughes 2000), needing to satisfy the aims and procedures of research, whilst also
taking into account the empirical contexts of their study. This division is suggested in
Gold’s definition of the fieldwork role as being ‘at once a social interaction device for
securing information for scientific purposes and a set of behaviours in which an
observer’s self is involved’ (Gold 1958, 218). This tension between roles and interests

° Arguing for the need for membership roles in fieldwork, for example, Adler and Adler (1987)
distinguish between detached outsider/wallflower positions vs. membership based on varying
degrees of insider affiliation (Adler and Adler 1987, 8). They make reference to the ways that
researchers ‘are often compelled to put aside their academic or other everyday life roles’ (8) during
the practice of research.
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can be experienced whatever methods are being used (whether observation, survey,
interview, etc.). In coming into direct contact with researched individuals/contexts, the
researcher enters into a dialogue between their academic interests and the ethics of
their own behaviour within, and in relation to, the settings of research. As I now want
to explore, these different concerns can be seen to produce ethical tensions in research
and also have implications for the maintenance of observational positions.

Observational Shifts and Ethical Destabilisation

Although it provides a neat marker of different modes of engagement, the distinction
between observation and participation is difficult to sustain when the researcher actu-
ally moves into the field. The difficulty of maintaining specific roles is acknowledged
in writing on observational methods, where the purity of different observational
viewpoints is undermined by reference to the idea that perspectives might merge or be
moved between. Jackson (1983), for example, notes that rather than extremes of
participation/observation, researchers will more usually deploy ‘some combination of
these extremes: the “participant-as-observer” for example or the “observer-as-par-
ticipant™ (Jackson 1983, 41). Adler and Adler (1987) describe how ‘shifts’ in the
researcher’s relationship to the setting can occur, with events leading the researcher to
become more or less involved during research.!® This work suggests that the role of
the researcher is constantly in progress. It does not stay still but develops and changes
as the research goes on and as different ‘pulls and pushes’ (Van Maanen et al. 1987,
5) lead researchers to engage more/less directly with their empirical setting(s).

Why might the researchers’ relationship to the setting change? On one level, the
lifecycle of a research project itself suggests a developing observational identity.
The researcher may start out as an observer, deciding to enter into a setting (or settings)
in order to carry out research and then, through engagement with the setting, achieve
membership status. Moving in the other direction, if the researcher starts out as a
member of the researched activity, they may begin from a position of similarity and
close proximity to the setting. Once the setting becomes part of their academic gaze,
however, another domain presses, and there is likely to be a necessary distancing
from the setting or the researcher will be unable to produce an analysis that moves
beyond the summarising of empirical concepts.

Shifts may also arise as a result of events that present a challenge to the research-
er’s approach, provoking distancing or affiliating moves to the different contexts of
research. Such moments of ‘crisis’ can pitch the researcher out of the relative com-
fort of an established ethical position, or methodological approach, by introducing
a condition of instability to the research endeavour that must be resolved. The nature

1 Whilst they are talking about shifts within membership roles based on participation, we see
similar moves in more observational roles, where researchers may feel their own pulls towards
greater participation in a setting — I will return to this later in the chapter.
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of this destabilisation may vary. We might be faced with an ethical dilemma or
contingent event that raises particular questions about how we should (and need to)
act, for example. As a result, we might shift our mode of engagement with the
researched activity, perhaps distancing ourselves from our research settings, removing
ourselves from them completely, or drawing closer to them.

Ethical crises might not just involve exceptional events or distinct ethical ‘dilemmas’;
they can also arise as a result of what Guillemin and Gillan (2004) refer to as ‘ethically
important moments’: ‘the difficult, often subtle, and usually unpredictable situations
that arise in the practice of doing research’ (262). In their view, such moments are
central to the consideration of ‘ethics in practice’ (264). They suggest that:

There can be all sorts of ethically important moments: when participants indicate discomfort
with their answer, or reveal a vulnerability; when a research participant states that he or she
does not want to be assigned a pseudonym in the writing up of the research but wants to
have his or her real name reported; or the case described by Orb et al. (2001) of interviewing
victims of violence where the researcher has to decide how far to probe a participant about
a difficult and distressing experience.

(Guillemin and Gillam 2004, 265)

These moments — ‘where the approach taken or the decision made has important
ethical ramifications, but where the researcher does not necessarily feel himself or
herself to be on the horns of a dilemma. [...]” (265) — are less dramatic than the ethical
crises that I am going to explore in the rest of this chapter. Nevertheless, they present
similar destabilising challenges to researchers and are, Guillemin and Gillan write, key
to the consideration of ‘the day-to-day ethical issues that arise in the doing of research’
(264). The ‘importance’ of such moments, they argue, is that they raise questions about
how ethics are practiced in research (because it is in the day-to-day management of
ethical issues that ‘the researcher’s ethical competence comes to the fore’ (269))."!

Whether they involve dramatic incidents, or the more subtle ethical complexities
of data collection/dissemination, destabilising events constitute points of crisis if
they serve to unsettle the stance that the researcher has established. In order to think
about these potential challenges, I want to return to the scheme that I introduced in
Chap. 2. There, I introduced four domains of ethics as a framework for thinking
about the construction and articulation of ethical stances in research. Now, rather
than thinking about the ethical discourses within these domains as potential resources
for the production of an ethical identity, I am interested in thinking about them as
sites of potential destabilisation, destabilisation that is not always negative and is
necessary for development and growth, but can be uncomfortable.

The second and third columns of Fig. 5.1 show the strongly and weakly institutiona-
lised forms of ethical mediation which might be the focus of the researcher’s attention
in the design and conduct of research. As I have suggested above, the researcher needs

1 ‘By this we mean the researcher’s willingness to acknowledge the ethical dimension of research
practice, his or her ability to actually recognize this ethical dimension when it comes into play, and
his or her ability to think through ethical issues and respond appropriately’ (Guillemin and Gillam
2004, 269).
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ETHICAL DISCOURSE
ETHICAL DOMAIN I- I+
Researcher Personal Contingencies Personal codes
A personal epiphany. The researcher’s political
affiliations
Researched Setting contingencies Setting codes
(empirical field)
Act of violence in the Agreements on
setting, members of rights/values — as
community react expressed in rules of use
negatively to presence of for example
researcher
Academy Academic contingencies Academic codes
(theoretical field)
An unsettling question at a Research ethics
Q+A at a conference, or in frameworks, guidance in
informal feedback to journal articles
writing
Institution Official contingencies Official codes
The university announces
an edict, ethics committee University code of ethics
intervention

Fig. 5.1 Four domains of research ethics (destabilisation) (Adapted from Whiteman 2010, Fig. 1)

to move between these domains in research. If they position themselves solely in
relation to the ethics of the researched, they risk going native and being unable to speak
to the academy. If they focus solely on their own ethics, then they risk being alienated from
both the setting and the academy, isolated and unable to speak about (or to) either.

I suggested in Chap. 2 that these domains, and the different ethical discourses
they present, can be recruited in the construction of an ethical stance. Here, I am
claiming that the researcher’s stance can be destabilised from any position within
this framework. Such destabilisation can be anticipated to some extent as long as
one focuses on the strongly institutionalised discourses (shown in the third column
of Fig. 5.1). It is likely that the researcher will familiarise themselves with the codes
of different domains before entering the field as part of the early scoping and
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planning activity. They will need to get to grips with these in order to give their
work a grounding in the empirical and theoretical contexts of their research, as well
as the official requirements of their institutions. If they fail to do this, they are likely
to be challenged, perhaps at viva or thesis defence, perhaps at publication. However,
because they are codified areas, these codes can still provoke destabilisation.
Contrasting interpretations, shifting readings, and wider exposure or discovery can
unsettle the researcher’s stance.

In advance of the research, the researcher’s focus may be on the strongly institu-
tionalised discourses of these domains. From then on, however, their attention is
likely to shift to the local contingencies presented in the second column of Fig. 5.1.
These are unpredictable developments that cannot be completely anticipated in the
planning of research. Local contingencies are challenging precisely because-
although we might expect to be able to anticipate the general sorts of legal and ethi-
cal challenges we might face in the conduct of research (and this will depend on the
nature of the activity/environment'?), the contingencies we actually experience
cannot be predicted with certainty. They introduce the unexpected and can hence be
destabilising." It is for this reason that the researchers’ ability to deal with ethical
problems comes to the fore in the face of local contingencies.

John Edward Campbell’s (2004) book Getting It On Online: Cyberspace, Gay
Male Sexuality and Embodied Identity presents an example of a personal contingency.
Here, Campbell describes the ‘mixture of disbelief coupled with bewilderment’
(154) he felt when a man with whom he had developed a relationship on the Internet
Relay Chat channel #gaymuscle revealed himself not to be the ‘bodybuilder of
immense size and physical strength’ (152) that he had portrayed online, but instead
a man living with his mother who ‘viewed himself as considerably obese and physi-
cally unattractive’ (153). This event is presented in the context of an academic
discussion of hierarchies of beauty within the setting, but is memorable for the trou-
bling revelation that Campbell appears to fear that it suggests about himself and his
own relationship to the setting:

How was it that I had been so utterly convinced by Younghung’s performance? Did this
mean that what I had come to view as a cherished online friendship was itself an illusion?
Did his affirmations that I was an attractive man suddenly carry less weight? [...] Though
Britannic'* and T experienced an initial sense of betrayal, we also agreed that there was
something understandable in Younghung’s enactment of virtual body bending. After all,
would I have been so eager to become Younghung’s friend if I had known he was an out-
of-shape security guard still living at his mother’s house in the first place? [...] Perhaps I so
readily accepted his performance because I was so enamoured with the notion that someone
possessing such a physique should find me (a man in his late twenties with an average build
and gut) attractive. (154)

12 Research into sensitive topics or potentially dangerous environments, for example, might alert us
to the need for caution in respect of particular interactions.

13 This destabilisation may occur in direct response to, or later reflection upon, these local
contingencies.

!4 Another member of the list.
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In Campbell’s expression of his reactions to this revelation, it is not Younghung’s
deception itself that is presented as destabilising, but instead the personal questions
that Campbell’s belief in this constructed identity raises about himself. His focus is
turned inwards to consider his own position, affiliations, and potential prejudices;
the personal ethics of the researcher are the local source of destabilisation here.

As Campbell’s experience suggests, contingencies can arise within the empirical
contexts of research. It was, after all, Younghung’s revelation that triggered the sudden
personal realisation described in the example above. Reports of fieldwork often
contain descriptions of such setting contingencies, unexpected events that demonstrate
how local developments relating to the contexts of research can unsettle researchers’
observational positions and methodological actions.

Romance on a Global Stage (2005) — a study of Internet dating and mail order
marriages — provides one example. Here, the author, Nicole Constable, describes an
aborted attempt to enter an online setting for research. With the approval of moderators
of the group, and after lurking for a while, Constable introduced herself to an
Internet List where she hoped to carry out research into correspondence relationships
between American men and Filipina women. She describes the response of the site’s
membership to her post in the following way:

There were three main responses to my presence: friendly, challenging, and hostile. At first
most were very friendly. Many members welcomed me as they do all new members and
encouraged me to participate. [...] Some other members’ responses were more challenging,
although not hostile. They explicitly and repeatedly called on me to explain and defend my
research goals. [...] When I checked my email a few hours later, there were many more
messages, including several that were far more hostile. These came from four members,
two of whom were especially outspoken and angry. [...] Other members accused the critics
of paranoia, noting possible positive outcomes of having a researcher on the list, and observ-
ing that other researchers could already be on the list but not have been so honest to say so.
[...] The four outspoken critics remained adamantly opposed to my presence. Two of them
sent me private messages demanding that I leave. (pp. 48—49)

The destabilising challenge in this case emerges during the negotiation of entry
into the setting, a result of Constable’s openness of approach and the negative
response of some members of the List to her study. The moment presents a question:
what is the best — or ‘most ethical’ way — to respond to the hostility of these mem-
bers? To remain within the site and carry out the research in light of the support she
had received from the majority of respondents (defying the criticism of a small num-
ber of potential subjects and ignoring the possibility that she might disrupt the setting
further)? Or to withdraw from the setting, losing the opportunity that she had been
given by the official gatekeepers of the List and, indeed, denying her supporters on
the site the potential benefit that they envisaged? In this case, Constable was unable
to accommodate the negativity. Her response was to withdraw from the setting.

Within the academic domain, alongside the coding of ethical discourse, academic
contingencies can also arise in the informal exchanges that academics have with
each other. In an example from my own work, a senior colleague, having read a
lengthy defence of my own observational stance in respect of COA and SHH — one
which was at the time based largely on the normalcy of lurking within these
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settings'® — pointed out quite sharply that, just because lurking was an acceptable
mode of participation in the setting, it did not mean that it was necessarily ok for a
researcher to lurk within the site. This comment was unsettling because it revealed
a weakness in the stance I had established. Whilst it did not cause me to change my
observational approach to COA and SHH, this warning provoked a necessary reflec-
tion upon the weighting I gave to this argument in my presentation of my research
design and writing up of the work. It also led me to reflect more clearly on what it
might mean to be an academic lurker, providing a timely reminder that the interests
of researcher and researched are not the same.

Finally, we might also consider the official contingencies that researchers may
face, those that emerge from within the institutional settings of research and in rela-
tion to those with bureaucratic responsibility for the regulation and supervision of
research ethics. Carol Rambo’s (2007) description of an IRB’s decision to deny
approval for the publication of an autoethnographic account she had written provides
one example. Rambo describes her Departmental Chair’s strong reaction to her work,
which explored issues relating to abuse and the staff/student relationship:

I’m going to give it to you straight and be blunt. This manuscript should never see the light
of day — ever. If it were mine, I’d bury it under the nearest rock-deep. [The departmental
chair stabs the manuscript repeatedly with an index finger.] (356)

Rambo was instructed to submit the paper to the Institutional Review Board of
her institution and, upon doing so, was informed that the work would not be
approved. Exploring the stated reasons for the IRB’s decision, Rambo states that ‘as
a result of [the board members] performance, I have been silenced’ (365). Her
response in this case was to produce a different paper examining the incident and its
ethical implications (including a consideration of what exactly the Board might
understand by ‘research’).

We can, then, consider the ways that the weakly institutionalised contingencies
and strongly institutionalised codes of the ethics of the researcher, researched, acad-
emy, and institution might unsettle and destabilise the researcher’s ethical stance.
Our attention might then shift to how researchers react to this destabilisation.

Rupturing and Suturing Identification

As I have described above, the researcher’s ethical stance can be challenged in rela-
tion to antagonisms that can arise in respect of each ethical domain of research.
Responses to such moments are revealing because, in forcing efforts to reconstruct
the researcher’s ethical stance, they often provoke reflections upon, and reassess-
ment of, the researcher’s methods and ethics. It may be possible to assimilate the
disruption and proceed largely as the researcher had done before the event occurred.
Alternatively, a destabilising event may lead the researcher to adapt or even substan-
tially transform their stance. Yet, if they are unable to accommodate the disruption,

15 See Chap. 3.
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it may halt the research, as Constable and Rambo’s cases demonstrate (the former
involving the researcher withdrawing from the setting, the latter leading to the original
paper being abandoned).

Researchers’ accounts of such crises demonstrate the internal conflict resolution
involved in maintaining an ethical stance and with it, the ongoing configuration and
reconfiguration of a coherent and ‘ethical’ research identity that can be presented to
public audiences and institutional bodies. This identity emerges in descriptions of
the ethical disruptions that researchers have faced and is also evident in their
responses to these disruptions. I discussed in Chap. 2 how the legitimacy of research
actions is often established via appeals to different ethical resources and how these
are used to explain and justify researchers’ ethical and methodological decision-
making. We can extend awareness of these moves via a consideration of the
responses of researchers to destabilising events. Specifically, where does the
researcher position their allegiance during research and what triggers provoke
disruption?

I want to suggest that we can identify strategic suturing and rupturing moves in
researchers’ responses to destabilising events. This is a conceptual distinction that I
developed during my study of SHH and COA (see Whiteman 2007). Then, I was
interested in the ways that fans of serial forms of entertainment maintained their
identification to their ‘loved objects’ (e.g. specific videogames and television
programmes) over time and how this identification was challenged by destabilising
events (such as the release of new material that disappointed them or even that they
hated).!® This involved a consideration of the strategic actions involved in fans’
expressions of their allegiances to, and identification with, the objects of their fan
interest, how these were secured within posting activity (e.g. what was cited when
fans described what they loved about Silent Hill in contrast to other videogames)
and the developments that marked a break in their identification to the text (what
changes displeased them and why?). I argued that these suturing and rupturing
moves were key to the configuration of fan identities within these sites because they
tended to emphasise competing affiliations/dislikes in the maintenance of fans’
identification to their favoured texts. Now, I am interested in exploring similar
moves in a very different context — research activity, rather than fan activity.
Specifically, how are researchers’ identifications articulated within their accounts of
research practice and what suturing and rupturing moves do they establish in rela-
tion to the ethical discourses of different domains?

Castellano (2007) has suggested that one way of dealing with ethical issues that
arise from role conflicts in participant observation-based research is via the use of
‘anchoring’ and ‘distancing’ moves. This is a distinction that she takes from Emerson
and Pollner (2001), where ‘anchoring involves deepening participation in fieldwork
settings, and distancing refers to negotiating withdrawal from member culture’
(Castellano 2007, 705). Such moves are strategic because they are used to protect

' For a discussion of suturing and rupturing in relation to media fans identifications with fan
objects and cultures online, see Whiteman 2007.
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the researcher, who can anchor and distance themselves from both their researcher
and participant roles (706/77). Castellano describes how:

[...] distancing from the researcher role refers to underplaying or minimizing data activi-
ties. Anchoring to the researcher role refers to openly engaging in research tasks for pur-
poses of collecting data. (707).

Castellano illustrates different ways that distancing/anchoring moves might be
seen to be used in the process of fieldwork in respect of her own study of the criminal
justice system and the dilemmas she faced working in correctional facilities in the
USA. She describes how, not feeling comfortable ‘pulling inmates’ from their cells
for interviews, she negotiated an exemption from this task, first in reference to her
IRB restrictions and later by telling her co-worker that she felt she did not have the
experience to do this safely (716). She notes that this withdrawal from participation
‘involved anchoring to my researcher role and distancing myself from my participant
role’ (716)."7

I am using the terms suturing and rupturing in a similar way to describe the
actions that, respectively, establish researcher’s allegiances to specific ethical
domains (anchoring them to different domains, so to speak) and those that mark a
break from them (asserting distance from particular positions). This involves a con-
sideration of the identifications that researchers develop during research and how
allegiances to different domains of ethics are evident in the presentation of research
activity. Different suturing/rupturing moves are clearly possible in respect of the
same reference points. Attention to both the rupturing and suturing moves evident
in researcher’s accounts of such crises is important because the ethical significance
of these moments is only partly about the nature of the destabilising occurrence
itself. More significant — if we are interested in how researchers negotiate the ethics
of their practice — are the affiliations that are implicated in the researchers’ inability
to accept the destabilising event and what it represents. Like the fans on COA and
SHH, the regularity of certain affiliating moves/referents can be seen to be involved
in the dynamic establishing of the researcher’s ethical identity.

To take one of the contingent events introduced above, for example, the destabilis-
ing event in Constable’s study can be seen to arise from the open hostility of a small
number of members of the List (from Constable’s account, this was by no means the
majority of the site’s membership). Their response produced a rupture, became prob-
lematic, because Constable was unwilling to deny the legitimacy of their concerns or
to proceed with her research without their acceptance. If she did not care, or felt she
could ignore their voices, their reaction would not have proved disruptive.

Constable explains her decision to withdraw from the List and to locate a different
research site via reference to the subjects of research. She suggests that she could

7 “Initially, I anchored to my researcher role by declining the task on the basis of ethical limitations
set up by the IRB. Because this explanation caused confusion, I was pressed to directly confront the
situation. I then reframed the problem by talking about how my limited experience prevented me
from doing the task safely. The strategy of seeking an exemption illustrates that multiple techniques
can be deployed consecutively to resolve a fieldwork dilemma’ (Castellano 2007, 716).
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not remain within a setting where participants were hostile to her presence as ‘I had
never knowingly forced myself on research subjects before and had no intention to
do so now’ (49). This response is thus established in relation to the ethics of the
researcher — a notion of herself as a researcher who maintains a specific type of
relationship to the subjects of research. In this example, both the rupturing and the
suturing moves relate to a privileging of the (human) research subject. This is what
the ethical stance is fixed in relation to. We might imagine different outcomes of
course where the researcher might instead feel that she could accommodate the
disruption and continue with her work. Such a decision could be explained in
relation to her own interests, or guidance in an academic paper, or by making a case
for the legitimacy of doing such work via reference to authorisation the researcher
may have obtained from an ethics committee, or indeed in reference to the ethics of
the setting in a different way (perhaps drawing on the fact that she had the support
of most members of the site, or on the authority of the moderators who had granted
her permission for her work). These justifications might be easier/harder to defend
depending on the audience.

Moving between examples of online and offline research, the rest of this chapter
examines researchers’ responses to setting contingencies. My focus on the destabi-
lising events that occur in the empirical contexts of research is due to my interest in
observational methods in this chapter; it is contingencies that arise within the field
that are perhaps most likely to disrupt during research. As I have suggested, how-
ever, these events cannot be separated from the other elements of the schema. Setting
contingencies can be disruptive precisely because of their relation to the other dis-
courses that inform the production of the researcher’s ethical stance. In exploring
this disruption, I am going to consider how ruptures in researchers’ identifications
to domains of research ethics can shift those engaged in observational work in
different directions, motivating them to adopt more or less directly engaged modes
of observation. In examining these moves, I am also interested in the ways that
attention to researchers’ identifications with different domains can reveal the practi-
cal and theoretical complexity of ‘observation’ and ‘participation’.

From Participant to Observer?

I want to start by looking at a number of cases where researchers have experienced
difficulties sustaining insider positions in research based on covert participant obser-
vation. Any researcher engaged in such work faces the need to ‘act in line with sub-
ject norms over the entire period of research if s/he wishes to retain trust and access’
(Pearson 2009, 248). However, crises can arise when researchers embedded within
an environment are confronted by setting contingencies that challenge their contin-
ued participation within the research contexts. Difficulties here can relate to the chal-
lenges of operating within the setting and ‘acclimating to member culture’ (Castellano
2007) — challenges that can produce ethical questions about the types of activity that
researchers will and will not participate in. Roger Homan (1980), for example,
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describes different kinds of ‘ethical problem at the individual level’ that can be
experienced during covert research (52), problems that he suggests emerge in rela-
tion to ‘individual morality’.’® Drawing from his own research experience, he
describes the ‘crisis of conscience’ that he experienced during covert research within
Pentecostal churches, documenting the activities he took part in (such as participation
in the breaking of bread, 53) and those he ‘eschewed’ (‘I could not offer myself for
baptism: somehow these measures seemed inordinately fraudulent’ (53)).

Work on covert research into illicit and criminal activities has presented numerous,
often dramatic examples of researchers being confronted with setting contingencies
and needing to decide where they will draw the line in terms of what actions they
will and will not engage in (or indeed what they should report to external authori-
ties). Pearson’s (2009) work on violent football supporters describes the demands of
researching contexts in which criminal activity of varying degrees of severity regu-
larly takes place, including:

[...] drink and drug offences, ticket touting, breaches of the Football (Offences) Act 1990

(invading the pitch, throwing missiles, indecent or racialist chanting), disorderly and threaten-

ing behaviour, assault and actual bodily harm, theft and criminal damage [...] riot, affray,
violent disorder, robbery and assault occasioning grievous bodily harm.

(Pearson 2009, 246)

Pearson describes the resulting pressure he faced to undertake criminal acts as ‘a
refusal to commit crimes on a regular basis would have aroused suspicions and
reduced research opportunities’ (Pearson 2009, 246). Significantly, he also identifies
more extreme criminal acts that he refused to participate in, including racist chanting.'
In these cases, ‘personal ideas of ethics and morality’ impinged (Pearson 2009,
249). Similarly, the researcher in a study by Winlow et al. of bouncing and the night
time economy (2001) is described as being able to ‘grudgingly put up with brawling
groups of men who occasionally directed violence at him’ (2001, 545), but as being
shaken by moments such as the glassing® of a young girl (545-546). Schacht’s
(1997) covert study of rugby culture describes the author’s ‘considerable anguish’ at
observing a woman being drunkenly tormented by a gang of men and women holding
her aloft and ‘serenading’ her with a vile, misogynistic song as she became increas-
ingly upset, attempted to escape, and began to cry. He reflects on his involvement in
the setting: by observing without intervening, he ‘neither encouraged nor condemned’
the event yet was complicit in it due to his presence and noninterference.

18 ‘Concern here is with the ethical code which the fieldworker adopts in his personal life which
may render unacceptable or uncongenial some of the expectations made of him either directly by
supervisors or indirectly as a consequence of a tradition or fashion for particular methodologies in
his discipline’ (Homan 1980, 52).

19°¢[...] I refused to indulge in racist chanting, even though in the eyes of the law this is considered
less serious than other offences I committed. Practical pressures meant that I also avoided other
offences, particularly when my crowd observations were combined with interviews with police
officers and football officials who were present on the ground’ (2009, 249).

2 In this case, this involved an individual being attacked with an empty beer bottle.
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Like Pearson, Schacht also describes where he drew the line: refusing to take part
in the ‘singing of rugby songs or other blatantly misogynist activities’ (Schacht
1997, no page nos.).

In these examples, researchers adopting a membership role based on participa-
tion within different settings found the nature of their involvement challenged by
unsettling events. Such descriptions of where researchers ‘draw the line’ focus
attention on the ‘self-regulation’ of ethical conduct (Calvey 2008, 913) in contexts
where the ethics (and interests) of the researcher meet, and are in conflict with, the
(deviant) ethics of the researched. In the examples above, it is acts of violence and
humiliation that mark the researcher/researched as dissimilar and that produce a
rupture in the researcher’s identification with the setting, nudging them towards
observational distance rather than identification with the activity. Confronted by
actions that may be alien to how the researcher sees themself as an ‘ethical’ individual,
these accounts signal the need to maintain a stance that the researcher feels they can
justify in respect of their own ethics struggling against the desire to remain within
the setting to continue their research. The result is a wrangling over what the
researcher personally will or will not do and the extent to which they align with the
ethics of the researched. As I suggested earlier, such wrangling might not just occur
directly in response to an event but can also emerge later in reflection after the event,
leading to a reevaluation of previous research actions.

How do these researchers justify their responses to these setting contingencies?
Both Schadt (rugby club study) and Winlow et al. (study of bouncing) explain their
decision-making by placing an emphasis on continuing the study for the greater
good, even if this means going against ones values. In Schacht’s rugby club study,
the researcher describes becoming ‘sylph-like’,?! distancing himself in a pragmatic
way away from his personal beliefs, friends, and academic colleagues. He justifies
this in relation to the importance of his research, implying in his feelings of being
‘morally compelled to illuminate the activities of this setting to others’ (1997)* a

2l “‘My solution to this outsider within status and the alienation I experienced from it during the
fieldwork portion of the study was to temporarily become a sylph — a being without a soul. [...] I do
not believe that my initially becoming a sylph was the result of a conscious decision; rather, it was
perhaps the only pragmatic way that I could survive the overwhelming feelings of self-estrangement
I was experiencing at the time. As my alienation from both inside and outside of the setting increased,
I slowly but very definitely took on this researcher role. As my time in the field increased [...] I did
begin to consciously recognize that I was trying to control and repress — but not ignore — my feelings
about the research I was undertaking. Since the only other realistic alternative would have been for
me to withdraw from setting (something that I did consider on numerous occasions) this seemed at
the time to be a reasonable way to continue the research’ (Schacht 1997).

22 This argument is reminiscent of the anthropologist Peter Kloos’s description of becoming a
‘non-person’ in research, where the researcher must suppress their own values:

WhenI went in the Carib village, I was a vegetarian (as I am now); but since such a dietary restric-
tion would have been extremely burdensome there (for instance, in the case of feasts or gifts),
I suspended my principle for the duration of the fieldwork. Likewise I talked in a racist manner
with the Caribs, who are prejudiced in this respect (to say it in a neutral way) — loathsome behav-
iour, I realise. (1969, 511).
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greater good, the idea that the ends, though unpleasant, justified the means. He
describes how separating himself from his (feminist) values and personal feelings
was a methodological necessity — the only way to continue the study — but that this
had repercussions, alienating him from those both outside of the study (such as his
feminist friends who voiced their discomfort with his work) and those within the
setting.

Winlow et al. (2001) establish a slightly different stance, arguing that when
researching empirical worlds infused by violence, distancing moves are potentially
dangerous. These authors suggest that the researcher cannot afford, or risk, switches
from participation to observation. Instead, the researcher needs to maintain a
participatory engagement and identification with the site, even if this involves
taking part in violent action. The conclusion these authors reach is that adherence to
the ethics of the setting, rather than a distanced position underpinned by concern
with the ethics of the academy or institution, is the only way to survive:

Complying with formal academic ethical codes when we seek to understand the complex
interaction of social worlds that do not acknowledge such bourgeois conceits is an unrealistic
tactic, in particular for ethnographers. This is not to say that ethnography is inherently uneth-
ical, but rather that if the ethnographer can comply with the normative behaviour and moral
code of the researched culture, and if these forms of behaviour do not contrast too sharply
with one’s own ethical considerations, then so be it [...] .

(Winlow et al. 2001, 547)

Despite the different arguments that Schadt, Calvey, and Winlow et al. present,
the emphasis in each case is on the continuation of the study. There is a prioritising
of the value of the research, with the decisions established in relation to the importance
of extending knowledge within the academy. Each is very different to Constable’s
privileging of her concern for her research participants.

Pearson’s (2009) paper on football fans displays different suturing and ruptur-
ing moves in justifying his decision to commit a number of ‘minor offences’ during
his research (participating in pitch invasions, consuming alcohol on ‘football spe-
cials’, engaging in threatening behaviour towards the supporters of rival teams).
The legitimacy of these acts is asserted via reference to different domains of ethics.
Firstly, Pearson’s breaching of ‘normal’ ethics is explained in deference to meth-
odological requirements: broadly, a concern with being accepted in the culture, but
also more specifically in acquiring specific learnings. The pitch invasion ‘enabled
me to pick up the mood of the supporters involved in the “charge’™ (246).
Consuming alcohol ‘proved to be an important method of encouraging social
interaction, which in turn led to increased opportunities for data collection’ (247).
He also relates his actions to his own personal ethical codes, defending his break-
ing the law by drinking alcohol on public transport in relation to his developing
criticism of:

[...] the provisions of the Sporting Events (Control of Alcohol etc.) Act 1985, considering
it badly drafted, rushed legislation that caused more public order problems than it solved
(Pearson 2000). As a result, I had no moral qualms about breaching this statute, and found
little criticism from my academic peers. However, that is not to say that such activity was
therefore justifiable, or would have been considered acceptable by my institution. (248)
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Finally, he defends his actions in relation to the academic field and the importance
of the research itself, the gathering of data ‘from a closed field which over the years
has been much misunderstood, and from research subjects who have been subject to
serious injustices and maltreatment by those in authority’ (249).

The destabilising events described in these examples were not so severe as to
jettison the researcher from the contexts of their inquiry or to halt their studies.
In each case, the researcher instead accommodated the challenges to their ethical
positions, sidestepping those actions that they felt they could not go along with.
In each case, however, this involved distancing moves away from the settings, a
partial rupturing of identification with the research contexts.

From Observer to Participant?

I am going to now turn to two studies where researchers establish very different
relationships to their research contexts than those described above. Here, rather
than looking at projects that involve distancing moves away from affiliation to the
settings (as in the case of the studies where the ethics of the researched are marked
as different from those of the researcher), I want to consider two cases where
scholars move towards greater involvement in, and identification with, the sites of
research. In approaching these texts, my focus is on the difficulty of sustaining a
distanced rather than insider position. In each case, in looking at suturing/rupturing
moves, I also want to think about the nature of participation that is implied in these
studies.

I am going to look at destabilising events described in two books: Sudhir
Venkatesh’s description of fieldwork with gang members in the south side of
Chicago Gang Leader for a Day (2008) and Celia Pearce and Artemesia’s (the name
of Pearce’s online avatar®®) description of 18 months ethnographic fieldwork in virtual
worlds and online games Communities of Play (2009). Each study is characterised
by research designs that involved the researcher’s presence within the research envi-
ronment. However, in each case, the researcher is described as being initially dis-
tanced from the activity, engaged in observation rather than participation. In each
case, this position is unsettled by contingent events that directly involve the
researcher.

Gang Leader for a Day — an account of 10 years participant observation within
gang culture in a high-rise housing project in Oakland, Chicago (Venkatesh 2008)
— is, at heart, a description of an ongoing struggle to maintain an ethical stance
during research. The book describes Venkatesh’s developing relationship with resi-
dents of the projects and members of the Black Kings gang, particularly his
relationship with a gang leader J.T. and his growing relationship with the ‘building

2 See Chap. 4 for discussion of this joint authorship.
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president for the Local Advisory Council’, Ms. Bailey (146). As Venkatesh describes
his research experience, we follow his entry into the setting. He starts as a novice
researcher with little clue as to what he is doing: hanging out and making up his
research approach as he goes along, learning along the way and on the job. His
stated aim is to obtain a richer understanding of these environments than that
presented by survey research by obtaining direct experience of the lives of those
living within the environment and by observing gang life. This aim leads Venkatesh
into a number of challenging situations that he reflects upon in the book as he works
through the role conflicts he experienced as a researcher operating within this envi-
ronment; the full title of the book is Gang Leader for a Day: A Rogue Sociologist
Crosses the Line.

For much of his account, Venkatesh appears to perceive himself as primarily an
observer, engaged in generating data through observation and interviews — a recording
instrument which is present within the setting but does not influence events. Despite
his growing affinity for those within the setting, his focus, as he admits several
times, is on obtaining the information needed for his study. This distanced mode of
engagement appears to dominate, yet, as he reports, maintaining this position is
troublesome. The book describes a number of moments where Venkatesh considers
his position, role, and responsibility to the site’s residents, reflecting on contingent
events that occurred within the setting.* This includes moments when he intervenes
in the observed activity, stepping further into the action because he feels he has to.
Most notably, during a shooting, he helps drag a gang member to safety (for which
he seems to obtain kudos within the gang). On another occasion, he buys food for
the apparently neglected children of a local woman (Ms. Bailey later warns him
against being exploited).

Venkatesh’s book contains one particularly memorable scene, where the reader,
observing his observations, is party to a moment of short-sightedness that creeps up
horribly, revealing Venkatesh to be (as he later admits and discusses) blinkered by a
naive understanding of his potential impact on the site. The event occurs when
Venkatesh starts to explore the diverse economies that operate within the high rises
via a series of interviews that are enabled by J.T. and Ms. Bailey, who act as gate-
keepers. The reader has earlier been informed that both J.T. and Ms. Bailey feel it
their right to tax those earning money within the blocks through the exchange of
goods or labour.” With this knowledge, the reader is perhaps taken aback by the

24 Venkatesh also discusses contingent events arising in his institutional context. He describes an
example of academic contingency: ‘during a casual conversation with a couple of my professors,
in which I apprised them of how J.T.s gang went about planning a drive-by-shooting — they often
sent a young woman to surreptitiously cosy up to the rival gang and learn enough information to
prepare a surprise attack — my professors duly apprised me that I needed to consult a lawyer.
Apparently the research I was doing lay a bit out of bounds of the typical academic research’
(Venkatesh 2008, 185).

% “If you occasionally cut hair in your apartment, it was probably a good idea to give Ms. Bailey a
free styling once in a while. In these parts Ms. Bailey was like the local IRS — and probably a whole
lot more successful at collecting her due’ (192).
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report of a scene in which Venkatesh, following a successful day’s interviewing, is
‘summoned to Ms. Bailey’s office’ (199), whereby J.T. and Ms. Bailey enquire as to
how his research is going and what he has learned, and he proceeds to report the full
details of his findings to them:

For the next three hours, I went through my notebooks and told them what I’d learned about
dozens of hustlers, male and female. There was Bird, the guy who sold license plates,
Social Security cards, and small appliances out of his van. Doritha the tax preparer, Candy,
one of the only female carpenters in the neighbourhood, Prince, the man who could pirate
gas and electricity for your apartment. J.T. and Ms. Bailey rarely seemed surprised, although
every now and then one of them perked up when I mentioned a particularly enterprising
hustler or a woman who has recently started taking in boarders. I finally left, riding the bus
home to my apartment. I was grateful for having had the opportunity to discuss my findings
with two of the neigborhood’s most formidable power brokers.

(Venkatesh 2008, 200)

A few weeks later, Venkatesh returns to the high rises to find himself shunned by
the residents, the information that he had provided to J.T. and Ms. Bailey having led
to individuals being taxed and, in some cases, beaten. He is confronted with the
sudden realisation that he had failed to ‘anticipate the consequences of [his] actions.
After several years in the projects, I had become attuned to each and every opportunity
to get information from the tenants’ (206).

Venkatesh’s affiliation to J.T. enabled him to continue his work within the high-rise,
and its residents appeared to be forgiving. However, there is a sense that this event
changed his relationship to the setting forever:

I eventually came back to the building to face the tenants. No one declined to speak with me

outright, but I didn’t exactly receive a hero’s welcome either. [..] Perhaps the best indicator

of my change in status was that I wasn’t doing much of anything casual — hearing jokes,
sharing a beer, loaning someone a dollar. (207)

Venkatesh later initiates a creative writing class for young women from the area,
a decision that is in part attributed to his mistake: ‘I was also still reeling from the
fact that I had alienated so many people around J.T.’s territory. I was feeling guilty,
and I needed to get people back on my side again’ (211). Although the classes are
attended by a group of women from the projects, they result in increased hostility
when Venkatesh is called to a meeting by Ms. Bailey to defend his actions: ‘people
had seen me picking up the young women and driving away with them. Apparently
they thought I was sleeping with them, or maybe pimping them out’ (218). It is not
until Ms. Bailey comes to his rescue (‘He’s trying to tell you that he’s just helping
them out with homework!”) that the residents calm down. Venkatesh notes his hurt
at their response: ‘why weren’t any of the women from the workshop in attendance?
Why hadn’t anyone come to defend me, to tell the truth?” (218).

Pearce and Artemesia’s Communities of Play (2009) is similarly based on prolonged
fieldwork, albeit in online rather than face-to-face environments. This study explores
intergame immigration in online worlds, following the closure of the massively
multiplayer online game Uru: Ages Beyond Myst and the migration of a group of
Uru players (The Gathering of Uru) to other virtual worlds once the ‘plug was
pulled’ (85) on their home. This study of the ‘Uru Diaspora’ (88) is ethnographic in
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nature, based on Pearce/Artemesia’s ‘in-world fieldwork’ (199) in a number of
online environments including the 3-D virtual world there.com, Until Uru (a Uru
game hosted on player-run servers), and Koalanet (a player-run forum for The
Gathering’s members to meet after the closure of Uru: Ages Beyond Myst). Like
Venkatesh, Pearce/Artemesia describes her movement into her research sites, her
developing relationships with participants, and the changing nature of her involve-
ment with the empirical contexts of her research. Not least, how she was to find it
‘impossible not to play along’ (196).

The destabilising event that I want to focus on in this study arises when Pearce/
Artemesia is already accepted as a researcher within the setting. Friction arises as a
result of an interview that she gives to a local newspaper reporter. The resulting
article is then posted on the forums of there.com, prompting strong responses on
the site (‘Jeeze, what did you WRITE about us?’) and ‘a firestorm of postings’ on
Koalanet, most of which are negative:

The posts are flaming. They accuse me of ‘dumbing down’ my research into sound bites for
the journalist and distorting facts to support my own bias. One says if she were my Ph.D.
professor, she’d send me back to the drawing board. Another critique is that my ‘arm’s-length’
approach has given me little insight into TGU, let alone online gaming, and that ‘my’ article
showed my ignorance of the subject. (228).

This is then followed by a period during which Pearce/Artemesia endeavours to
reestablish her relationship with members of the Uru Diaspora. She makes a couple
of attempts to ‘connect with Uru people’ (229), explaining to one that ‘the article,
by a journalist, is her interpretation of what she and I talked about, not my words,
and certainly not my report’ (228). Finally, managing to speak to Lynn, one of the
leaders of the group, she is given a few home truths: Lynn’s anger at Pearce/
Artemesia using text rather than voice to communicate within the environment and
her belief that Pearce/Artemesia is ‘observing from afar’ (230) and should start
posting on Koalnet (230). Accused of focusing on documenting rather than partici-
pating within the setting, Pearce/Artemesia describes how this event ‘precipitated a
complete reassessment and overhaul of my research approach’ (231), a reassess-
ment that involved moves towards legitimate membership by participating in game-
related activity.

This description of Pearce/Artemesia’s shunning is then followed by a number of
events that provided Pearce/Artemesia with opportunities to enter into a ‘deeper
engagement’ (231) with the researched activity. One of these involved her participa-
tion in a game of ‘Buggy Polo’ in there.com. Pearce/Artemesia starts out riding in a
buggy, but then puts on a ‘hoverpack’ in order to take photographs of the proceedings
from the air. Here is her description of the incident that follows:

I am flying around, taking pictures of the chaos below, listening to the chat box banter,
when I notice that the orb-ball, now empty, has somehow managed to get itself lodged into
the upper branches of one of the trees by the soccer field. It is one of those moments where
a series of clues add up. First I notice the ball has landed in the tree. Then I notice that
everyone is grouping below, looking up from their buggies, trying to figure out what to do.
At that moment, I have a startling revelation: because I am on my hoverpack, I am in the air,
so I could actually get the ball. Apparently everyone else had the same thought at the same
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time, because I suddenly hear (and see) people yelling, ‘Arte, get the ball! Get the ball!” At
the same moment I am yelling, ‘Hey, I can get it; I'm on my hoverpack!” I keep flying
toward it, bumping it and trying to knock it out of the tree, but I cannot get it to move. Then
someone says, ‘Pick it up, Art.” So I drag my cursor over to the little blue circle (the primary
interface to objects in there.com), and click on it, and before I know what has happened,
I am instantly sucked inside the ball.

At this point I stop taking pictures because I am too caught up in the moment [...] but I
realize very quickly that the orb is drivable, so I use my arrow keys to roll it out of the tree
back onto the playing field, position myself, take my hands off the arrow keys, and prepare
myself for an all-out assault. It is in this way that I become the ball for the remainder of the
Buggy Polo game. [...] Afterward, a whole group gathers around me and we excitedly
discuss what transpired. This is a turning point. I have finally gotten in on the action and
played with them. This is the beginning of my shift from participant observation to partici-
pant engagement. (234, her emphasis)

This rather joyful description of acceptance and inclusion is memorable because
it involves such a dramatic shift in position from the response to the earlier disruptive
event. The moment positions Pearce/Artemesia literally in the middle of things,
moving towards acceptance and membership in the activity.

Despite the differences between these studies — not least the very different
locations in which fieldwork took place — similarities can be identified between the
events described in these two works. In each case, despite their physical presence or
material representation within the setting, the researcher initially established a
distanced observational position, one that is presented as being detached from the
inhabitants of the environments. Each is then faced with an unexpected event, which
arises as a result of their presence in the setting, negating any claim that their
presence does not have an impact on the sites. This then challenges the relationships
that they had established within the sites, relationships they need to sustain in order
to continue their work.

In each study, there is also an earnest identification with the settings, and their
inhabitants. The shock each researcher experiences involves a misplaced identifica-
tion with their project and a failure to recognise the implications of their actions for
the setting. In each, the researcher then reassesses their position and research activity,
deciding that they need to become more directly engaged, moving towards what
Pearce/Artemesia refers to as ‘participant engagement’. In Gang Leader for a Day,
this sees Venkatesh setting up his literacy classes for young women, giving some-
thing back to the site, rather than just taking. In Communities of Play, this sees
Pearce/Artemesia starting to play rather than simply observe, stating that the right
thing to do is to go along with the desires of the participants (the basis for this stance
is not stated explicitly).

Yet, the nature of the participation that each author moves towards is markedly
different. This difference can perhaps be illuminated through reference to a distinc-
tion between ‘pedagogic’ and ‘exchange’ modes of action (Dowling 2007, 2009). In
the former, pedagogic modes, the speaker in an interaction seeks to maintain control
over the principles of evaluation, ‘themselves retaining control over the principles
of evaluation of their acts and utterances’ (Dowling 2007, 13). In contrast, in
exchange modes, ‘the principles of evaluation of an act or utterance are located with
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the audience rather than the author of the act or utterance’ (Dowling 2007, 9).
Venkatesh’s involvement in his research setting is based upon the establishing of a
pedagogic relationship to its members. It involves an attempt to withdraw the par-
ticipants from the setting (e.g. by increasing their literacy) and maintains his differ-
ence from them (as ‘teacher’ rather than fellow resident). This involves an assertion
of the authority implied in the nickname that Venkatesh was given by residents of
the site — ‘Mr. Professor’. Pearce/Artemesia was also known as a researcher within
the game environments she studied. In contrast to Venkatesh, however, her move
towards greater involvement is based on an exchange mode of interaction with the
sites’ participants. She adopts a similar position to them, one that is informed by the
feedback she receives from the sites’ members. By becoming a player within the
setting (whilst continuing to operate as a researcher), she breaks down her previ-
ously distanced position in respect of the sites.

These differences suggest that we might problematise the notion of ‘participa-
tion’ by posing the question, participation on whose terms? Venkatesh, in a move
that is perhaps consistent with his earlier naivety, retains control over the principles
of just what constitutes appropriate activity (hence, perhaps, the continuing hostility
to his presence within the setting). Pearce/Artemesia realises that these principles
are, in terms of actions impacting on the setting, properly under the control of the
participants (and as a result of her new participation becomes accepted within the
setting). Whilst both move towards greater ‘participation’, the authors can
therefore be seen to establish contrasting relationships to their researched settings,
which are based on the attributing of authority in different ways, attempting to assert
it (in Venkatesh’s case) and locating it in the settings (in Pearce/Artemesia’s case).
Whilst Venkatesh’s stance appears to privilege his own ethical commitments (as
well as the ethics of the academy in the value of doing the work), Pearce/Artemesia’s
stance appears more centrally informed by the ethics of the researched.

Conclusion

I suggested at the beginning of this chapter that the production of ethics in research
involves a tension between the researcher’s need to fix the groundwork of their
research project and their need to deal with the developmental and contingent nature
of the different contexts that inform the production of research. This chapter has
explored the resulting destabilisation of ethical stances that can arise as a result of
this contingency, returning to the scheme introduced in Chap. 2, but here focusing
on the dismantling rather than construction of ethical stances.

My focus in this chapter has been on setting contingencies, ethical destabilisa-
tion arising from the contexts of empirical research. More specifically, I have looked
at the ways that changes within the setting can unsettle the maintenance of observa-
tional positions. It is in deeper involvement with our research settings that such
destabilising might be expected. However, as I have illustrated in this chapter,
responses to such events may impose upon the other domains represented in Fig. 5.1.
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At the same time — as the examples of local contingencies presented in this table
suggest — the genesis of such destabilising may also arise in the contexts of the
researcher, academy, and institution.

It is possible to identify, in the descriptions of moments of crisis, different kinds
of ‘triggers’ that can provoke ethical destabilisation and reflection in research.
An angry response from potential research subjects, religious quandaries, violent
actions or vulnerable participants, and so forth. Such moments illustrate the ways
that researchers stand at the intersection of very different interests and different
contexts in which ethics are constituted — professional, personal, empirical, and
institutional. They remind us that the domains of ethics that researchers can use to
build their ethical stances can also be sources of disruption.

If we are interested in the strategies by which researchers maintain and justify
their ethics in research — and with it the nature of the positions we ourselves estab-
lish — the nature of these destabilising events is perhaps the least significant aspect
of these accounts. This is not to say that description of such events has no value in
helping the researcher to try to preempt or think through potential challenges they
might face when working in different types of research contexts. Of greater interest,
however, are the ways that researchers respond to such destabilisation, their moves
to stabilise ethical positions during the research process and how these are defended/
explained in accounts of research. Researchers’ efforts to deal with ethical
destabilisation- to stabilise their position by grasping onto particular resources- are
revealing because they speak of the ethical identities that researchers construct both
for themselves and for the consumption of public audiences. I have suggested that
in order to get a sense of these identities, we might look at the patterning of research-
er’s identification to, and alienation from, different domains of ethics in the mainte-
nance, adaptation, and articulation of their ethical stances.

I began this chapter with a description of the hacking of Silent Hill, the most
dramatic ethical crisis that occurred during my study of COA and SHH. The ques-
tion that I posed — whether or not, in the light of the hacking and my archive of the
site’s forums, I should break with my previous nonintervention, contact the site, and
offer a copy of my archive — was, in practice, not a difficult question to answer. I was
in a position to help and decided to try to do so. In terms of the production of my
research, this decision was also relatively easy to make. As the data collection stage
of the project was nearly over, if members of the site had reacted negatively to my
continued presence in the setting, I could have made the decision to withdraw with-
out it being detrimental to my study.

More importantly, however, the decision was based on my personal feelings for
those involved in the setting. This event drew to the foreground an aspect of my own
ethical commitments that had been submerged up until this point. My personal affil-
iation to the sites and their fan interests had developed during the study. I had started
out as a fan of Silent Hill and Angel and had come to know the sites and their ‘mem-
bers’ during my project. This affiliation had informed my desire to be confident in the
ethical stance [ was establishing, particularly in respect of the observational approach
that I was adopting. There was no conflict here between my personal feelings and
methodological approach, as I felt I could defend the decision to be a lurker on the
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forums for the reasons described in Chaps. 3 and 4. Now, however, this identification
influenced my decision to try to help the site and their members. They therefore
provoked a recognition of my identification with the members of the site that
involved a shift in the constitution of my ethical stance (see Whiteman 2010). I
contacted one of the owners of SHH, notified them of my study and my archive of
the material from the site, and offered them a copy. We exchanged a few emails and
then I did not hear from them again. I did not chase them because I felt it was up to
them if they wanted to continue the interaction. I was later informed that the owner
had not received the last email I had sent to them.

I am aware in describing this event that the nature of my intervention sounds
(particularly in contrast to Pearce/Artemesia’s account of her research) somewhat
half-hearted. This is something that I still struggle with when I reflect back on my
response to this event. My position remained more similar to that established by
Venkatesh in his work; in making an ‘offer’ to the site, I remained distant and posi-
tioned as researcher rather than potential participant in the setting. Yet, this fits with
my observational role. Unlike Pearce/Artemesia, I was not seeking participant status.
At the same time, unlike Venkatesh, the relationship I established was not pedagogic.
Instead, it set up a relationship based on a potential exchange that was not realised.
This was to be extended, however, when I later sent a copy of my completed Ph.D.
thesis to the site and it was taken up and examined by its members, an event which
I will discuss in the chapter that follows.
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Chapter 6
Undoing Ethics

Abstract The concluding chapter draws out the key themes explored in the book
and presents a consideration of the moves between the general and local that under-
pin the preceding chapters. The chapter considers the continuities between online
and offline research, the constructed rather than natural status of research ethics,
and the interrelationship between the ethics of researcher and researched. The chap-
ter ends with a consideration of the dissemination of research.

Introduction

The previous chapters have examined a range of ethical issues, questions, and chal-
lenges relating to the practice of research in online domains and have considered the
diverse ways that researchers have responded to these. In this concluding chapter, I
want to draw out some of the underlying themes explored in the book and signal the
main points that might, I hope, be taken from the discussion. I am particularly inter-
ested in reflecting here upon the nature of the ‘localisation’ that I have argued is key
to the production of ethical stances in research and in thinking about the questions
that we might ask when considering the production of our own stances, as well as
when interrogating the work of others. In the final part of the chapter, I return to the
issues raised in the preface to this book, where I described the journalistic invasion
of an Internet-based fansite and the site’s responses to this. Here, however, my focus
is closer to home, involving a consideration of the way that members of SHH
responded to my study (of them). Before this, I want to cast a gaze back over the
previous chapters, starting with a return to the current state of ethical regulation and
the challenges that this presents to researchers. I am therefore going to begin this
ending by restating the value of concerning ourselves with the debates that I have
explored throughout the book.

N. Whiteman, Undoing Ethics: Rethinking Practice in Online Research, 135
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Research Ethics Under Surveillance

Until about 1800, ethics, especially professional ethics, was about character, honour and
dishonour, virtue and vice. Ethics had nothing to do with formal codes of conduct. A true
professional, being a gentleman, needed no written instruction in how to behave.

(Baker 1999, no page nos.)

As I described in Chap. 1, social science researchers today inhabit a period of
increasing ethical surveillance, one in which institutional regimes oversee and regu-
late research activity and in which ethical guidance is set down in frameworks and
codes of practice. This surveillance is felt in different ways, from the attention now
given to the obtaining of ethics approval for research projects at undergraduate as
well as post-graduate levels, to the involvement of lawyers in the introduction of
research ethics review procedures in some academic institutions.

In light of these developments, the focus of research ethics has moved increas-
ingly away from the expertise of the individual, towards the authority of the institu-
tion. This institutional framing of research conduct presents different challenges. It
demands that researchers be able to articulate and ‘display’ their ethical identities in
a way that satisfies external assessments and interests, emphasising the significance
of argumentation in the practice of ‘ethical’ research. Pressures also arise in relation
to the interpretation of ethical codes and the manner by which these are seen to
shape researchers’ actions. Here, scholars have recognised the need for a balance
between guidance and instruction. This is because, as May (2001) has argued:

[..] rigid and inflexible sets of ethical rules for social research [...] could leave us with unde-
sirable consequences. Going so far down this ethical road, we might also conclude that ‘the
only safe way to avoid violating principles of professional ethics is to refrain from doing
research altogether’ [...] On the other hand, a loose and flexible system involving ‘anything
goes’ so easily opens the door to the unscrupulous; to those who regard such considerations
as a luxury or irrelevance in the face of assertion of a self-interested pursuit of ends. (61)

Scholarly attention to the embedded nature of ethical practice, described in the
previous chapters, can be contrasted with the idea of ‘research ethics’ that underpins
some of the models of research that have influenced the formation of the new ethical
surveillance. In a paper on the ‘evils’ of ethical regulation, for example, Martyn
Hammersley has suggested that regulation, and the model of research that it is based
on, neglects the embedded and ongoing decision-making involved in research:

The image of the research process built into the rationale for ethical regulation neglects the
unavoidable role of relatively autonomous, situated decision-making by researchers: right
action cannot be produced by some process of pseudocalculation; guidelines can only be
guidelines not algorithmic rules that govern behaviour; and, as a result, there is always
scope for reasonable disagreement about what is and is not, was or was not, acceptable
behaviour in the circumstances.

(Hammersley 2009, 215)
In criticising these models, Hammersley makes the point that it would be misguided

to regard ethical decisions as clear-cut and separate from other methodological and
practical questions:
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It is quite wrong to suggest that researchers are faced with ethical decisions per se. Rather,
they make practical decisions which involve ethical considerations, but also considerations
of other types, both prudential and methodological [...] One effect of recognizing this is
that the ethics of any particular research project is inseparable from the other considerations
that researchers must take into account. Once this is acknowledged, the brief of ethics com-
mittees would need to become, in effect, the whole process of doing research; it would
incorporate the field of methodology as well.

(Hammersley 2009, 215)

Hammersley here suggests the complex nature of the considerations that research-
ers take into account when carrying out research, arguing that these are ill-aligned with
the conceptualisation of research underpinning some regulatory regimes. The making
of ‘practical decisions’ is presented as the result of numerous considerations, rather
than clear-cut ‘ethical’ decisions. The activity of doing research ethics, Hammersley
argues, is intertwined in the complex and multifaceted nature of research practice.

Rather than the institution, it is the researcher who finds themselves positioned
within this mess. As I have described, despite their growing influence in the shaping
of research guidance and overseeing of research practice, the institutions in which
researchers work constitute only one of the sites that are involved in the production
of research ethics. Even with the move towards the institution, the individual
researcher retains the primary responsibility for ensuring that research is carried out
‘ethically’ and (as a number of scholars I have discussed in this book have argued)
researchers remain the agents of the actual practice of research ethics. Because
institutions are unable to control what goes on in the field,' the researcher consti-
tutes the fundamental site of ethical negotiation during research. This negotiation is
established in relation to different contexts and interests that can (as I discussed in
Chap. 5) leave researchers torn between different concerns.

Negotiating Local and General Ethical Discourses

It has been said (perhaps apocryphally) that there are two ways of losing oneself: in the
universal and in the particular.

(Guyer 1999, 30)

The focus on the local production of ethics over the application of general doc-
trines suggested by Hammersley and developed in this book involves a warning
against a sanitising of research and an understanding of research ethics as dynamically
configured in, and in relation to, different practices, contexts and interests. Rather
than applying ethical principles, this focuses attention on how, in designing and
carrying out research, individuals think through ‘the relations between principles
and particularity’ (McNamee 2001, 314), how they consider general aspirations or

'A fact reflected in institutional moves towards the continual assessment of ethical review rather
than just at the front end of research.
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statements about what constitutes good research practice, whilst also taking into
account the specificities and contingencies of the local contexts in which they
operate.

The manoeuvring between ‘principles and particularity’ — or more broadly
between general ethical statements that are taken to have implications beyond spe-
cific contexts, and local instantiations of ethical behaviour — has been a key focus of
this book in pursuing an examination of embedded, contingent, and emergent
research ethics. As I described in Chap. 1, the conceptual move to the local reaches
beyond the interests of research ethics writing. As Turnbull (2000) puts it,
increasingly:

In physics, ecology, history, feminist theory, literary theory, anthropology, geography, eco-

nomics, politics and the sociology of science the focus of attention has been the specific, the

contingent, the particular, be it a text, reading, culture, population, site, region, an electron

or a laboratory. (39)

Turnbull describes how different disciplines have noted ‘the necessity of focus-
ing on the particular conditions at specific sites and times rather than losing that
specificity in unlocalised generalizations’ (40). He also suggests, however, the dan-
ger of losing one’s perspective by focusing in a blinkered sense on either the local
or the general. In his view, ‘[...] we should not be too easily seduced by the appar-
ently liberatory effects of celebrating the local, since it is all too easy to allow the
local to become a “new kind of globalising imperative’ (45). Instead, he says, ‘we
have to maintain the local and the global in dialectical opposition to one another’
(45). Why? Because otherwise we risk falling into different traps: either losing the
specificity of local contexts in a global perspective or finding local perspectives
leading to a fragmentation in understanding and approaches — a ‘proliferation of
ghettos and dogmatic nationalisms’ (45).

Although Turnbull is here discussing the local/general distinction in relation to
issues of post-colonialism, it is perhaps easy to imagine the proliferation of ‘ghet-
tos’ in respect of ethical guidance through a loss of sight of general principles in the
move towards localised ethics. Although the previous chapters have emphasised
localisation in the doing of research ethics, I have not argued for the rejection of
general aims (or indeed against the institutional overview of research practice). As
I'suggested in Chap. 1, there are ideas about research, ethical expectations, that have
been normalised and present common frameworks — broad principles regarding
aspirations (first principles?). Take, for example, the six key ethical principles of the
Economic and Social Research Council which I introduced in Chap. 4:

1. Research should be designed, reviewed and undertaken to ensure integrity, qual-
ity and transparency.

2. Research staff and participants must normally be informed fully about the pur-
pose, methods and intended possible uses of the research, what their participa-
tion in the research entails and what risks, if any, are involved. [...]

3. The confidentiality of information supplied by research participants and the ano-
nymity of respondents must be respected.

4. Research participants must take part voluntarily, free from any coercion.
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5. Harm to research participants must be avoided in all instances.
6. The independence of research must be clear, and any conflicts of interest or par-
tiality must be explicit.?

These principles are able to speak to/across multiple contexts because of their
relative abstraction (words like harm, quality, transparency, coercion, and indepen-
dence are all broad placeholders for a range of ideas/values). Yet at a local level,
deciding what research actions are appropriate in specific contexts and in relation to
these principles may be debatable. What might be meant by ‘harm’, for example;
what might constitute coercion; and what exceptions are there to the ‘normal’ need
for informed consent?® This uncertainty — which I have attempted to unpick in the
previous chapters — arises in the move from these general statements to the method-
ological operationalisation of our research projects. As I described in Chaps. 3 and
4, for example, we might agree with the idea that we should respect the rights of
subjects, but this does not necessarily mean that we should always seek informed
consent from those whom our research might touch upon. The applicability of this
particular requirement (to obtain informed consent) suggests an equivalence between
research settings/contexts/methods that might not be relevant to settings/actions that
can be seen to be exempt from this demand. Here, we find the need for openness in
ethical guidance that May argues for.

The space between general and local discourses therefore opens up questions and
problems that must be reflected upon as we seek to ‘adhere’ to the ethical principles
of funding bodies and institutions. In this way, our moves between the local and
general — and the space that this opens up for contrasting actions — can be seen to be
crucial to the production of ethical stances in research. Whilst my focus has been on
localising moves, the discussion has not, I therefore hope, lost sight of the general
concerns that researchers have or the generalisable principles, aspirations, and aims
that can unite researchers as participants within a professional community (one of the
arguments for the value of regulation in social science research might be seen to
relate to the ways that the production of ethical codes helps to articulate these).
Instead, it is the moves that we make between the local and general in the construc-
tion of our ethical stances that we need to reflect upon when doing research.

Doing Ethics, Online or Offline

This book has attempted to organise the complex nature of ‘doing ethics’ by intro-
ducing a framework for conceptualising the localised production of ethical stances
in research. I have promoted a way of thinking about the doing of ethics that goes
beyond narrow definitions of ‘research ethics’ to consider (as Hammersley suggests)

http://www.esrc.ac.uk/_images/Framework_for_Research_Ethics_tcm8-4586.pdf.
3The ESRC document provides information in respect of this question.
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the different considerations that may inform our ethical manoeuvring throughout
the research process, but also the ways that ethics are enacted and articulated in
different domains of practice. The illustrations that I have introduced throughout
the book — including researchers’ accounts of their experiences working in differ-
ent contexts and descriptions of ethics in different online domains — demonstrate
the diverse nature of these ethical discourses and the distinct ways that researchers
have responded to the challenges of doing research ‘ethically’. In considering the
move from generalised ethical rules to localised ethical perspectives, I have
attempted to undermine the notion of ‘an’ ethical approach to research in favour of
the establishment of an informed ethical stance. The four domains that I introduced
in Chap. 2 — the ethics of the academy, institution, researcher and researched — con-
stitute points of potential authority in respect of this production. Generating an
informed ethical stance involves engaging with ethical discourses ‘conducted at
various levels of abstraction’ from ‘ethical theories, principles, rules or norms,
codes, and judgements’ (Sieber 2006, no page nos.) and from within both aca-
demic and nonacademic domains. It also involves recognising the different loca-
tions in which ethics are constituted and the aspects of these that might shape our
own actions.

As well as interrogating the local production of ethics, the previous chapters
have presented a number of conceptual resources for interrogating and reflecting
upon this production. The central element of this is the general framework that
I have proposed for conceptualising the relational production/destabilisation of eth-
ics in research — the ‘four domains’ of research ethics which, as I described in Chap.
2, arises from a development of Dowling and Brown’s conceptualisation of the
research process. The framework I have proposed signals the diverse ethical dis-
courses that may influence the achievement of the researcher’s ethics, raising ques-
tions about how these are reconciled (or not), which domains are privileged/
prioritised in the achievement of ethics, and the implications of this for the configu-
ration of the researcher’s ethical identity. The researcher may feel that as long as
they do what their authorising institution signs off on, they are safe. However, as the
examples introduced in my discussion of the ethics of the institution in Chap. 2
demonstrated, scholars have argued for the importance of going beyond institu-
tional guidance, and others have suffered because they did not establish their own
positions. The strongly and weakly institutionalised discourses within these domains,
I have suggested, present the possibility of control, but also the unexpected of con-
tingent events (see Whiteman 2010 for further discussion of this).

Elsewhere, I have drawn attention to other theoretical distinctions that might
assist in the way that researchers understand their research settings and own research
practice. The strongly/weakly codified expression of privacy/publicness in online
environments presented in Chap. 3, for example, provides a focus for reflection on
the construction of private/public definitions, and the textualising moves involved
in the ways that online environments orient themselves in relation to the public/
private distinction. Similarly, the modality of suturing/rupturing identification
described in Chap. 5 provides one way of reflecting on researchers’ allegiances and
affiliations and how these emerge in accounts of research practice.
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Because they are analytical, these schemas/distinctions stand apart from local
contexts; these resources can be used whatever the research interest or focus. This is
important because it enables a comparison/contrasting of different accounts of
research practice and different online environments. This is what theory does,
enabling us to speak about different objects, settings, and processes in consistent
ways. In revealing qualities in our own practice, such conceptual resources therefore
also provide a way of approaching the positioning of others.

So, quite deliberately, this book does not offer prescriptions for how research
should be conducted. Instead, I have presented a consideration of contrasting
approaches to the achievement of ethics which places the responsibility on the
reader (to consider this in relation to their own research actions and their own read-
ing). However, alongside the introduction of these conceptual resources, a number
of key points have been presented in my consideration of the formation and mainte-
nance of ethical stances which perhaps signal other more generalisable contribu-
tions arising from the previous discussion.

Continuities Between Online and Offline Research

There are, of course, differences between online and offline research. Sometimes,
these differences are used to fuel the generation of a dichotomy between research in
online and offline domains. In a report entitled ‘Online versus Offline Research’, for
example, Gunter et al. (2002) compare the use of online and offline questionnaires,
arguing that, despite the growing popularity of Internet-based methods, ‘it is impor-
tant to recognise that online and offline research are not the same’, setting out these
differences in relation to technical features relating to the design of survey research
(response rates, sampling, and ‘quality’ of data collection (Gunter et al. 2002)).
Such work catalogues contrasting characteristics, quantifying differences between
online and offline research in relation to instrumental markers, and reductively gen-
eralising online and offline practice by platform rather than taking into account
local details of content and theme.

Others — and, as I have described, those promoting qualitative methodological
approaches have been influential here — have approached this relationship some-
what differently, opening up and undermining the ‘versus’ to consider the common
features between the concerns, questions and challenges of research in online and
offline environments. This work suggests that, rather than seeing Internet research
as something that is different from work in offline domains, we should acknowledge
the commonalities between online/offline research practices and question the
assumptions that our understandings of ‘real-world’ research are based upon.

This book has explored a number of these shared features: the uncertainty of the
meaning or significance of observed behaviour in technologically mediated and
physically embodied environments (Chap. 4); the constructed nature of the public/
private distinction and research subject in online and offline research (Chaps. 3 and
4, respectively); and the allegiances and shifting observational positions that Internet
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researchers, as well as those working in the ‘real world’, may develop and inhabit
(Chap. 5). These themes suggest that shared concerns, uncertainties and challenges
are felt wherever one is carrying out research, and that affiliations can develop in
relation to textual material as well as physically embodied beings.

In examining these commonalities, I have positioned my approach in alliance
with other researchers who have argued that in all contexts the researcher is faced
with performances and in opposition to those who argue that those who engage in
‘real-world’ research are closer to an empirical ‘truth’ than those working online.
Whilst identifying a number of the particular difficulties of online research, I have
demonstrated how the issues faced are similar to those encountered by researchers
working within physically embodied environments. More broadly, I have argued
that the production of research ethics is the same essential activity whether one is
carrying out online or offline research, it is just that the researcher is faced with dif-
ferent sorts of empirical phenomena. Whilst my focus throughout the book has been
on the use of qualitative methods, as I hope to have demonstrated, these similarities
are also felt and need to be considered by those using quantitative methods.

The recognition of the continuities between research in online and offline
domains is significant because it warns against the impulse to rely on, or mytholo-
gise, the apparently concrete nature of face-to-face data. It suggests that it is wrong
to celebrate ‘the real’ as an authentic marker of identity, or more broadly, as a source
of ‘truth’. In some ways, the emergence of the Internet and new media technologies
has been rejuvenating, causing scholars to reflect back on the nature of qualitative
inquiry in face-to-face environments and the uncertainties that we experience when
we engage with, or observe, activity in offline domains. As Baym and Markham
have argued, ‘the challenges of internet research have [...] prompted its researchers
to confront, head-on, numerous questions that lurk less visibly in traditional research
contexts’ (Baym and Markham 2008, 8). This inversion (turning the tables onto the
offline world(s)) suggests the value of seeing the familiar as strange and the produc-
tivity of ‘misperceiving’, being jolted out of, and moving outside of, our assump-
tions (Turnbull 2000, 44).

We are left, then, with the idea that online and offline domains may not be so
different. As the author William Gibson has noted, ‘[...] my guess has always been
that the thing our grandchildren will find quaintest about us is that we made the
distinction between here and the Internet’ (Gibson, quoted in Grossman 2010).*

Ethical Destabilisation as Well as Construction

As well as emphasising the localised nature of the production of ethical stances, the
previous chapters have also explored the emergent, dynamic, and contingent nature
of this production. I have described how, throughout the research process, researchers

*Thanks to a different Will Gibson for pointing me towards this quote.
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must be responsive to changing situations and may find themselves engaged with
stabilising (research) activity in the face of unexpected developments and chal-
lenges. This is both in relation to general research design issues and more specific
ethical questions. This reminds us that the researcher is engaged in the production
of their ethical stance throughout their research, that this is only ‘achieved” when
the work is finished and that, even then, this achievement may be undone by reflec-
tion upon, and challenges to, the decisions made previously.

My consideration of this destabilisation has drawn from accounts of ethical
dilemmas experienced by researchers working in diverse environments. I have also
made reference to my own first-hand experience of this destabilisation. In explain-
ing my methodological and ethical decision-making during my study of COA and
SHH, I have explored how I worked through issues in the construction of my own
ethical stance — the achievement of my ethics. In each chapter, my emphasis has
also been on how these decisions were challenged: my need to reestablish my
research field and definition of COA and SHH as ‘public’ in the light of the shifting
nature of these sites (Chap. 3); how my growing identification with, and imagining
of the members of COA and SHH unsettled my stance (Chap. 4); and my hesitant
moves towards SHH during my research (Chap. 5). These examples — and the
points of instability they suggest — demonstrate the way that the ethical stances that
we produce can come undone and the stabilising efforts required when engaging
with empirical research. Whilst the unexpected events which occurred during my
study underline the uncertainties involved in engaging with online environments,
such contingencies are similar to those arising in offline research, where the
researcher (whether using qualitative or quantitative methods) is likely to face their
own challenges and surprises.

The Constructed Rather Than Natural Status of Ethical Practice

Just as challenging our assumptions regarding the certainties of offline research can
be productive, so too finding our ethical decisions challenged by unexpected events
can provoke learning, demanding that we step back and reassess our actions (see
Whiteman 2010). The emphasis on the contingent and dynamic nature of ethical
decision-making is also important because it undermines the idea that there might,
in fact, be ‘right’ answers that can be fixed upon and guide our practices. Instead,
recognition of the unstable nature of research ethics draws attention to the shaping
of our production of these answers.

In emphasising the localised production of ethical stances, the previous chapters
have argued for recognition of the constructed, rather than natural, status of ethical
decision-making. They have highlighted the agency involved in the construction of
ethical stances, rather than thinking about ethics as involving a taking on, or applica-
tion, of ethical rules. If we are trying to understand our own agency, recognition of this
manoeuvring is vital. Our stances need to be understood as constructed rather than
natural outcomes of moves made in relation to different discourses. This construction
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perhaps seems more obvious in the move to the Internet, which appeared to unsettle
the methods of research by destabilising expectations, challenging norms established
in the contexts of offline research, and thus drawing attention to researchers’ attempts
to construct ‘good practice’. But, as I have argued, this is something that should also
be remembered in the context of offline research.

I have also considered how different approaches to the objectification of empiri-
cal phenomena (as public/private, or text/subject, for instance) have become attached
to attitudes towards the acceptability of using certain types of methods — the ways
that the naturalising of assumptions often involves the attribution/denial of moral
value to specific methodological actions. I have been particularly interested in argu-
ments relating to the use of covert methods and have argued against those who seek
to present some methods as inherently ethical and some as not. My perspective here
aligns with Denzin’s claim: ‘my position holds that no areas of observation are in an
a priori fashion closed to the sociologist, nor are any research methods in a priori
fashion defined as unethical’ (Denzin 1968, 502). In this paper, Denzin calls for
decisions based on the empirical nature of our research contexts, with judgements
about which methods are ethical, dangerous, or disruptive, being made in relation to
this. Whilst it may be legitimate to criticise the methodological decisions that
researchers make (and my own use of covert methods might be deemed unaccept-
able by some), we need to consider the suitability of research methods in respect of
their use in particular contexts and in relation to specific research questions.

A Sociological Approach to Research Ethics

Throughout the book, I have recruited a range of theoretical resources, including
research ethics frameworks, accounts of anthropological and sociological research,
textbooks and papers on research ethics, and literature on the ethics of online
research practice. The field of Internet research ethics writing has developed consid-
erably since I started working on my Ph.D. in 2004. This development has involved
the publication of new edited collections, papers, and monographs on the ethics of
online research as well as the launch of the International Journal of Internet
Research Ethics.> Shared objects of interest have also led to the production of spe-
cialist guidance for Internet researchers who have mutual concerns (such as the
ethics of studying social networking activity®). Just as ethical guidance has built
around shared objects/interests/methods in the context of ‘real-world’ research (e.g.
the ethics of covert research and the ethics of research involving children), increas-
ingly complex territories of guidance are now developing in relation to the ethics of
online research practice.

Shttp://ijire.net.

¢See Wilkinson and Thelwall (2011), and Bruckman et al. (2010), for discussion of the ethics of
such research.
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My interest in these resources is perhaps most obvious in Chap. 2, in my engagement
with Susan Herring’s paper on ethics, and in Chap. 5, in my discussion of researchers’
expressions of their identification to objects of interest in accounts of research.
Elsewhere throughout the book, however, I have recontextualised accounts of research
as pedagogic resources in the presentation of my argument, using examples to illustrate
the strategic construction of positions in respect of key ethical issues. I have marked
out continuities and discontinuities between different perspectives/voices and tried to
point to the diverse ways that the ethics of the academy might inform our research
actions. Throughout, I have focused on the published utterances of researchers, rather
than speaking to scholars directly about their experiences of research.”

My engagement with this work — and exploration of the textual negotiation of
research ethics in this literature — has been fuelled by an interest in the rhetorical
moves involved in the articulation of ethical positions, the strategies that scholars
have developed for dealing with ethical and methodological questions/problems,
and the formation of ethical identities in the reporting of research. In establishing
our own ethical stances, I would argue, our engagement with these moves needs to
be critical, involving an analytical approach to the reading of the work of others
rather than, say, a collector approach to gathering ethical guidance as it emerges.

The approach to ethics I have taken in this book can perhaps be considered as
sociological, rather than philosophical, in that it has explored the ethical positioning
of other researchers, their strategic manoeuvring as they present and seek to defend/
assert the legitimacy of their actions. In some ways, I have shifted from exploring
moves within one type of activity (media fandoms — my focus of interest during my
study of COA and SHH) to another (research and scholarship.) In each case my
focus has been on their practices and relationships to objects of interest. Despite
their differences, in both cases, participants are involved in the construction of iden-
tities as ethical agents, and in both cases, this articulation is framed and understood
within particular audiences/contexts. The task is to then get a sense of our own
identities/audiences in the conduct of our own work.

The Interrelationship Between the Ethics of the Researcher
and the Ethics of the Researched

As well as looking to the theoretical ethics of the academy, the previous chapters
have also discussed the ethics of the empirical contexts in which researchers work —
drawing in a range of different online and offline settings. My concern has been less
on the ethics of these settings. This is an area of investigation that presents its own
extremely interesting questions and interests, and one that is being explored by a
range of scholars (e.g. Langford 2000; Slater 2002; Spinello and Tavani 2004; Craft

"For an example of the latter approach, see McKee and Porter’s (2009) book on Internet research
ethics.
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2007; Drushel and German 2011). Rather, I have been interested in the interrelationship
between these ethics and our own. Specifically, how does the objectification of our
research settings shape researchers’ actions or, in the terms I have introduced, how
do the ethics of the researched relate to the ethics of the researcher?

I have described how researchers’ actions can be shaped and influenced by the
nature of the environments that they study and by the demands and expectations of
the inhabitants of these environments. The potential for the ethics of the researched
to influence those of the researcher was evident in a number of examples discussed
in earlier chapters. These include the ways that Internet users’ perceptions of pri-
vacy might inform the researcher’s objectification of the public/private status of
online environments (discussed in Chap. 3) and Pearce and Artemesia’s moves
towards greater participation in their study of online worlds (described in Chap. 5).
In these examples, researchers can be seen to establish an earnest position in rela-
tion to their research settings, aligning their ethics with those of the researched.
Other scholars I have introduced (such as Herring in Chap. 2 and the scholars of
deviant and criminal acts in Chap. 5) have positioned themselves in opposition to
the ethics of their research settings, either because they were unacceptable to them
personally or because they sought to take a more critical stance.

When considering the relationship between the ethics of the researcher/researched,
the issue is not just about the extent to which the ethics of the setting can inform or
destabilise the researcher’s ethics, but also how the ethics of the researcher can desta-
bilise those of the research settings. Burgess (1984) provides one example of this. In
a discussion of the challenges of dissemination he describes Nancy Scheper-Hughes’
description of how the focus of her 1979 study Saints, Scholars and Schizophrenics,
the town ‘Ballybran’, had been changed by her work. Burgess notes how:

[...] the study had challenged the local people’s interpretations of the meanings of events
and of their lives. In her study, Scheper-Hughes had reported on a woman giving up a disap-
proved love match to care for her widowed father and unmarried brothers. Before publica-
tion [of her study] this had been locally regarded as a moral ‘Christian’ thing to do but was
now openly challenged. There were alternative views of pity and of questioning her attach-
ment to her study [...]. However, there were also benefits to her study. Hitherto unspoken
issues were now discussed: problems of the aged, problems of family and marriage and new
insights about their lives.

(Burgess 1984, 204-205)

As this account suggests, researcher’s activities can unsettle and influence the
ethical behaviour of the researched. This potential for influence, and possibility for
bringing about change, means that scholars must take particular care in the dissemi-
nation and publication of their work.

The interrelationship between the ethics of researcher and researched therefore
operates in two directions. Researchers can be influenced by their settings, and set-
tings can change as a result of the activities of researchers. Aligned with this, the
researcher and researched can adopt very different positions in respect of one
another — accepting or distancing from each other. I have also suggested that, despite
the moves that researchers may make towards their research settings, some distance
is necessary if the researcher is not simply to present the voice of the setting. At the
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same time, without looking towards the setting, researchers risk speaking only from
a position outside the setting, which may not be sensitive to the local concerns and
interests of the researched.

From ‘Me’ to ‘Them’ to ‘You’

The previous chapters have traced different concerns relating to the localised pro-
duction of ethics. Initially, in Chaps. 1 and 2, my focus was on a priori consideration
of doing good — conceptualising the production of an ethical stance, led by the
researcher’s concern with the construction of ‘my’ ethics as defined in relation to
distinct domains and discourses. I then shifted attention in Chaps. 3 and 4 onto the
ways that researchers might generate a sense of the ethics of the researched (how we
might objectify ‘them’). In Chap. 5, I moved into the field, focusing on the chal-
lenge of dealing with in situ responses and how ‘they’ can influence ‘my’ ethics. In
closing, I want to think about what might happen when we address ‘them’ as ‘you’
— the move towards sharing our work with the researched settings and the uncer-
tainty/unease that may surround our ethical manoeuvring.

In 2007, I emailed my Ph.D. thesis to the owner of SHH, with whom I had earlier
had some limited correspondence in the aftermath of the hacking of the site.
Subsequently (with my permission), a link to my thesis was posted on a thread on
one of the forums of SHH. In the days following the post, around 30 members of the
site responded to my study and discussed my work. The reactions of the site’s mem-
bers to my study were quite balanced — not overly positive and not overly negative.
Some engaged in a close interrogation of my analysis, highlighting in particular my
analysis of key personalities on the forum. Some mocked the academic nature of my
study — the fact that a student would be so interested in their activities and spend so
much time on the forums. Others recalled and asked about moments and events
described in the thesis. Reactions also included a range of responses to the methods
of my study, including the expression of unease at having been put under the micro-
scope, and the posting of reminders by others that the site was, after all, in the public
domain. During this time, I posted my first of two messages onto the boards, con-
firming that I had not been a participant on the forums (in response to a poster who
had queried this) and explaining my research design further.

In some ways, sharing my study with the site provided a test of the stance that I
had established and the justifications that I had made during my study against the
opinions of some of those most closely involved in the activity. SHH was different
from COA, which had closed its forums by the time I had finished my study and
with which I had had no interactions. Whilst I felt that I could justify and defend the
decisions I had made, I have to admit that I was nervous about what the reaction of
SHH members might be. This was partly because my study was different from
many of the studies of online communities that I had read at that time, studies of
online sites that had adopted more participatory approaches. Despite commonalities
in our aims (in taking a qualitative approach towards the study of online cultures and
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seeking to understand the workings of online settings over time), my more distanced
observational stance, and lack of correspondence with the sites’ members, meant
that I could not obtain reassurance from recognising a family resemblance with
other qualitative studies of life online.

At the very start of this book, I described the intervention of journalists into the
activities of Avarar fans. How different was my engagement with, and academic
‘invasion’ of, COA and SHH from the activity of these journalists? Unlike the jour-
nalistic coverage of Avatar Forums, my Ph.D. thesis (and the subsequent dissemina-
tion of my research at conferences, in journal articles, and in this book) brought
relatively little additional visibility to the site because of the limited readership of
my work (in contrast to that of the Metro paper, for instance, which in 2010 was
reported to have a circulation of 1.3 million nationwide®). My work was therefore
different in terms of both the manner of its publication and its publicness, and did
not draw the site into the public domain in the same way as news reports would have
done. Yet I was still an invader. I still do not have a clear sense of whether my
research unsettled SHH or its members. Perhaps it has caused at least one member
of the site to think differently about their posting activity, or about the audience that
might be observing them. As I argued in Chap. 3, this might not be a bad thing. Yet
it was a source of unease then and remains one now in my reflections back on my
study from a more distanced vantage. I would still defend the decisions that I made
during my project, but I am also aware of the tensions that developed during the
study and in my reflections since completing it.

This unease is perhaps inescapable. The achievement of ethics is, as I have
described in this book, a messy and complicated business. If we decide that it is not
appropriate to cling to the lifebuoys of ethical rules and focus our attention instead
on negotiating the localised production of ethical positions, positions which must be
established in relation to other possible positions, and if we take into account com-
peting interests, audiences, and parties, we move into an ongoing reflection upon
our responsibilities and actions. As these parties, positions, interests, and contexts
change, we may well find ourselves challenging, even losing faith in this earlier
achievement. Inevitably, perhaps, the researcher will look back on their earlier self
and say ‘if only I had done it this way!” When all is said and done, research ethics
are perhaps more local than we would like to think.
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