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 Introduction: Global Controversies over Open Standards 

 Laura DeNardis 

 The candlelight vigil in front of the town hall in Bangalore, India, brought 
together young engineering students and information technology 
professionals along with an eclectic collection of Bangalore residents. 
One protester was reportedly a Bangalore scrap dealer whose business 
relied on a computer center in a local slum.  1   The purpose of the vigil, 
organized by a free software users group in India, was to protest the 
passage of a technical standard — OOXML, or Open Offi ce eXtensible 
Markup Language — by the International Organization for Standardization 
(ISO). The protesters hoped to pressure the Indian government into 
fi ling an appeal over the passage of this standard. The controversy 
involved document fi le formats, or the standards underlying word process-
ing documents, spreadsheets, and presentations. These standards establish 
common rules for structuring information contained within documents 
so they can be created and exchanged by any application adhering to the 
standards. 

 Politically charged controversies over document standards date back to 
at least 2004, when the Commonwealth of Massachusetts in the United 
States included a standard called Open Document Format (ODF) in a list 
of that state ’ s required technical standards for new government informa-
tion technology procurements. ODF was an openly published standard 
that could be implemented in products on a royalty-free basis. This open 
approach was consistent with the traditional openness of the Internet ’ s 
underlying protocols but was a departure from the historically dominant 
approach to offi ce applications — such as the Microsoft Offi ce applications 
then based on closed specifi cations for text, spreadsheet, and presentation 
documents. These formatting structures have traditionally been proprie-
tary unpublished specifi cations that are not available for other companies 
to use to create competing and interoperable products. One of the cited 
rationales for the initial Massachusetts standards policy was the concern 
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about public documents stored in a format dependent upon a single 
corporation. 

 In one memorable statement, a public offi cial stressed that it was a basic 
democratic imperative for public documents to not be locked into propri-
etary formats that might be inaccessible or unreadable in the future or 
subject to licenses that restrict access to public information. At the time, 
Microsoft was in the process of introducing a new version of its Offi ce 
suite, OOXML, based on an XML document standard rather than propri-
etary binary formats. There have been many controversies since the intro-
duction of OOXML and ODF including the question of what constitutes 
an open standard, what procedures are necessary to develop an open stan-
dard, what the appropriate role of governments should be in promoting 
open standards through procurement and other policies, as well as a host 
of other questions.  2   

 Global controversies over document standards typify some characteris-
tics of standards debates. Standards design and selection issues are some-
times as much about competitive battles among dominant information 
technology companies (e.g., Microsoft, Google, IBM, Oracle) and about 
social values (e.g., public access to government documents) as they are 
about questions of technical effi ciency and interoperability. The docu-
ment-standards debate also demonstrates how the question  “ What counts 
as an open standard? ”  can be so controversial and what is at stake in the 
answer to this question. 

 OOXML and ODF are only two standards. Countless standards enable 
interoperability among software and hardware products made by different 
manufacturers; they are blueprints for developing technologies that can 
communicate and exchange information with other technologies based on 
the same specifi cations. Routine Internet use involves direct engagement 
with hundreds of standards. Most Internet users are familiar with Blue-
tooth, Wi-Fi standards, an array of Voice over Internet Protocol (VoIP) 
standards, the MP3 format for encoding and compressing audio fi les, and 
HTTP, which enables the standard exchange of information between Web 
browsers and Web servers. These are just a few examples of the underlying 
standards that are arguably the most critical component of the Internet ’ s 
technical and legal architecture. 

 An underlying theme of this book is that technical standards not only 
provide technological interoperability but also produce signifi cant political 
and economic externalities. Battles over standards are sometimes market 
confl icts between technology companies, which obviously stand to benefi t 
if the standards they use in products gain market traction. More broadly, 
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the degree of openness of a standard can have a direct bearing on the 
competitive openness and pace of innovation in the information and com-
munication technology (ICT) industry. On one hand, standards that are 
openly published can contribute to innovation by creating competitive 
markets for technology products. Any company or entrepreneur can access 
an openly published standard and develop products based on this stan-
dard. Internet standards such as TCP/IP (Transmission Control Protocol/
Internet Protocol) have historically been openly available, contributing to 
the rapid pace of Internet innovation. On the other hand, standards that 
are not published or have underlying intellectual property restrictions 
imposed on them can be used as barriers to trade in global markets. 

 As will be discussed in this book, standards are also political, making 
decisions about individual civil liberties online. For example, some of the 
decisions structuring the standards underlying electronic medical records 
will determine the extent of user privacy in emerging eHealth systems. A 
striking aspect of this form of policy making is that standards are estab-
lished primarily by private institutions rather than elected representatives. 
This has raised many questions about legitimacy and the necessary degree 
of openness and transparency of the development process for standards 
that might have direct policy implications. 

 As will be evident throughout this book, questions about openness exist 
in four general areas. The fi rst is the development process: who is permitted 
to participate in designing a standard or to access information about that 
standard ’ s development and associated deliberations, minutes, and records? 
If standards development were purely a technical exercise with no political 
implications, then the nature of the development process would be irrel-
evant. If standards development sometimes involves battles among com-
panies and decisions that have public interest implications, then the degree 
of procedural openness and transparency is a relevant concern. 

 The second area, implementation, raises questions about the degree of 
a standard ’ s openness in its implementation, meaning whether the stan-
dard itself is published, whether the standard can be accessed for free or 
for some fee, and to what extent the standard has underlying intellectual 
property restrictions on its implementation in products. 

 The third area, standards use, considers how standards infl uence product 
competition and user choice of technologies. Are there multiple competing 
products based on a particular standard and do users have product choices? 
And the fourth area, concerning government involvement in standardiza-
tion, raises a fi nal set of questions about the appropriate role, if any, of 
governments in promoting open standards. A recent global phenomenon 
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has been the emergence of government policies establishing technology 
procurement policies based on open standards to promote the overall 
economic innovation, interoperability, and user choice that can result 
from open standards.  3   

 In the context of this political momentum and ongoing industry debates 
about what counts as an open standard, even the meaning of such terms 
like  “ openness ”  and  “ interoperability ”  are highly contentious.  Opening 
Standards  brings together scholars and practitioners from a variety of per-
spectives to explain the debates about openness and interoperability in 
standards, to identify emerging problems, and to make normative recom-
mendations about open standards.  Opening Standards  takes an interdisci-
plinary approach to addressing subject matter directly pertinent to current 
questions and controversies in information and communication technol-
ogy policy. The book is organized into fourteen chapters grouped into four 
parts: (1) The Politics of Interoperability; (2) Standards, Innovation, and 
Development Economics; (3) Standards-Based Intellectual Property Debates; 
and (4) Interoperability and Openness. 

 Part I addresses some of the political questions about open standards 
and interoperability. Questions posed to authors included the following. 
In what ways do the technical decisions made by standards-setting orga-
nizations establish public policy and to what extent is the openness of a 
standard relevant to this form of policy making? How can standards pro-
cesses refl ect the public interest ? What is the appropriate responsibility, if 
any, of national governments and international bodies toward promoting 
open standards through such means as procurement, regulatory interven-
tion and oversight, or standards development? 

 In chapter 1, John Morris, the general counsel of the Center for Democ-
racy  &  Technology (CDT) in Washington, D.C., provides concrete examples 
of how technical design choices have enduring implications for public 
policy and individual rights. His chapter,  “ Injecting the Public Interest into 
Internet Standards, ”  provides specifi c examples of how private standards 
bodies operating outside of traditional structures of government and public 
accountability make policy choices. Morris then examines ways in which 
the public interest can realistically enter this process. 

 Another issue at the intersection of politics and technical standards is 
the role governments should play in infl uencing standards development 
or adoption. In chapter 2,  “ The Government at the Standards Bazaar, ”  
Stacy Baird questions the extent to which it is appropriate for governments 
to intervene by mandating information technology standards. Baird argues 
that governments should be extremely reluctant to intervene in standards 
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market activity and should be cautious when considering any type of 
standards adoption mandates. 

 In contrast to Baird ’ s account, D. Linda Garcia of Georgetown University 
challenges assumptions that responsibility for setting standards lies 
squarely with the private sector. In chapter 3,  “ Governments, the Public 
Interest, and Standards Setting, ”  Garcia describes how, regarding standards, 
the market does not necessarily produce effi cient results and describes 
reasons (e.g., national economic health, national security, property rights) 
governments might have an interest in standards, whether as a rule maker, 
an enforcer and adjudicator, an educator, a broker, a subsidizer, a regulator, 
a consumer, or a developer. 

 Chapter 4 offers a specifi c case study about the politics of a single Inter-
net protocol (standard) known as DNS Security Extensions (DNSSEC). In 
 “ Securing the Root, ”  Internet governance scholars Brenden Kuerbis and 
Milton Mueller address the global policy problem of managing the root 
zone fi le of the Domain Name System (DNS). The Internet ’ s root must be 
coordinated in order for the Internet to provide global interoperability. The 
question of who should have authority over the root zone fi le has histori-
cally been a divisive issue concerning the global Internet. At the same time, 
most people agree that the Internet should be made more secure and the 
DNSSEC protocol was designed to do this. To implement this protocol, the 
DNS root zone had to be revised, providing an opportunity to rethink and 
revise U.S. government control over the root zone fi le. This chapter 
describes how, despite DNSSEC being an openly developed standard, the 
U.S. government used the implementation of this standard to further 
entrench its authority over the Internet ’ s domain name system. 

 Chapter 5,  “ Open Document Standards for Government: The South 
African Experience, ”  written by South African scholar Andrew Rens, 
recounts the challenges involved in framing South Africa ’ s open standards 
policies. South Africa was one of a number of developing countries that 
introduced a national framework for adopting and preferring open stan-
dards within public sector technology infrastructures. Rens describes the 
South African standards policy, including the requirement to use ODF, as 
well as South Africa ’ s experience of ISO ’ s adoption of OOXML. Rens pro-
vides a critique of the ISO standards-setting process and raises questions 
about the difference between a standard labeled  “ open ”  by a standards 
body and the ability of that standard to actually meet a government ’ s 
objectives for an open standard. 

 Part II, Standards, Innovation, and Development Economics, examines 
the issue of open standards through a lens of economic theory and inter-
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national relations, addressing the intersection between standards, competi-
tion, innovation policy, and global trade. In chapter 6,  “ An Economic Basis 
for Open Standards, ”  economist Rishab Ghosh argues that open standards 
can be defi ned by the benefi cial economic effect of ensuring full competi-
tion among suppliers of a technology. These competing suppliers, argues 
Ghosh, should have the equal ability to implement the standard. Ghosh 
also makes the case that public procurement should support open stan-
dards to help promote competitive markets for software products; that 
these policies should exclude compatibility with proprietary technologies 
as a requirement; and that open standards should be mandatory in the 
case of electronic government services and preferred in other public soft-
ware procurement. 

 In chapter 7,  “ Open Innovation and Interoperability, ”  Nicos L. Tsilas, 
Microsoft ’ s senior director of interoperability and intellectual property 
policy, stresses the importance of a balanced defi nition of open standards 
that encourages intellectual property rights holders and implementers to 
collaborate and innovate. Tsilas describes an industry shift from closed to 
open innovation models that rely on external ideas and collaboration. This 
model, Tsilas suggests, is actually enabled by strong intellectual property 
incentives and protection systems and should distinguish between  “ people 
interoperability ”  and  “ technical interoperability. ”  Tsilas recommends a 
defi nition of open standards for standards organizations and governments, 
which he argues should adopt neutral procurement policies toward specifi c 
standards. 

 Chapter 8,  “ Standards, Trade, and Development, ”  turns to the issue of 
standards and global trade. John S. Wilson, lead economist in the Develop-
ment Economics Research Group of the World Bank, warns that increasing 
nontariff technical barriers to trade, such as government attempts to infl u-
ence markets through technical standards, are threatening the ability of 
open markets and trade to reduce poverty and improve global welfare. 
Wilson recommends several trade measures to address the increasing 
problem of nontariff technical barriers to trade and suggests the formation 
of a  “ Global Standards Consortium ”  dedicated to addressing policy ques-
tions at the intersection of development economics, technology, and 
standards. 

 Part III, Standards-Based Intellectual Property Debates, shifts attention 
to the core legal question underlying technical standards. Intellectual prop-
erty rights are at the heart of controversies and key decision criteria about 
what constitutes an open standard. The numerous organizations setting 
technical standards for information exchange have divergent policies 
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about such questions as whether standards should be royalty-free or avail-
able based on so-called reasonable and nondiscriminatory (RAND) terms 
and whether members are compelled to disclose patents and other intel-
lectual property rights relevant to the implementation of a standard. Part 
III examines questions such as whether standards organizations should be 
able to  “ own ”  standards; whether standards should be eligible for copy-
right protection; what the key issues and concerns are over whether stan-
dards are royalty-free or available on a RAND basis (and what exactly does 
RAND even mean?); whether it is necessary to have one approach to intel-
lectual property rights in standards; and in what ways patents, including 
nondisclosed patents, inhibit rather than promote innovation and 
competition. 

 In chapter 9,  “ Questioning Copyright in Standards, ”  Pamela Samuelson, 
professor of law and information management at the University of Cali-
fornia at Berkeley, explains how copyright has become a prominent 
concern in intellectual property rights debates in standards. Standards-
setting organizations increasingly charge fees to those wishing to access 
and use a standard, such as ISO ’ s policy that would have mandated annual 
fees for developers or information providers using standard Web country 
codes. Samuelson lays out case law and policy considerations related to 
copyright protection and standards, assesses whether standards organiza-
tions need copyright as an incentive, and identifi es concerns about allow-
ing standards institutions to own standards, especially when the standard 
is legally required. 

 Chapter 10 provides a historical case study of the intellectual property 
questions that arise in standards-setting institutions. In  “ Constructing 
Legitimacy: The W3C ’ s Patent Policy, ”  historian of technology Andrew L. 
Russell provides an account of a controversial policy fl ashpoint in the 
history of the World Wide Web Consortium ’ s (W3C) patent policy. Russell 
starts with the assumption that the  “ Web became world wide because its 
standards were open. ”  He describes a 2001 W3C recommendation to incor-
porate patents into Web standards and provides an account of the ensuing 
controversy and grassroots alarm. The W3C ultimately adopted a royalty-
free patent policy and Russell explores this decision within broader histori-
cal questions about the relationship between standards and institutional 
power and legitimacy and possibilities for democratic control over 
technology. 

 In chapter 11,  “ Common and Uncommon Knowledge: Reducing Con-
fl ict between Standards and Patents, ”  standards expert Brian Kahin identi-
fi es current problems with patents and standards including patent thickets, 
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lowered thresholds for patent grants, and undisclosed patents. Kahin 
explains the inherent tension in the melding of standards and patents in 
that the value of patents is in exclusivity and  “ uncommon ”  knowledge 
and the value of standards is in ubiquity and  “ common ”  knowledge. 

 As parts I, II, and III will illustrate, attempts to defi ne  “ openness ”  in 
standards is a controversial and diffi cult exercise. While previous chapters 
examine openness in various contexts, part IV, Interoperability and Open-
ness, shifts more specifi cally to the question of how to defi ne an open 
standard. Part IV begins with a summary of the problems to which open 
standards could respond. In chapter 12,  “ ICT Standards Setting Today: A 
System under Stress, ”  Andrew Updegrove explains how the standards 
development infrastructure, with its nineteenth-century roots, is incapable 
of meeting today ’ s requirements for universal and fast-paced ICT 
standards. Updegrove summarizes these shortcomings, describes ensuing 
societal implications, and surveys some possible political interventions 
to alleviate these problems. 

 In chapter 13,  “ Software Standards, Openness, and Interoperability, ”  
Robert S. Sutor, IBM ’ s vice president of open systems, proposes defi nitions 
of a standard and an open standard and explains how these relate to 
interoperability. Sutor does not view open standards as a binary comple-
ment of proprietary standards but instead acknowledges a spectrum from 
completely closed to completely open. Sutor suggests that the openness of 
a standard can be assessed based on criteria related to procedural transpar-
ency, community, democracy, costs, freedoms and permissions, and restric-
tions. Sutor describes how the word  “ interoperability ”  is often misused 
by market interests and proposes a framework for defi ning software 
interoperability. 

 The fi nal chapter of  Opening Standards  is  “ Open Standards: Defi nition 
and Policy. ”  In chapter 14, Ken Krechmer lays out a framework for under-
standing various perspectives on the defi nition of open standards. Defi ni-
tions vary based on interest groups including standards-setting organizations, 
commercial implementers, end users, economists, and the legal profession. 
Krechmer chooses not to treat governments as independent interests but 
as representative of a mixture of other viewpoints. Within this framework, 
Krechmer suggests ten requirements for open standards: open meeting, 
consensus, due process, one world, open intellectual property rights, open 
change, open documents, open interface, open access, and ongoing 
support. 

 In bringing together such diverse and interdisciplinary views on stan-
dardization,  Opening Standards  lays out what is at stake in open standards 
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policies and defi nitions and develops some important themes. First, techni-
cal standards carry signifi cant political and economic implications as well 
as providing technical interoperability and should be viewed as an integral 
part of information policy. Second, confl icts over standards development 
and adoption fi t into broader economic, cultural, legal, and political ten-
sions within the context of international Internet governance debates and 
Internet globalization. Finally,  Opening Standards  makes clear that, despite 
the historical traditions of the Internet, openness is not a given but must 
be defi ned and promoted in an information society in which technical 
standards increasingly control the pace of innovation, the extent of 
freedom online, and access to knowledge.   

 Notes 

 1.   For pictures and more information, see  “ Cutting Through the Digital Divide, ”  

 The Hindu , online edition, April 15, 2008,  < http://www.hindu.com/2008/04/16/

stories/2008041650950200.htm > .  

 2.   For an account of the OOXML and ODF evolution and controversy, see 

Andy Updegrove,  “ ODF vs. OOXML: War of the Words (an eBook in Process), ”  

November 25, 2007,  < http://www.consortiuminfo.org/standardsblog/article.php?

story=20071125145159900 > .  

 3.   See Laura DeNardis,  “ E-Governance Policies for Interoperability and Open 

Standards, ”   Policy  &  Internet  2, no. 3 (2010),  < http://www.psocommons.org/

policyandinternet/vol2/iss3/art6/ > . 

  





 I     The Politics of Interoperability 





 1     Injecting the Public Interest into Internet Standards 

 John B. Morris Jr. 

 It is said that on the Internet,  “ code is law. ”   1   Seemingly narrow technical 
choices can have broad and lasting impacts on public policy and individual 
rights. These technical decisions are primarily made in the private bodies 
that set the technical standards for the Internet — such as the Internet 
Engineering Task Force (IETF), the World Wide Web Consortium (W3C), 
and a growing number of smaller standards bodies and industry consortia. 
These key standards bodies operate largely outside of the public eye and 
with little input from public interest groups or public policy makers. How 
then can the public ’ s interest in an open, decentralized, global Internet be 
represented in these venues of Internet design? 

 For information and communication technology (ICT) standards result-
ing from these private processes to meet any comprehensive defi nition of 
 “ openness, ”  standards developers must consider and address public policy 
concerns raised by their work, and should refl ect the effective and consid-
ered input of public policy experts. Even if a technical standard that 
impacts a public concern is made freely available to all technology design-
ers, it cannot be considered to be  “ open ”  unless it was developed with an 
effective opportunity for public input. As more and more public policy 
decisions shift away from legislatures and regulatory agencies and to 
private standards bodies, the necessary public policy analysis must also 
shift into the standards processes. 

 This chapter looks at the need to ensure that public policy concerns are 
appropriately considered within the standards bodies. To ensure that the 
Internet continues to develop with positive public policy impacts, there 
must be greater public interest participation in the standards processes, 
and the standards bodies themselves must move toward new procedures 
to consider and address the public interest. Both government and industry 
leaders should actively support the development of tools for public policy 
impact assessment. 
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 Standards and the Internet: Essential Foundation and Critical Impacts 

 The Internet itself is built upon common technical standards. At its most 
fundamental level, the very idea of the Internet is based on standards: that 
distant and disparate computers and computer networks can communicate 
with each other if they all use the same agreed-upon protocol with which 
to send messages. Following this idea, computers made by different manu-
facturers using different software and operating systems can exchange 
messages because they all follow the same set of rules for messages sent 
between computers or between networks. One of the core standards 
enabling such  “ inter-network ”  messages is the Internet Protocol (or IP). 

 Moreover, on top of the standardized protocols that allow computers to 
talk to other computers are standards that allow specifi c programs to 
exchange information with similar programs on other computers. Email is 
an easy example of such standards — email standards, for example, specify 
that the  “ To ”  and  “ From ”  email addresses must be placed in specifi c places 
within a message, and standards also specify where in a message the 
 “ Subject ”  and the content of the email will be placed. Almost all other 
common ways to communicate over the Internet — by instant messaging 
(IM), Voice over Internet Protocol (VoIP), or using the World Wide Web —
 are based on agreed upon technical standards. 

 Email also provides an example of how technical decisions about stan-
dards can directly impact public policy concerns and questions. When the 
email standards were fi rst created, the designers decided to allow the 
content of the email to be sent in unencrypted form, so that anyone who 
intercepts a message can read its content. A different possible approach to 
email could have required that all email messages be encrypted, and had 
that path been taken, emails would be more secure than the average email 
is today. To be sure, there are signifi cant  technical  pros and cons raised by 
the question of whether to encrypt all email, but equally to be sure this 
decision  also  raises signifi cant  public policy  pros and cons. The point is not 
to argue that email  “ should ”  or  “ should not ”  be encrypted, but that the 
technical design decision about whether or not email should be encrypted 
by default has important public policy ramifi cations — and those ramifi ca-
tions should be considered in the design process. 

 Beyond the example of email, there are a variety of instances in which 
technical design decisions in standards had (or had the potential to have) 
concrete and harmful impacts on public policy concerns: 

   •      IPv6 and Privacy    The development by the IETF of Internet Protocol 
Version 6 (IPv6) shows the impact of design on policy, in this case with 
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regard to the systems of numeric addressing that are used on the Internet. 
All Internet users have — while they are online — a numeric IP address. In 
1998, an IETF standard describing IPv6, a new protocol for Internet address-
ing, set off a major controversy about user privacy and anonymity. Under 
IPv4, the predecessor to IPv6, Internet addressing allowed a reasonable 
amount of privacy and anonymity, because the numeric IP address (such 
as 206.112.85.61) was typically not tied to any particular machine or user. 
With IPv6, however, one characteristic of the standard provided that, in 
many cases, a user ’ s IP address would be derived from a unique number 
embedded in that user ’ s Ethernet network card. IPv6 would therefore 
enable greater monitoring of users ’  online behavior since their IP address 
would be tied to a unique physical identifi er.  2   Thus, for example, a particu-
lar laptop computer would be widely identifi able and traceable when it 
communicated online, no matter where or how the computer was con-
nected to the Internet. The privacy implications of the new IPv6 address 
scheme likely were not intended or even fully recognized by its original 
designers — the use of a unique hardware ID was a clever and effi cient 
technical approach to generating unique IP addresses. But once the con-
cerns were raised, signifi cant debate ensued both in the public policy space 
and among technologists. The issue was ultimately resolved by the IETF 
with publication of an optional addressing scheme for IPv6 that added 
privacy-protecting alternatives to the original design.  3   
   •      OPES and Censorship    For more than a year starting in 2000, the leader-
ship of the IETF grappled with whether to sanction a proposed working 
group on Open Pluggable Edge Services (OPES). The proposed OPES pro-
tocol would permit operators of cache and other servers in the  “ middle ”  
of the Internet to modify content midstream from a server to a user. While 
OPES would facilitate a range of useful and appropriate services, the pro-
posal also raised signifi cant questions about data integrity and user privacy. 
In particular, the original OPES proposal would have allowed a government 
to censor content as it traveled from Web site to user, without either end 
node knowing that the content had been changed or deleted. After these 
concerns were raised within the IETF community and by policy advocates 
(including the author), the IETF leadership set requirements that any work 
on OPES include strong protections for data integrity and privacy, and that 
end users be informed about any transformations made in the middle of 
the network.  4   
   •      DOCSIS and Data Capacity    Internet service over cable television systems, 
using cable modems, relies on a standardized communications protocol 
called DOCSIS (Data Over Cable Service Interface Specifi cation) as the 
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standard for transmission of Internet data over cable television networks. 
DOCSIS was created with virtually no public input by CableLabs, an indus-
try consortium controlled by the cable companies. As originally designed, 
DOCSIS allocated only a very limited amount of capacity to Internet data 
service, and that capacity was heavily weighted toward downstream traf-
fi c — that is, data from the Internet to a user ’ s computer moved far faster 
than information transmitted from the user to the Internet. This design 
limitation severely limited the ability of users to utilize any Internet ser-
vices that required signifi cant upstream data transfers, including VoIP, 
videoconferencing, or the operation of personal servers, and it became a 
signifi cant topic of contention in the  “ open access ”  policy debates in the 
late 1990s. Users pushed back against this aspect of DOCSIS, and eventually 
the cable companies moved to eliminate the downstream bias, fi rst in 
DOCSIS 1.1 (which increased the upstream data rate fourfold), in DOCSIS 
2.0 (which further tripled the upstream rate), and in DOCSIS 3.0 (which 
dramatically increased the capacity in both directions).  5   

 If public policy concerns had been considered  early  in the technical 
design process of these protocols (instead of either  “ later ”  or  “ never ” ), the 
initial technology designers might have made different technical choices —
 choices that furthered (or at least did not harm) the public policy goals. 
In some cases, there may be no technical or engineering reason to prefer 
a hypothetical  “ Approach A ”  over  “ Approach B, ”  but there may be  policy  
reasons why one approach is far better than the other. In other cases,  “ A ”  
may be technically better than  “ B, ”  but the public policy benefi ts of  “ B ”  
may be so great as to lead the designers to choose  “ B. ”  But if policy is not 
considered in the design process at all, then this type of choice may never 
happen. 

 The Need to Inject the Public Interest into Standards Development 
Processes 

 Although the public policy implications of a proposed technical standard 
are sometimes wholly overlooked, at other times policy concerns do arise 
and are considered within standards processes — but they most often arise 
on an ad hoc basis. This ad hoc approach presents at least two major 
problems: a lack of systematic analysis of public policy issues, and a lack 
of  “ public ”  or other outside input into the analysis that does take place. 

 Although many technologists within the leading standards bodies are 
concerned about policy issues, few have explicit expertise in policy making 
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or at interpreting the public interest. Standards organizations typically 
(and appropriately) have emphasized technical goals over broad societal 
ones, but in the Internet ’ s early history there was a signifi cant overlap 
between the two. Openness, accessibility, anonymity, and robustness were 
all technical features of the network that became public values as well. 

 Additionally, since the Internet in its early days was quite small, the 
pressure for explicit analysis of public policy concerns was minimal —
 policy impacts deriving from technical choices would affect just a few 
people in a fairly homogeneous (albeit worldwide) community. The Inter-
net ’ s population and diversity of uses have grown enormously since the 
early days of the network, and technical design decisions now directly 
affect the online experiences and options of hundreds of millions of users 
around the world. Although many past standards were consistent with the 
public ’ s interest in a robust and fl exible new mode of communication, 
there is no assurance that this consistency will continue. 

 Moreover, the risk of divergence has been signifi cantly heightened by 
the commercialization of the Internet. The introduction in the early 1990s 
of commercial traffi c to the Internet began an infl ux of private interests to 
a standards community that had been largely research oriented. The sub-
sequent explosion in commercial use of the Internet prefi gured a signifi -
cant increase in privately motivated participants in the standards process. 
This in turn has subtly changed Internet standards making. While most 
private sector participants make high-quality contributions to standards, 
the extent to which participants can be expected to agree about the net-
work ’ s architecture is diminished because of diverging market interests. 
And because of these changes, there is a growing risk that the public inter-
est in standards could fade into the background of discussion among 
private interests. There is thus a need to take steps to inject public policy 
considerations into standards development. 

 To be most effective, consideration of policy issues must happen  early  
in the design process. Development of a standard often takes between 
eighteen and thirty-six months (or more), and marketplace deployment 
may be months later. If policy concerns are not raised until after a standard 
is fi nalized, or after products are deployed, the chance of constructive 
change is very low. Legislative or regulatory fi at cannot inject into a service 
or product technical capabilities that were not designed in the fi rst place, 
and can often at best only restart a lengthy standards design process. In 
many cases, postdesign regulation is powerless to put a harmful techno-
logical genie back in the bottle. To avoid these results, early consideration 
of public policy concerns is essential. 
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 Importantly, consideration within a standards body of public policy 
concerns should ideally involve public interest advocates or experts, rather 
than simply relying on the engineers and other technical contributors to 
the standards process. A number of factors call for input by those with 
policy experience: 

   •     Public policy concerns can be subtle, and some concerns may be over-
looked entirely without direct public policy consideration of a technical 
proposal. 
   •     Even when a policy issue is identifi ed by technical participants, its resolu-
tion may require an added level of experience with the issue to be able to 
evaluate the gravity of the policy threat and the suffi ciency of proposed 
solutions. 
   •     Increasingly, private and commercial agendas are being pursued within 
technical standards bodies (attempting, for example, to push a technology 
through quickly without addressing inconveniences such as privacy con-
siderations), and public concerns will be overlooked or inadequately 
addressed without participants whose primary agenda is the public 
interest. 

 For these and other reasons, it is vital that public interest advocates be 
involved in the work of Internet technical standards-setting bodies. 

 Challenges and Successes in Raising Policy Concerns in Technical 
Standards Bodies 

 Although highly desirable, sustained participation by public policy advo-
cates in standards development work is hard to achieve. To attempt to 
address this need, in 2001 the Center for Democracy  &  Technology ( “ CDT ” ) 
started its Internet Standards, Technology  &  Policy Project. CDT focused 
its attention on the IETF and, to a lesser extent, the W3C. The Project has 
had signifi cant success in working within the standards bodies, but its work 
has highlighted a number of the serious obstacles to sustained public inter-
est involvement in standards development efforts. The challenges to such 
involvement include the following: 

   •     The technical standards-setting bodies are a radically different type of 
venue from the traditional legislative and regulatory arena in which public 
interest advocates have historically worked, and the traditional approaches 
used by public interest advocates do not easily translate to the technical 
forums of the standards bodies. 
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   •     Ongoing and active participation in a standards working group requires 
a very signifi cant commitment of time (often estimated to require a base-
line of approximately 20 percent of an individual ’ s time to participate in 
a single working group). 
   •     Effective public advocacy within the technical standards bodies requires 
the right mix of technical knowledge (or ability to learn) with public policy 
experience, which somewhat limits the pool of possible advocates. 
   •     The time horizons for standards development efforts is very long, and 
may be too long to garner the dedicated attention of many public interest 
organizations or their funders, both of which are often balancing scarce 
resources and immediate policy crises. 
   •     Many standards bodies have an institutional or cultural resistance to 
addressing public policy issues, often based on past unproductive experi-
ences with public policy advocates who failed to tailor their message to 
the forum. 
   •     The sheer size, number, and diversity of technical standards-setting 
bodies means that public interest advocates will not be able to  “ cover the 
whole waterfront ”  of standards bodies — there simply are too many stan-
dards bodies, consortia, and working groups for the public interest com-
munity to cover. 

 Notwithstanding these obstacles to public policy participation, such efforts 
can be effective. In some cases, public policy input has been a part of a 
technical design effort from its inception. In 1997, the W3C undertook to 
develop the Platform for Privacy Preferences (P3P) as a specifi cation that 
enables Web sites to express — in a machine-readable way — their practices 
with regard to users ’  personally identifi able information. Numerous 
members of the public advocacy community and Internet industry partici-
pated actively in P3P ’ s development, providing extensive input into the 
vocabulary P3P uses to describe all the various practices and implications 
for personally identifi able information. Public interest participation proved 
to be a critical element of the P3P development process.  6   

 In other cases, public interest advocates have injected themselves into 
existing standards discussions to raise issues of public concern. In debates 
within the IETF concerning IPv6 and OPES discussed earlier in this chapter, 
the input of public policy advocates helped to crystallize the policy issues 
raised by the technical proposals, and made clear to the technical com-
munity that these concerns were signifi cant.  7   

 In another interaction with the IETF, public policy advocates have 
played a major role in the development of a protocol for privacy protection 
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in location-tracking and location-dependent services. Working within the 
 “ GeoPriv ”  working group, public policy advocates pushed the IETF to 
include strong protections for privacy in any transmission that sends loca-
tion information. Although GeoPriv remains a  “ work in progress, ”  the 
effort demonstrates the potential for cooperation between standards tech-
nologists and the privacy community.  8   

 Standards Bodies Should Work to Develop Procedures to Identify Policy 
Concerns 

 From a public policy perspective, the key question is how to obtain an 
outcome in the standards design process that appropriately balances both 
technical/engineering considerations  and  public policy concerns. To be 
considered an open standard — taking a robust view of  “ openness ”  — a stan-
dard should have undergone a process in which public policy issues are 
fi rst identifi ed, and then addressed. 

 As discussed, the effort to obtain a desirable outcome may require the 
active participation of public policy advocates in the standards design 
process. But an even more diffi cult threshold question is how design efforts 
that might impact public policy can even be identifi ed in the fi rst place. 
Both the standards development and public interest communities should 
collaborate to ensure that policy concerns are identifi ed at an early stage 
of the design process. Even the direct recognition of a potential policy 
impact alone is likely to improve the handling of the policy concern. 

 A system of  “ public policy impact assessments ”  could form the founda-
tion of a strategy for standards bodies to identify and address public policy 
impacts. The core idea is fairly simple — that technical standards-setting 
bodies should develop a procedure for a relatively brief but focused assess-
ment of new technology proposals to identify whether public policy con-
cerns might be affected. Ideally, members within the standards community 
could execute the initial assessment, without necessarily involving a public 
policy expert or advocate. The key purpose of such a public policy impact 
assessment would be to identify policy concerns early in the design process, 
not to indicate how those concerns should be addressed. 

 To achieve these goals, the public policy impact assessment must be one 
that examines technical design issues from the perspective of the technol-
ogy designer, not the public policy advocate. In other words, the assess-
ment must be in terms that are well understood by the community of 
technologists in the standards body. For example, the process of assessing 
potential public policy impacts should not simply ask questions like  “ does 
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this technology harm privacy? ”  Instead, the assessment process should 
break the technology down into components that are known to raise 
privacy risks. Questions that would be more appropriate and constructive 
include  “ does this technology expose information about an end user to a 
third party? ”  or  “ does this technology permit the retention of information 
about an end user? ”  To develop an effective system of public policy impact 
assessments, abstract public policy concerns must be broken into concrete 
and familiar technological elements that can be evaluated. 

 Because of the great diversity of standards bodies (in terms of their focus, 
structure, and procedures), a single one-size-fi ts-all (or even one-size-fi ts-
most) public policy impact assessment process may not be effective. Dif-
ferent standards bodies deal with different types of technologies, and thus 
the public policy issues most likely to arise within each standards body 
will be different. Similarly, the structure and procedures of different stan-
dards bodies may suggest quite different procedural options for actually 
implementing a public policy impact assessment process. 

 Conclusion 

 In the complex and rapidly evolving world of ICT standards, technical 
decisions can have lasting public policy consequences, but are often made 
without full appreciation of those consequences. Signifi cant social benefi ts 
can arise from consideration of those policy impacts early in the technical 
standards development process — and well before products are actually 
produced and are diffi cult or impossible to change. 

 Engagement by policy experts or public interest advocates is the critical 
fi rst step toward identifying and addressing public policy concerns raised 
in standards processes. But, while such engagement is essential to address 
policy concerns, it does not scale well today across the large number of 
Internet and ICT standards efforts. Rather, more systemic approaches to 
raising awareness about policy implications are also needed. A public 
policy impact assessment process could be a useful tool for many Internet 
standards bodies, especially where public policy issues are not a central 
focus or where strong public interest involvement does not already take 
place. In many cases, routinely asking a set of critical policy impact ques-
tions could go a long way toward identifying and addressing potential 
policy consequences early in the technology development life cycle. 

 Ultimately, both greater public advocate involvement in standards 
development and evolution of the standards processes themselves can 
together ensure that issues of public policy concern are recognized and 
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addressed as the Internet continues to evolve — and addressed without the 
need for governmental control of, or intervention into, the technical 
design processes. By ensuring that public policy concerns are appropriately 
considered, technologists and policy advocates can ensure that the Internet 
will continue to be the most democratically empowering mode of com-
munication ever developed. 

 Using a robust defi nition of  “ open standards, ”  the standards develop-
ment process must be  “ open ”  to the identifi cation and consideration of 
public policy concerns. Standards that are guided solely by technical merit 
to the exclusion of policy considerations cannot be considered to be open 
in their creation.   
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 2     The Government at the Standards Bazaar 

 Stacy Baird 

 In recent years, there has been heightened interest in having a state or 
national government intervene in the information technology standards-
setting process to mandate a particular standard.  1   The information 
technologies industries are in an extremely competitive commercial 
environment, one that relies on interoperability among increasingly 
heterogeneous products and services. Simultaneously, the question of 
technical interoperability has vexed governments in undertaking some 
of their traditional responsibilities. The high demand for interoperability 
is in turn creating an environment wherein stakeholders are more 
likely to turn to government to intervene in the market to aid in 
achieving particular goals more rapidly than may occur in the 
natural course of market activity, or to accelerate the advancement of 
one technological solution, business model, or corporate venture over 
another. 

 Technical interoperability may be achieved in a number of ways, 
through intellectual property licensing and cross-licensing, relatively 
simple technical means (for instance, in information technologies and 
consumer electronics, converters and translators are commonplace in both 
software and hardware); through industry collaboration with companies 
working to facilitate interoperability among their products; through a 
company designing its product to interoperate with the products of other 
companies; and through consulting services that facilitate interoperability 
among otherwise noninteroperable technologies. Interoperability between 
modern technologies is often a far simpler task than during previous eras 
when inventors were limited by physical characteristics and mechanical 
interactions. This said, I will be focusing on standards and standards 
setting, as standards have been the focal point for government action and 
signifi cantly, an integral part of some commercial competitive strategies. 
The question of whether the government should mandate a particular 
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information technology standard has arisen in several contexts, including 
entertainment content protection (e.g., standardized copy protection mea-
sures such as the broadcast fl ag, digital rights management, etc.), access to 
government services (e.g., state government requirement of the open-
standard or open-source code formats for all government documents), and 
efforts to achieve greater interoperability for data exchange in the areas of 
law enforcement, national security, and healthcare. This article describes 
substantial rationale for government to be reluctant to mandate an infor-
mation technology standard. 

 Basis for Government Reluctance in Mandating Information Technology 
Standards 

 There are four key arguments that support the view that government 
should be reluctant to mandate an information technology standard. The 
fi rst is that the information technology industries are generally sophisti-
cated and well structured to develop standards. The second is that U.S. law 
and public policy guides government, particularly the U.S. federal govern-
ment, to a preference for market-developed standards. Third, trade agree-
ments and national goals for international trade and economic development 
argue against governments setting technology standards that may impact 
international trade. The fourth factor is that there is a high risk of govern-
ment failure, or  “ non-market failure. ”  

 The Relevant Industries Are Well Structured to Develop Standards 
 One of the fi rst set of factors for the government in analyzing an apparent 
market failure is to consider how sophisticated the market participants 
are and how well developed the market is. In the context of standards 
development, the questions to consider might be: is the industry mature; 
are the participants sophisticated in their ability to develop standards; 
are there well-developed institutional structures to facilitate standards 
development; and so on. Each of the industries, computing and software, 
entertainment, consumer electronics and so forth, has a long and 
successful history of standards setting. Indeed, these are sophisticated 
participants in mature industries, experienced in developing standards. As 
evidence of this, there are a number of approaches and institutions, well 
established and newly evolving, in which these industries develop stan-
dards. Further, there are many and varied types of standards used by these 
industries. 
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 Many Avenues Exist for Standards Development     There are numerous 
forums for the development of information technology standards. The 
traditional courses for standards development are voluntary consensus 
forums including formal standards development organizations such as 
the Institute of Electrical and Electronics Engineers (IEEE), International 
Electrotechnical Commission (IEC), International Telecommunication 
Union (ITU), industry- or sector-specifi c standards-setting organizations 
(e.g., InterNational Committee for Information Technology Standards 
(INCITS), Internet Engineering Task Force (IETF), Telecommunications 
Industry Association (TIA), Organization for the Advancement of Struc-
tured Information Standards (OASIS), European Computer Manufacturers 
Association (ECMA), Association of Computing Machinery (ACM), Audio 
Engineering Society (AES), and Society of Motion Picture and Television 
Engineers (SMPTE)), and trade associations (e.g., Consumer Electronics 
Association (CEA) and the National Association of Broadcasters (NAB)). 
These forums have produced an endless list of standards, including: IEEE 
802.11 (popularly known as Wi-Fi); IEEE 1394 (also known as Sony iLink 
or Apple Firewire high-bandwidth digital interconnect), TCP/IP Internet 
communications protocol (IETF), and so on. At the most formal end of 
standards setting in the United States are standards development organiza-
tions accredited by ANSI, the American National Standards Institute. ANSI 
is the only accredited U.S. entity that is a member of the International 
Organization for Standardization (ISO) and the International Electrotech-
nical Commission (IEC). 

 There is also a robust ecosystem for informal standards development. A 
now common approach to standards setting involves relevant industries 
or businesses developing and supporting a standard by mutual agreement 
through a consortium. Consortia are organizations formed by companies 
interested in developing a standard to serve their mutual interests. Typi-
cally, because these organizations are formed to meet the specifi c standards 
needs of the interested companies, the process can be more effi cient. Con-
sortia come in many fl avors, from very informal to very formal, even 
having very similar processes and characteristics as a traditional standards 
development organization. Among the many consortia-developed stan-
dards are video standards such as VGA and SXGA analog computer display 
standards (VESA); digital transmission standards such as digital subscriber 
line, or DSL; Internet-related developer standards such as HTML (W3C), 
XML (W3C and OASIS), SOAP (W3C), and Synchronized Multimedia Inte-
gration Language (SMIL, W3C); and the Advanced Access Content System 
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Licensing Administrator (AACS LA) digital rights management for high-
defi nition video disc standards (adopted into both HD-DVD and Blu-ray 
standards). 

 Although consortia can be less transparent or open in their processes 
than traditional standards-development organizations, they have an 
important place in the standards arena. As Oliver Smoot, then chairman 
of the board of ANSI, testifi ed before Congress: 

 The information technology industry does have a special challenge because it uses 

every kind of standardization process imaginable, ranging from the most informal 

meeting possible to the very formal processes that result in an American National 

Standard. However these challenges do not impair their ability to compete domesti-

cally or internationally. Now, even within the subset of standards development, and 

it is this very fl exibility that makes them useful. . . . Because they meet real needs, 

consortia-developed standards are fully acceptable to, and widely used by, industry 

and the U.S. Government to procure and use advanced technologies and, in fact, 

to procure and use technologies of all kinds.  2   

 As Gerald Ritterbusch, the director of standards for Caterpillar, observed 
at that same hearing: 

 The IT industry needs the right mix of standards that are developed in both the 

formal and those that can develop through the consortia process. The IT industry 

has a defi nite need for speediness in bringing standards to the market so they can 

be used. Consortia provide the speed while the formal standards system, through 

its openness and balance, takes a little longer, but I believe that there needs to be 

the right mix of using both the formal and the consortia and that needs to be chosen 

by the users of the standards and the players in the process.  3   

 Some have expressed the concern that consortia are potentially at risk 
of capture by the largest of industry players. Standards expert and former 
director of standards for Sun Microsystems, Carl Cargill, in testifying before 
Congress, observed,  “ Very rarely do you get a captive consortia that is 
trying to prejudice the market in its own favor. Normally, consortia benefi t 
the entire market. That is one of the requirements. ”   4   In regard to mitigat-
ing the risk of antitrust issues where a standards-setting organization may 
have such concerns, as the FTC ’ s David Balto observed,  “ where the stan-
dard setting process is dominated by users or other vertically related fi rms, 
rather than rival producers, competitive injury is unlikely. The involve-
ment of buyers in the design of standards may reduce competitive 
concerns. ”   5   

 One mechanism that is used to address complex patent licensing issues 
surrounding standards in an effi cient manner is the  “ patent pool. ”  A patent 
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pool is the sharing, or pooling, of patent ownership interests to benefi t the 
market at large. There is a long history of the use of patent pools in con-
nection with the development of standards, or the adoption of a propri-
etary technology into a standard; the broadcasting, consumer electronics, 
and information technology industries have long been part of that history. 
Often it is the pioneers in an industry or in technical achievements that 
take this approach. One early example in the information technology 
sphere was AT & T, General Electric, and Westinghouse working together to 
develop standards for radio parts, spectrum management, and television 
transmission standards.  6   Fast forward to 1998, when Sony, Philips, and 
Pioneer developed the DVD-Video and DVD-ROM standard specifi cations, 
and 1999, when Hitachi, Matsushita, Time-Warner, Toshiba, and others 
pooled patents for DVD-compliant products. Modern computing technol-
ogy standards using patent pools include MPEG, MPEG-2 AAC audio codec, 
DVI, and USB. The U.S. Patent and Trademark Offi ce has clearly stated its 
support for patent pools, as has the Federal Trade Commission and the 
Department of Justice, providing guidelines for antitrust enforcement in 
regard to such collective rights management. 

 The federal government has endorsed consortia, informal multicom-
pany standards development activities (including those that implicate 
patent pools), and even single-enterprise standards-setting activities as on 
the same footing as formal standards-setting organizations in meeting 
federal government requirements for  “ voluntary consensus standards. ”  
The National Technology Transfer and Advancement Act (NTTAA) sets out 
the mandate that federal government agencies use commercially devel-
oped  “ voluntary consensus standards ”  unless doing so would be against 
the law or otherwise impractical.  7   The revised Offi ce of Management and 
Budget Circular A-119, which provides detailed guidance to federal agen-
cies regarding this statutory mandate, is clear that standards developed by 
any private sector standards-setting enterprise would meet the meaning of 
voluntary consensus standards for the purposes of the requirements of 
Circular A-119. Formal standards bodies such as ANSI and ISO acknowledge 
the importance of the use of the full range of standards-setting forums, as 
well. 

 Finally, a standard may arise where a technology is so widely adopted 
by consumers or users that it becomes a de facto standard. Examples of de 
facto information technology standards include the Secure Digital (SD) 
memory card, Adobe PDF fi le format, Hewlett-Packard ’ s Printer Control 
Language (PCL), and Sun Microsystems ’  Java programming language, 
among numerous others. 



18 Chapter 2

 Worth noting, there are circumstances in which consumers or industry 
leaders embrace multiple competing standards that then coexist in the 
market. Some examples of widely adopted, yet competing standards 
include high-speed communications standards such as IEEE 802.11, USB, 
IEEE 1394, and DVI; the competing digital video disc formats DVD+ and 
DVD-; and multiple format standards for digital video (i.e., progressive, 
interlaced formats in various resolutions: 480p, 480i, 720p, 720i, 1080p, 
1080i). In a few notable cases competition between standards has resulted 
in consumer confusion and a delay in consumer adoption, include the 
competition between Betamax and VHS, SuperAudio CD and DVD-Audio, 
and Blu-ray and HD DVD. On the upside, however, such market behavior 
results in user choice. Competing standards that survive in the market may 
each meet users ’  differing needs even potentially at the expense of true 
interoperability. The result may be standards-agnostic platforms (devices) 
or multistandard platforms that are interoperable through conversion, 
translators, or gateway tools (more common in regard to software as com-
pared to hardware). 

 Eventually, where there is a viable commercial market (the convergence 
of a mature technology or standard and the conditions in which consum-
ers are truly interested in having the products made possible by the stan-
dard), either the market formally adopts a standard or multiple, coexistent 
standards, or a de facto choice evolves. 

 Well-Developed Differing Types of Standards Refl ect a Sophisticated 
Standards-Setting Environment     As evidence of the sophistication of the 
information technology standards-setting marketplace, there are numer-
ous and highly differentiated types of market-developed standards that can 
achieve interoperability: open standards developed through formal standards-
setting organizations; proprietary standards developed by informal stan-
dards bodies, consortia, or by individual company or groups of companies; 
de facto standards; or technologies that may have initially been based on 
a proprietary or de facto standard yet are subsequently submitted to a 
formal standards-setting organization and become an open standard.  

 The two most prominent types of standards are  “ open standards ”  and 
 “ proprietary standards. ”  There are many defi nitions for the term or concept 
of an  “ open standard. ”  I will offer the following as a guideline for com-
parison. An open standard is a technical specifi cation that has the follow-
ing characteristics: 

 a.   It is developed, maintained, approved, or affi rmed by rough consensus, 
in a voluntary private-sector (i.e., nongovernmental) standards-setting 
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organization that is transparent in its process and open to all interested 
and qualifi ed participants. 
 b.   It is published (i.e., made available openly to the public) including 
specifi cations and supporting material providing suffi cient detail to 
enable a complete understanding of the scope and purpose of the 
standard. 
 c.   The documentation of the standard is publicly available without cost or 
for a reasonable fee for adoption and implementation by any interested 
party. 
 d.   Any patent rights necessary to implement the standard are made avail-
able by those developing the standard to all implementers on reasonable 
and nondiscriminatory (RAND) terms (either with or without payment of 
a reasonable royalty or fee). 

 Well-known and widely implemented open standards include TCP/IP, 
HTML, HTTP, 802.11, MPEG, XML, SNMP, and SMTP. 

  “ Proprietary standards ”  are technical specifi cations developed and 
maintained by a single entity or by a private, small group of cooperating 
entities. Standards are, by their nature, intellectual property and, thus, are 
potentially subject to ownership protected by copyright or patent law. 
Since proprietary standards are created by a small group of private parties, 
often working ad hoc, they are typically not subject to the formalized rules 
of a traditional standards-setting organization; and thus, the owners of the 
underlying intellectual property may control implementation of such a 
standard more tightly through the licensing terms. The key reason propri-
etary standards are developed is that working in small groups without 
many of the procedural issues of an open standards-setting organization 
(particularly issues having to do with consensus among many and the 
openness of the process) is more effi cient, and thus, interoperable products 
can be developed and brought to market more quickly. 

 The status of a proprietary standard may change over time. Commonly, 
proprietary standards are developed by groups of companies working in 
consortia, by less formal efforts with the use of  “ patent pools ”  or cross-
licensing, or even by a single company, and emerge as de facto standards. 
Some of these proprietary standards are subsequently submitted to formal 
standards-setting organizations to become formal open standards to 
encourage yet wider adoption or are adopted in the marketplace quite 
widely and become de facto standards. 

 Many, if not most, information technology standards, including open 
standards, have patented components that are owned or controlled by one 
or a few companies. Whether open standards or proprietary standards are 
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involved, it is well established that entities that develop standards and own 
the associated patents license the technology on RAND terms, either with 
or without a reasonable royalty, and therefore facilitate the wider adoption 
of the standard.  8   

 Each Relevant Industry Has a Long and Well-Developed History of 
Standards Setting     Each industry within the broader information technol-
ogy environment has unto itself a long history of success relying on these 
many avenues for standards setting in the commercial marketplace. That 
success continues to this day. The early radio and television industry stan-
dards were developed by only a few competing companies under the 
auspices of the Federal Communications Commission (FCC), and its pre-
decessor the Federal Radio Commission for the purpose of enforcement. 
More recently, digital television standards have been developed by the 
private sector and ratifi ed by the FCC. The movie and music industries 
share similar histories, but entertainment standards have generally been 
market-driven, de facto standards. Take, for instance, the Edison cylinder 
that competed with the Berliner phonograph disk and Columbia ’ s pat-
ented 33   RPM LP that coexisted in the market with RCA ’ s 45 RPM disk 
and the many fi lm format standards (and now digital cinema standards) 
that have facilitated international fi lm distribution over the years. The 
consumer electronics industry shares much of the history with the enter-
tainment industry, but is also often subject to government mandates (e.g., 
TV and radio standards). The computer industries have, throughout the 
years, developed standards through formal and informal means, including 
audio and video compression specifi cations developed by the ISO-adopted 
Moving Picture Experts Group (MPEG), Apple ’ s IEEE 1394 digital commu-
nication specifi cation, and the Universal Serial Bus (USB, USB2 and USB3). 

 As the National Institute of Standards and Technology (NIST) acting 
director testifi ed before Congress in 2005, there are over 450 U.S. stan-
dards-setting organizations and an additional 150 consortia standards-
development activities ongoing. There are more than 13,000 private sector 
standards in use by the federal government.  “ Our decentralized, private 
sector, demand-driven U.S. standards system has many strengths. U.S. 
companies derive signifi cant advantage from the system ’ s fl exibility and 
responsiveness. The government also derives great benefi t from the system, 
both as a customer and user of standards. ”   9   

 Thus, it is well established — through the long history and up-to-date 
practices of formal and informal standards-setting organizations, the 
vibrancy of ad hoc standards setting or adoption through consortia and 
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the use of patent pools, and marketplace adoption of both open standards 
and proprietary standards — that the information technology industries are 
well suited to develop standards in the marketplace. 

 U.S. Federal Law and Policy Prefers that Standards Be Developed in the 
Marketplace 
 In the context of standards setting, there is a substantial early history of 
the government as the exclusive or predominant standards-setting entity, 
rooted in its British heritage dating back many hundreds of years. However, 
over the course of the last two centuries, U.S. government policy has 
refl ected an appreciation that industry is typically the most effi cient and 
informed sector, as well as the most capable of developing standards. As 
the U.S. system has evolved, federal government policy has come to refl ect 
a strong preference for developing standards in the private sector with a 
concomitant aversion to government standards mandates. 

 U.S. Domestic Law and Policy     In December 2005, ANSI published  The 
United States Standards Strategy  (USSS). The USSS was approved by the board 
of directors of ANSI and was endorsed by the U.S. Department of Com-
merce.  10   As the introduction to the USSS states,  “ Voluntary consensus 
standards are at the foundation of the U.S. economy. . . . The United States 
is a market-driven, highly diversifi ed society, and its standards system 
encompasses and refl ects this framework. . . . A standards system is strength-
ened whenever standards developers share a common vision for meeting 
stakeholders needs. . . . Standards are essential to a sound national economy 
and to the facilitation of global commerce. ”   11   

 In the United States, Congress has expressed statutorily a strong prefer-
ence for private sector-developed standards and restraint in government 
mandating standards. In enacting the National Technology Transfer and 
Advancement Act of 1995 (NTTAA), Congress formally adopted into law 
what had since 1980 been the policy of the Executive Branch and embod-
ied in guidance to federal agencies issued by the Offi ce of Management 
and Budget Circular A-119.  12   With the NTTAA, Congress required federal 
agencies to abide by a preference for voluntary standards over government-
specifi c standards. The preference for market-developed standards is evident 
in the report language that accompanied the NTTAA. To assure absolute 
clarity, the House Committee Report stated:  “ It is . . . the intent of the 
Committee to make private sector-developed consensus standards the rule, 
rather than the exception. ”   13   The 1998 revision of OMB Circular A-119 
emphasized that it had  “ not been the intent of the Circular to create the 
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basis for discrimination among standards developed in the private sector, 
whether consensus-based or, alternatively, industry-based or company-
based. ”   14   Thus, it is clear that the federal government preference is to rely 
not only on private sector-developed standards, but also those standards 
developed in the full range of private sector forums. 

 The results of the enactment of the NTTAA are noteworthy. During fi scal 
year 2004, federal agencies reported using 4,559 private sector standards 
developed by the private sector. In contrast, during the same year, they 
reported using only seventy-one government-unique standards. An 
example of the FCC ’ s approach to market-developed information technol-
ogy standards can be found in their management of the development 
of the standards to facilitate interoperability among digital cable devices: 
 “ We have emphasized our reliance on market forces to bring innovation, 
choice and better prices to consumers. It is the work of private entities and 
the economic incentives motivating the participants in the OpenCable 
process that provide the most immediate opportunity for a degree of stan-
dardization that will both create scale economies reducing the cost of 
equipment and developing interfaces allowing the equipment to be readily 
sold through retail outlets. ”   15   Similarly, HDTV standards were developed 
in a consortium standards-setting process and subsequently ratifi ed by the 
FCC. 

 Another example of the impact of the OMB Circular A-119 and the 
NTTAA can be found in examining the Department of Defense (DoD) poli-
cies on standards. In 1994, Secretary of Defense William Perry issued a 
memorandum entitled  “ Specifi cations and Standards — A New Way of 
Doing Business ”  (often referred to as  “ MilSPEC Reform ” ) which set out as 
a priority for the DoD the increase in use of commercial technologies and 
the use of performance standards and commercial specifi cations and stan-
dards in  “ in lieu of military specifi cations and standards, unless no practi-
cal alternative exists to meet the user ’ s needs. ”   16   Thus, the DoD, with a 
long history of setting government-specifi c standards, shifted policy dra-
matically to participation in the free market development of standards and, 
in fact, more frequent adoption of off-the-shelf solutions. 

 Harmonious with the intent of Congress, the USSS, published in 2005, 
was intended to guide American standards policies and U.S. trade relations 
as they implicate standards. The USSS sets as its cornerstone the process of 
sector-specifi c, market-driven, private sector-led standards, not a top-down, 
one-size-fi ts-all approach as found in some other countries.  17   According to 
the USSS, as a matter of its strategic vision, the standards community is 
committed to the notion that  “ [g]overnments rely on voluntary consensus 
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standards as much as possible in regulation and procurement rather than 
creating additional regulatory requirements. ”   18   

 Based on these facts, it is clear that the federal government is generally 
opposed to government intervention into the standards marketplace and 
such an intervention would be contrary to both the spirit of the policy 
and, potentially, the law. 

 Market-Developed Standards Are Fundamental to Eliminating Technical 
Barriers to Trade and Facilitating Global Economic Development 
 The USSS articulates clearly that from the U.S. government perspective, 
standards are at the core of U.S. trade policy. Then-Secretary of Commerce 
Donald L. Evans prefaced the USSS by stating:  “ The international language 
of commerce is standards. . . . Without standards, it would be diffi cult to 
imagine the tremendous volume and complexity of international trade. ”   19   
A goal of foreign trade policy is to unify the approach governments take 
to develop standards, encouraging foreign governments to adopt voluntary 
consensus-developed standards. Further,  “ the U.S. government should 
work with other WTO members to seek full implementation of the Techni-
cal Barriers to Trade (TBT) Agreement and annexes . . . [and to] identify 
and eliminate or minimize the effect of technical barriers to trade that 
result from technical standards and their application. ”   20   

 As Dr. Hratch G. Semerjian, acting director of the National Institute of 
Standards and Technology, testifi ed before Congress in 2005,  “ Both U.S. 
standards interests and policy objectives will be served when the govern-
ments of our most important export markets are convinced of the strengths 
of this approach versus alternatives that are less open and transparent, and 
more subjective. ”   21   

 The U.S. government domestic policy preference for market-developed 
standards, and the success of this policy, is a critical argument in support 
of U.S. government opposition to the use of government-established stan-
dards by foreign governments. Correspondingly, government intervention 
in the U.S. market to establish or mandate a particular information tech-
nology standard undercuts the U.S. position in this context. An action by 
the U.S. government or a government in the United States to intervene in 
the market to mandate a standard would be perceived by foreign govern-
ments as, at a minimum, hypocritical of U.S. foreign policy, and more 
likely, support for similar behavior by the foreign government. Simply put, 
any country interested in IT development, outsourcing, insourcing, or 
technology exchange should participate in global standards-setting pro-
cesses, and not isolate itself by developing standards unique to that country. 
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A national action to the contrary would confl ict with the goal of achieving 
economic development through participation in the global economy. 
Thus, all governments should consider the implications to international 
trade before mandating an information technology standard. 

 Risk of  “ Government Failure ”  Should Give Government Cause to Pause 
 It is often observed that the market is more well informed, effi cient, fl ex-
ible, and capable than government in developing information technology 
standards. In general, this observation leads to a concern that one major 
consequence of government intervention to address a market failure is the 
high risk of  “ nonmarket failure, ”  also called  “ government failure. ”  A non-
market failure can be defi ned as the unintended and undesirable conse-
quences of government failure where it intervenes to address a market 
failure.  22   In setting information technology standards, the risk of getting 
it wrong is very high and the consequences may be great because technol-
ogy that has broad economic and social impact advances rapidly. Standards 
development in the area of information technology requires eloquence in 
incorporating fl exibility into a standard to accommodate technical 
advances and changes in the marketplace. The market itself generally has 
the most sophisticated expertise in establishing standards (technical 
knowledge, institutional knowledge, standards-setting bodies, etc.) and the 
ability to revise standards as appropriate. 

 Federal Reserve Bank of Chicago Senior Economist Victor Stango 
observed: 

 [Early literature examining the economics of standards refl ects] that even in instances 

where the market would move too swiftly or slowly between standards, a policy-

maker will have diffi culty improving upon the market. For instance, when there is 

uncertainty regarding the benefi ts that would accrue from adoption, or which stan-

dard will achieve adoption fi rst, a policymaker can improve on the market outcome 

only if it possesses superior information. Moreover, little is known about the positive 

aspects of standard-setting. For example, a policymaker may resolve uncertainty 

more quickly than would be the case in a standards war but also might be more 

likely to choose the  “ wrong ”  standard.  23   

 Justice Stephen Breyer, prior to his appointment to the U.S. Supreme 
Court, described  “ government failure ”  in his seminal book,  Regulation and 
its Reform . Breyer posited that regulatory failure occurs because of  “ mis-
matches, ”  that is, the failure  “ to correctly match the [regulatory] tool to 
the problem at hand. ”   24   Sidney Shapiro succinctly describes this situation: 
 “ A mismatch can occur because government can misdiagnose the problem 
that it is attempting to solve and apply the wrong regulatory approach as 
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a result, or even if a problem is correctly identifi ed, government chooses 
a regulatory tool that is less effective and more expensive than other 
options. ”   25   The U.S. federal policy toward encryption in the 1990s repre-
sented such a mismatch. 

 Government failure is most likely to occur when a market is new. As 
the FCC observed, it is a perilous time to regulate  “ when consumer 
demands, business plans, and technologies remain unknown, unformed 
or incomplete. ”   26   In information technologies, rapid innovation is driven 
by industrial creativity, a healthy economy, commercial and government 
need, and enthusiastic consumer appetite. Standards are central to this 
innovation. Although the several industries that constitute the evolving 
information technology sector are established and sophisticated, in some 
regards the sector is relatively young in that we are seeing a paradigm-
changing convergence of these industries, the confl uence of which is in 
progress and advancing swiftly. It is counterintuitive to inject the govern-
ment into such a highly dynamic environment. 

 Stanley M. Besen and Leland L. Johnson, two prominent experts 
on technological standards, have long argued that when industry is in a 
period of high innovation and volatility, the likelihood that a government 
standard will result in ineffi cient or artifi cial technological decisions or 
both is particularly acute.  27   Thus, formal standards setting in rapidly 
changing industries should always be avoided. When the technology 
 “ settles down, ”  the advantages of standards will present themselves, result-
ing in de facto standards being established by the market or industry 
bodies. As Besen and Johnson conclude,  “ The government should refrain 
from attempting to mandate or evaluate standards when the technologies 
themselves are subject to rapid change. A major reason for the Commis-
sion ’ s diffi culty in establishing the fi rst color television standard was the 
fact that competing technologies were undergoing rapid change even 
during the Commission ’ s deliberations. It is only after the technologies 
have  “ settled down ”  that government action is most likely to be 
fruitful. ”   28   

 This perspective is refl ected in the FCC ’ s thinking in regard to regulatory 
intervention in telecommunications standards setting. For example, the 
FCC adopted this market-based approach in the licensing of the Personal 
Communications Service (PCS) spectrum, concluding that the rapid tech-
nological change in PCS development demanded a fl exible regulatory 
approach to technical standards:  “ Most parties recognize that PCS is at a 
nascent stage in its development and that imposition of a rigid technical 
framework at this time may stifl e the introduction of important new 
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technology. We agree, and fi nd that the fl exible approach toward PCS 
standards that we are adopting is the most appropriate approach. ”   29   

 The FCC recognized that telecommunications is currently in a highly 
dynamic period and, given the dynamic environment, it is both an oppor-
tune and a perilous time for government regulation. So the FCC described 
in regard to interoperability standards for video navigation devices:  “ The 
markets involved [for navigational devices] are in the early stages of becom-
ing competitive, and the participants in these markets are on the precipice 
of a change from analog to digital communications. Because of these 
changes, this is both a particularly opportune and a particularly perilous 
time for the adoption of regulations. . . . It is perilous because regulations 
have the potential to stifl e growth, innovation, and technical develop-
ments at a time when consumer demands, business plans, and technolo-
gies remain unknown, unformed or incomplete. ”   30   

 However, it may be that the FCC ’ s role in developing navigational 
devices will serve as evidence of the perils of government intervention. 
The FCC is adopting the work of CableLabs, a consortium of cable service 
providers and equipment manufacturers, and others, to develop interoper-
ability standards for navigational devices. However, the FCC had to inter-
vene to make possible greater participation by computer, software, and 
entertainment companies. It appears that the cable companies dominated 
the process early on to the exclusion of these other key market sectors. It 
is likely that FCC ’ s selection of a single industry to lead this effort was 
shortsighted and made with insuffi cient attention to the dynamics of the 
market environment. The government is typically not as nimble, effi cient, 
or informed as the private sector at developing and advancing technology 
standards. Indeed, government may behave more like a tourist than an 
experienced local would in the bazaar, failing to understand or even per-
ceive the nuances of each potential transaction, or failing to distinguish a 
good deal from a bad one. It is not overstating the truth to say that even 
those within the industry are often surprised by market behavior. But faced 
with that surprise, a business or sector is more rapidly able to adapt and 
take advantage of the turn of events than is government. 

 By contrast, the process of creating or changing a government-man-
dated standard typically takes years to accomplish. If a government man-
dates a standard, it is diffi cult to replace dated technologies embodied in 
the standard. For example, it took the FCC over two years to amend its 
ISDN rules to accommodate new technology. Of course, such time frames 
are inconsistent with the current rapid pace of innovation in the digital 
media distribution marketplace. The FCC acknowledged that by imposing 
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a standard it  “ could reduce the incentive to conduct the research and 
development that leads to innovation. ”   31   

 In a notable example of  “ government failure, ”  in the early 1980s, Japan 
established a government-mandated analog HD TV standard.  32   At the 
time, the FCC had been considering the need to develop a high-defi nition 
standard. But high-defi nition technology in the 1980s was immature 
and equipment was large, required a great deal of maintenance, and con-
sumed enormous amounts of power. The U.S. industry and FCC recognized 
these facts. Ultimately, with advances in digital technology that would 
result in more effi cient use of spectrum and a higher quality picture, the 
United States and other countries chose to pursue digital for their 
high-defi nition television standards. Very simply put, the Japanese 
government ’ s standard was premature and essentially failed before it 
was launched. 

 A more recent situation in which some have questioned whether gov-
ernment intervention in standards setting is appropriate or instead the 
path to nonmarket failure is the case of France ’ s parliament proposing 
legislation addressing standards in digital rights management (DRM). In 
March 2006, the French Assembl é e Nationale passed legislation that 
required DRM interoperability to improve consumer choice in music and 
video entertainment devices. The legislation required disclosure of all tech-
nical documentation and programming interfaces necessary to facilitate 
interoperability. For example, market leader Apple would have had to 
provide enough information to competitors so they could make their 
music and video fi les play on an iPod, or make devices that would play 
songs downloaded from iTunes. The bill also provided that the publication 
of the source code and technical documentation of an interoperating 
independent software is permissible. 

 It appeared to critics that the bill undermined the functional protections 
of the subject DRM. As one observer noted when the bill was under con-
sideration,  “ The problem is that the type of information necessary to 
achieve interoperability is also precisely the information necessary to 
render DRM useless: the encryption algorithms, keys, content metadata, 
and so on. ”   33   In May 2006, the S é nat, the upper house of the French Par-
liament, declined to pass the same legislation, passing instead a bill that 
establishes a government tribunal to adjudicate DRM interoperability 
issues. As further evidence of the diffi culties at the intersection of technol-
ogy and law, and the potential for government failure, in August 2006, the 
French Conseil Constitutionnel vacated as unconstitutional provisions 
of the new law that permitted circumvention of DRM to accomplish 
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interoperability, concluding that the defi nition of  “ interoperability ”  was 
too vague. The situation in France exemplifi es why government should be 
reluctant to intervene in information technology standards setting. At a 
minimum, the case supports the notion that such government interven-
tion carries with it substantial risk of government mistakes. 

 Given the dynamic conditions in the markets impacted by information 
technology standards, the balance of expertise favoring commercial devel-
opers over the government, the ability of industry to be more nimble in 
reacting to market conditions, and the open acknowledgment of these 
factors by government in the information technology standards-setting 
context, it is critical to recognize that as a general matter, the risk of and 
potential harm from government failure, as compared to a market failure, 
is substantial. 

 The market has also had its failures in standards setting. Even a standard 
that becomes formalized by a standards-developing organization may not 
meet with market success. The information superhighway is littered with 
discarded standards. Businesses, like governments, often may try to antici-
pate the direction of the market and fail to do so. But when a company 
or industry fails with a particular standard, it can simply abandon it. When 
the government makes this type of mistake, it takes time to undo it 
through either legislative or regulatory action. 

 Conclusion 

 Government should be reluctant to intervene in the setting of information 
technology standards — in particular, to  mandate  an information technol-
ogy standard — because (1) the relevant industries are sophisticated in 
regard to standards setting and have many well-developed types of stan-
dards, and forums in which to develop standards; (2) the U.S. government 
has a strong preference for market-developed information technology stan-
dards and promotes this preference as a matter of both domestic law and 
policy and foreign trade policy; (3) international trade agreements limit 
the degree to which participating governments can mandate standards; 
and (4) in contrast to the sophistication of the marketplace, government 
is rarely as informed, sophisticated in its understanding of the market, or 
nimble enough to respond to market conditions; therefore, the risk of 
government failure is signifi cant, and indeed greatest where the market is 
young and dynamic, as is the case with regard to the current market 
affected by information technology standards.   
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 3     Governments, the Public Interest, and Standards Setting 

 D. Linda Garcia 

 In the United States, much of the global discussion about standards setting 
has focused on the question  “ What is the appropriate division of labor 
between the public and private sectors in this arena? ”  Building upon our 
federalist tradition, standards setters in the United States have held to the 
notion that standards setting is a private affair ( OTA 1992 ). In most other 
countries, especially those like France — with a strong statist tradition — the 
national government has taken the lead. The decision to assign the respon-
sibility for standard setting to the private sector has been based on two 
basic assumptions. First, it is believed that private sector standards are 
highly attuned to market forces, so they provide the greatest economic 
value. Second, the U.S. government is understood to have no stake in 
the outcome of standards processes apart from its role as a  “ consumer of 
standards. ”  Thus, by participating in the standards process as a user, the 
government — it is believed — can fully serve the public interest. 

 These assumptions are hardly self-evident. For one, in the case of stan-
dards, market forces do not necessarily lead to effi cient outcomes. Because 
standards exhibit many characteristics of public goods, standards setting 
is subject to considerable market failures ( Farrell and Saloner 1988 ;  Berg 
1989 ). Moreover, market failures are especially likely in the case of informa-
tion technology standards, which give rise to externalities and other 
network effects. Equally problematic — as the 1992 Offi ce of Technology 
Assessment report pointed out — even when voluntary standards organiza-
tions step in to facilitate standards setting, bureaucratic failures can delay 
the process, while confl icts of interest — related in part to standards sales —
 may serve to distort outcomes ( OTA 1992 ). 

 The second assumption — that government has no  “ public interest ”  in 
standards setting — is equally diffi cult to justify. Standards constitute an 
infrastructure or platform that supports and sustains the U.S. economy. As 
such, standards help to determine the effi ciency and effectiveness of the 
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economy, the cost, quality, and availability of products and services, and 
the state of the nation ’ s health, safety, and quality of life. 

 Not surprisingly, therefore, most governments have always taken an 
interest in standards setting. Thus, European monarchs established stan-
dard weights and measures as a matter of royal prerogative. As Solomon 
has noted:  “ According to  The Oxford English   Dictionary , the word standard 
is derived from an early concept of the fl ag or standard bearer, one might 
say,  ‘ the King ’ s standard ’  ”  ( Solomon 1989 , 1 – 2). Today, in the increasingly 
competitive global environment, many states now link their standardiza-
tion efforts to their trade policies, employing national standards as market-
ing devices to attract and lock in customers worldwide. 

 Standards Setting in the United States 

 In the United States standards setting developed along a unique path that 
continues to infl uence the relationships between public- and private-sector 
roles in standards setting. Emerging within the private sector, standards 
communities developed a voluntary consensus-based approach to the 
standards-setting process. More than anywhere else, these organizations 
were able to act independently not only from the state, but also from one 
another ( OTA 1992 ). 

 The emergence of standards setting in the United States is closely linked 
to the industrial revolution. With the division of labor and specialization, 
tasks became more interdependent, requiring greater coordination and 
exchange. Standards greatly facilitated these processes ( Beniger 1986 ). One 
need only consider the role of standards in mass production that required 
interchangeable parts. As described by Harold Williamson:  “ Chief among 
the other elements in the patterns of mass production is the principle of 
standardization. Stemming from the rudimentary division of labor, stan-
dardization involved the continuous pursuit and progressive realization, 
of uniformity of the materials, operations, and products of industry, which 
made possible the future subdivision and mechanization of labor ”  
( Williamson 1951 , 722). 

 The relationship between standards and mass production was self-rein-
forcing. Further advances in precision manufacturing required the develop-
ment of machine tools and precision gauges, which in turn further drove 
the need for standards and standardized measures. 

 Standards were also spurred on by the extension of markets across the 
American continent. As trade became more dispersed, standards were 
needed to assure that products manufactured in different locales could 
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work together and be easily replicated, assembled, and repaired. Moreover, 
standards were required to facilitate trading itself. For example, when the 
railroads extended trade over vast regions, standardized procedures for 
billing and exchange — such as bills of lading — were required. Likewise, 
standardized business practices and procedures, as well as standardized 
timekeeping, were needed to coordinate the increasingly complex railroad 
operations ( Kirkland 1961 ). 

 As the role of standards increased, so did the number of people who 
had a stake in the standards process. Producers, for example, employed 
standards as trademarks to differentiate their products from their competi-
tors and to price products for different markets. For suppliers, standards 
specifi cations meant reduced production costs. Consumers likewise bene-
fi ted from standards. They not only conveyed product information and 
provided greater quality control; standardized products were also cheaper. 
The general public also called for the development of standards to protect 
against the growing technological mishaps that were associated with 
industrialization. 

 As more and more stakeholders became involved in standards, it became 
increasingly necessary to specialize standards-setting operations, and to 
differentiate among these groups. Of prime importance was the relation-
ship between the public and private sectors. Although the government had 
actively promoted standardization at the turn of the century, it gradually 
relinquished this responsibility to the private standards development orga-
nizations ( OTA 1992 ) 

 This American preference for private, pluralist solutions is as old as the 
U.S. Constitution itself. From the outset of the new republic, Americans 
proved to have a penchant for joining actions and establishing associa-
tions, a fact that did not escape the notice of Alexis de Tocqueville when 
he visited America in the mid-1880s. As he described in  Democracy in 
America ,  “ Whenever at the head of some new undertaking you see the 
Government of France, or a man of rank in England, in the United States 
you will be sure to fi nd an association ”  ( Tocqueville 1963 ). This support 
for voluntary, private associations was reinforced by a general suspicion of 
the state and preferences for market-based solutions ( Wuthrow 1991 ). 
Thus, whereas in many other countries government actively sponsored the 
growth and development of business, in the United States industrial devel-
opment was managed, directed, and fi nanced primarily by the private 
sector ( Vogel 1987 ). 

 The fi rst standards organizations were in keeping with this tradition. 
Emerging to deal with specifi c needs as they arose, they were established 



36 Chapter 3

on an industry-by-industry basis and took a variety of forms. Although 
efforts were made to coordinate their activities through the American 
National Standards Institute (ANSI) — the internationally accepted body in 
the International Organization for Standardization and the International 
Electrotechnical Commission — they have continued to operate on a plu-
ralistic basis, with many of them circumventing ANSI. 

 The emergence of consortia in the late 1980s, together with the chang-
ing parameters of the global economy, has served to reinforce this diversity 
and independence. Commenting on the rise in the number and types of 
independent forums in which standards are being adopted, Werle has 
noted: 

 In the last two decades standardization organizations (SOs) in telecommunication 

and information policy . . . have proliferated. Both the globalization of markets and 

the blurring of technical boundaries have induced an overlap of domains of inter-

national and regional SOs. At the same time, SOs at the national level are losing 

signifi cance. Traditional organizations have been restructured and — assisted by gov-

ernment — new offi cial SOs have been created at the offi cial level. Most dramatic, 

however, has been the growth of private consortiums and forums. Thus, offi cial 

standard setting is confronted with an informal sector, the evolution of which 

indicates some discontent with the traditional organizations and entails an inherent 

potential of jurisdictional confl ict. ( Werle 2001 , 392) 

 Despite their independence, American standards organizations resemble 
one another in several ways. In particular, they all arrive at decisions 
through a process of consensus and provide some level of due process. In 
addition, they all have mechanisms for participation, comment, and 
appeal. Equally — if not more — important, almost all standards organiza-
tions are adamant proponents of the voluntary standards process: what-
ever their disagreements among themselves, they have consistently joined 
together to defend against any government encroachment on their 
autonomy. 

 Interacting along these lines, U.S. standards organizations have been 
highly successful in legitimating their right to govern themselves. The 
federal government has rarely intervened in private-sector standards activi-
ties; instead, it has focused on preventing anticompetitive outcomes as well 
as on assuring the  “ fairness ”  of the system. 

 Standards Setting as a Complex System 

 Given the strong opposition to the U.S. government ’ s involvement in 
standards setting, what kinds of assurances do we have that the broader 
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public interest will be incorporated into standards goals and outcomes? To 
appreciate how this public interest might be brought to bear, we need to 
view standards organizations as they exist in a broader institutional envi-
ronment, where infl uences spread among actors along nonlinear and 
unpredictable paths. 

 With this in mind, we might view the standards universe as a complex, 
multilayered system comprised of three unique  organizational fi elds  of activ-
ity — industry actors, standards organizations, and government offi cials —
 each of which, although acting according to its own meaning systems, rules, 
and procedures, overlap and are infl uenced by one another ( Kontopoulos 
2003 ) (see   fi gure 3.1 ). It is by virtue of the interactions among these layers 
that multiple interests and perspectives are embedded in standards.    

 In fi gure 3.1, geometric shapes depict organizational fi elds at each 
level. At level one are networks of fi rms that produce goods and services 
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 Figure 3.1 
 Standards setting as a complex adaptive process. Design courtesy of L. A. King. 
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requiring standards as well as those who consume these products. At level 
two is the network of standards development organizations that establish 
standards for these and other industries. Finally, at the third level — that of 
government — standards-related activities are governed by a set of rules 
specifi c to that level. However, because the system architecture is heterar-
chical — that is to say, because the levels are not perfectly matched, but 
rather overlap — the choices made at any one level infl uence the operating 
rules and outcomes at other levels. In addition, external infl uences affect 
each level of the system. To appreciate the importance of these interactions 
across levels, one need only consider the dual role of corporations. On the 
one hand, they may be competitors in the market, each seeking to establish 
an industry standard, and thereby grasp the largest piece of the pie. On 
the other hand, they may extend their activities beyond the market, 
working together to establish a standard, thereby increasing the size of the 
pie. 

 In addition, one should also note the one-way arrow at the bottom of 
fi gure 3.1, which depicts standards setting as an evolutionary process. 
Accordingly, history matters, and there is no turning back. As a result, the 
system must be examined not only as it presently exists, but also in terms 
of how it has evolved, and how its past and present together might affect 
the future ( Hodgson, Itao, and Yokokawa 2001 ). 

 Interactions and the spreading of ideas across organizational fi elds are 
likely to be greatest when actors operating in one level of the standards-
setting process encounter some type of  “ failure. ”  Equally important, there 
are multiple opportunities for such exchanges to take place, because fail-
ures are common to each of the organizational fi elds. 

 At the level of  techno-economic fi eld , the market may make suboptimal 
choices or fail to achieve standards in a timely fashion or both. For example, 
in highly competitive markets, comprised of many fi rms, the transaction 
and coordination costs required to achieve standards may simply be too 
high. Alternatively, in oligopolistic markets, in which fi rms of relatively 
equal size can sustain proprietary solutions, the market may not  “ tip ”  in 
favor of a common standard. The public goods aspects of standards also 
give rise to market failures, insofar as public goods are typically underpro-
duced. Equally important, for fi rms to choose effi cient standards, they 
must have accurate and timely information. However, information about 
standards, like standards themselves, is a public good, which is typically 
underproduced ( Berg 1989 ;  Kindleberger 1983 ) 

 Faced with signifi cant market failures, fi rms may decide to carry out 
their activities at the level of standards organizations. In this space, too, 
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failures often occur. However, whereas in the techno-economic fi eld we 
fi nd market failures, in the standards organizational fi eld we fi nd social 
dilemmas — situations in which the dominant strategies pursued by indi-
vidual actors lead to outcomes that are suboptimal for the collective as a 
whole ( Heckathorn 1996 ;  Kollock 1994 ;  Miller 1998 ). Two sets of dilemmas 
are found in the standards-setting fi eld. The fi rst is the problem of collec-
tive action associated with the problem of who will bear the cost of orga-
nizing to set standards ( Cornes and Sandler 1986 ). These costs include not 
only those entailed in bringing actors together and coordinating their 
activities, but also in setting up a governance structure and maintaining it 
over time ( Litwak and Hylton 1962 ). Failures occur if there is no major 
player with an incentive to corral and coordinate individual actors, as well 
as pay the ongoing costs. The second dilemma — referred to as a  “ prisoners ’  
dilemma ”  — relates to common pool problems entailed in allocating and 
appropriating benefi ts. Once standards organizations have been set up, the 
bargaining process takes over, and participants must agree to divide the 
benefi ts gained from cooperating in a way that serves not only each private 
actor ’ s needs but also those of the group as a whole. However, given actors ’  
interdependencies and asymmetric resources, some are unlikely to cooper-
ate. In fact, those with the most autonomy have a strong incentive to act 
opportunistically ( Nooteboom, Berger, and Noorderhaven 1997 ). 

 If, as has sometimes been the case, standards organizations are unable 
to resolve their own internal confl icts, government might be called upon 
to intervene. Dissenters within the standards fi eld may look to government 
for support. Alternatively, dissatisfi ed with the fi eld ’ s disarray, lobbying for 
government involvement might come from private sector actors outside 
the fi eld, or from interested policy makers within the government. In any 
case, when standards issues are raised to the level of government, the cri-
teria for evaluating outcomes are typically cast far more broadly. It is at 
this point that the public interest is most likely to be promoted. 

 The government fi eld is the realm of power and authority. Whereas in 
the private sector actors interact to achieve their own private ends, in the 
government fi eld they cooperate and compete to achieve collective goals. 
Thus, the means of executing changes in this arena are participation and 
persuasion, while information, rhetoric, and the means of communication 
are critical resources ( Knoke 1990 ;  Stone 2002 ). Working together in groups 
and alliances, individuals employ information to shape attitudes and 
beliefs, in an effort to restructure the  “ rules of the game ”  in their favor. 
Policy outcomes take time to materialize, and are highly uncertain. Emerg-
ing in the course of a prolonged process of trial and error learning as well 
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as intense struggles and negotiations for power and infl uence, they are 
rarely optimal ( Campbell and Lindberg 1991 ;  Kingdon 2002 ;  Sabatier 
1999 ). Equally problematic, the key decision-making criteria in this fi eld —
 the public interest — are subject to change as actors defi ne problems and 
frame debates according to their own policy agendas ( Stone 2002 ). Thus, 
one of the major challenges at the governmental level is how to determine 
the public interest in standards setting and, having done so, how to keep 
government accountable while reconciling private- and public-sector goals. 

 Reconciling Public and Private Interest 

 Conceptually, there are three distinct ways of thinking about the public 
interest and the implications for government. For example, the term 
 “ public interest ”  can refer to private interests, such as property rights, 
which the government acts to ensure. The concept might also be used to 
describe specifi c goals that a government administration pursues through 
its policy initiatives. Alternatively, the term  “ public interest ”  might be used 
to specify that which is good for the polity as a whole — such as national 
defense, economic growth, and freedom of speech ( Caporoso and Levine 
2001 ;  Stone 2002 ). 

 An argument can be made for government involvement in standards 
setting based on each of these grounds. For example, because standards 
constitute a form of property rights — insofar as they determine actors ’  
abilities to appropriate or dispose of their resources or both as they see fi t 
( Eggertsson 1996 ) — the government might be expected to establish policies 
that govern them. ( Libecap 1989 ). Similarly, because standards constitute 
a set of performance criteria, all government policies have a standards 
component. Finally, because standards serve as a public infrastructure, the 
government must factor them into any efforts to assure national security 
as well as provide for the nation ’ s political and economic welfare. 

 Pursuant to its standards goals, the government might play any number 
of roles. At a minimum, for example, the government acts as  rule maker , 
establishing not only property rights in standards — and hence the obliga-
tions of and relationships among economic actors — but also the process 
by which these relationships can be legitimately negotiated within the 
standards-setting fi eld. Moreover to ensure these rights, the government 
takes on the roles of  adjudicator  and  enforcer.  The government can also 
facilitate the standards-setting process, acting as an  educator  to reduce 
uncertainties; a  broker  to bring together players and aid in negotiations; or 
a  subsidizer  to provide critical resources. Acting more directly, the govern-
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ment plays the role of  regulator , specifying and standardizing the charac-
teristics or capability or both of a product, process, or technology. The 
government is also a user and  consumer  of standards. Moreover, when 
necessary, the government is a  developer  of standards through its own 
research and development efforts. 

 Although the government can help promote its standards goals, it is 
not an impartial or disinterested party. Government assumes the costs and 
benefi ts associated with engaging in the process, not solely out of its own 
goodwill, but also in exchange for the economic and political benefi ts that 
ensue. The way outcomes are structured will depend on the costs and 
benefi ts as the relevant decision makers assess them at any point in time. 
This problem of government accountability is compounded by a problem 
of bounded rationality. Assigning rights and responsibilities with respect 
to standards and standards setting, so as to maximize society ’ s interests, 
while accommodating private sector needs, requires a degree of knowl-
edge — both global as well as local. Decision makers are unlikely to have 
such knowledge under the best of circumstances, much less in the case of 
rapidly advancing technologies. 

 In the end, the quality of policy outcomes related to standards setting 
will depend on the quality of the decision-making process. As Campbell 
and Lindberg point out, government policy outcomes are not to be equated 
with the interests of individual actors, because these interests are both 
constituted through and constrained by actors ’  interactions with others in 
a variety of different contexts. Outcomes, then, are the product of collec-
tive  “ search processes ”  that entail learning by trial and error, compromise, 
and negotiation, as well as coercion and political struggle ( Campbell and 
Lindberg 1991 ). The decisions that emerge as a result are more likely to 
approximate the public interest, and to be adaptive to changing circum-
stances, to the extent that channels of communication are open and 
actors are interconnected in complex and overlapping ways. Under such 
circumstances, not only will there be a greater variety of inputs into the 
process, but equally important, there will also be more adequate feedback 
mechanisms to continually sort out and select appropriate policies as 
circumstances and technologies change over time. 

 In the United States we typically think of assuring the public ’ s interest 
by virtue of the balance of power between the three branches of govern-
ment — the executive, legislature, and judiciary. Looking at the standards 
universe through the lens of complexity, however, we see that there are 
other forms of balance to be taken into account. It is through the nonlinear 
process by which standards are infl uenced and eventually evolve that 
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multiple interests are negotiated according to diverse criteria, and eventu-
ally emerge in the form of a consensus-based standard.  
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 4     Securing the Root 

 Brenden Kuerbis and Milton Mueller 

 Management of the Internet ’ s Domain Name System (DNS) root zone fi le 
is a uniquely global policy problem. The DNS provides the semantically 
meaningful names that serve as unique identifi ers for email or Web site 
addresses (e.g., www.example.com or user@example.com). The DNS name 
space is hierarchically structured but organizationally distributed. In 
essence, it is a global database that maps domain names to resource record 
data (e.g., an IP address). To remain globally interoperable there must be 
coordination at the top of the naming hierarchy, known as  “ the root. ”  The 
root zone fi le is an 84 KB text fi le containing resource records defi ning the 
Internet ’ s top-level domains (e.g., .com, .fr, .mil) and the IP addresses with 
which they are associated.  1   

 Authority over the root zone fi le has been contentious and divisive at 
times.  2   Whoever controls the root of the DNS has control over a number 
of basic policies governing Internet identifi ers, and some measure of indi-
rect authority over Internet connectivity itself. However contentious the 
issue of control of the root may be, many agree that the Internet should 
be made more secure. The DNS Security Extensions (DNSSEC) protocol 
would make DNS resource record data more secure. In order to fully imple-
ment DNSSEC, however, the procedures for managing the DNS root zone 
had to be revised. This presented the world with an opportunity to dimin-
ish the impact of the legacy monopoly held by the U.S. government and 
to avoid another contentious debate over unilateral U.S. control. However, 
as this chapter describes, despite an ostensibly openly developed standard, 
and a relatively open institutional framework for putting into place the 
governance arrangements for implementing the standard, one actor — the 
U.S. government — held veto power in this case and was able to shape the 
implementation of DNSSEC at the root to maintain its authority over 
the DNS. This episode lends credence to principal-agent theorists in 
political science who show how ex ante and ex post measures can be used 
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strategically by a governmental principal to monitor and control an osten-
sibly independent, nongovernmental agent. 

 What Is DNSSEC and How Does It Improve Internet Security? 

 The functioning of the DNS is dependent on the successful interaction 
between  resolvers  and  name servers . Resolvers  query  name servers, sending 
a domain name and receiving a  response  with corresponding resource 
record information. DNSSEC is a proposed standard that modifi es DNS 
resource records and protocols to provide security for query and response 
transactions made between name resolvers and name servers. By introduc-
ing public-key cryptographic signed data into the DNS using four new 
resource records, DNSSEC specifi cally provides the following: 

  •    Source authentication: a resolver can determine that a response origi-
nated from a zone ’ s authoritative name server.  3   
  •    Integrity verifi cation: a resolver can determine that a response has not 
been tampered with in transit. 
  •    Authenticated denial of existence: a resolver can verify that a particular 
query is unresolvable because no DNS resource record exists on the authori-
tative name server. 

 DNSSEC is intended to protect against some DNS attacks, including 
spoofi ng attacks that use  “ man-in-the-middle ”  techniques like packet inter-
ception, transaction ID guessing and query prediction, and DNS cache 
poisoning techniques like name chaining and transaction ID prediction.  4   
These attacks can be exploited to redirect resolver requests to bogus hosts, 
where other disruptive or criminal acts such as data phishing and malware 
infections can occur that threaten security.  5   While various types of DNS 
attacks have increased, there is no public data available that quantifi es the 
risk and associated damage from attacks that could be prevented by 
DNSSEC, leaving many cost – benefi t questions unanswered. Importantly, 
DNSSEC does not address other well-known DNS vulnerabilities like dis-
tributed denial of service (DDoS) attacks. Likewise, DNSSEC provides little 
defense against basic phishing attacks for which success is largely depen-
dent on end-user behavior, or attacks that target the operational systems 
of DNS operators.  6   

 Some Economics and Politics of DNSSEC 

 Despite widespread belief that remedying security vulnerabilities in the 
DNS would be benefi cial, the development and deployment of the DNSSEC 



Securing the Root 47

protocol has taken an extraordinarily long time. The specifi cation was 
initially developed in the mid-1990s, several years after security vulnera-
bilities in the DNS became publicly known and discussed within the Inter-
net Engineering Task Force (IETF). The protocol was fi rst published as an 
RFC in 1997.  7   In 2001, substantial changes were proposed to the specifi ca-
tion and it was rewritten between 2001 and 2005. Finally, in March 2005, 
the revised specifi cation was approved by the Internet Engineering Steering 
Group (IESG) and published in three separate RFCs covering requirements, 
additional resources, and protocol modifi cations.  8   The delay in develop-
ment is partially attributable to the technical and organizational complex-
ity of the protocol, the economics associated with its implementation, and 
an expanding array of interests in a secure DNS. 

 By any measure, the DNS has been an incredibly reliable and effective 
globally distributed lookup directory, resolving billions of queries each day 
and facilitating substantial commercial activity. This success places a heavy 
burden of proof on any new proposals that add complexity by changing 
the underlying technology and processes. DNSSEC is not a simple protocol; 
it requires the development of upgraded or new software and imposes an 
additional computational burden on the resolver and name server infra-
structure. The use of digital signatures introduces the need for methods 
and organizational security policies pertaining to key generation (e.g., 
algorithm, length), distribution, storage, and scheduled or emergency roll-
overs. These issues are particularly important for zones higher in an 
authentication chain. Additionally, the type and number of organizations 
affected by the changes DNSSEC requires have expanded. Originally, enter-
prises, universities, and government agencies were largely responsible 
for operating their own name servers. Today a whole industry sector has 
developed around managed DNS services. 

 DNSSEC also faces a classic chicken-and-egg adoption conundrum. On 
the one hand, without a critical mass of signed zones (and particularly 
.com and the root), there is no viable demand for the development of DNS 
security-aware applications. On the other hand, without such applications 
there is no demand for signed zones. However, there is recognition that 
other protocols and systems could leverage a security-enhanced DNS. For 
instance, Domain Keys Identifi ed Mail (DKIM) proposes to use secure 
domains to authenticate the source or intermediary of an email message, 
as well as the contents of messages, in order to deal with email-based 
spam.  9   And identity management systems like OpenID, in which a user ’ s 
identity is associated with a particular URL, could also leverage the wide-
spread deployment of DNSSEC.  10   However, both of these are nascent tech-
nologies and certainly not  “ killer apps ”  that could spark DNSSEC adoption 
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at this point. Faced with this uncertainty, many zone operators are still 
weighing the costs and benefi ts of DNSSEC. 

 Another possible benefi t of DNSSEC is its ability to enable widespread 
encrypted communications, which has long been of concern to law 
enforcement and surveillance interests.  11   While the protocol itself specifi -
cally does not address confi dentiality of data or communications, the 
adoption of DNSSEC could create a globally accessible, authenticable infra-
structure for the secure distribution of other information. A secure DNS 
could help resolve long-standing problems associated with secure distribu-
tion of public keys and certifi cates and enable confi dential communica-
tions, using DNSSEC in conjunction with popular systems. In fact, engineers 
working for the main U.S. government contractor on DNSSEC were cog-
nizant of this benefi t early on, viewing it as a potential  “ big driver behind 
DNS security. ”   12   

 Given the associated hurdles and potential for DNSSEC, it is no 
surprise that there has been broad interest in the protocol ’ s development 
and adoption. Early development came from specialized agencies within 
the U.S. Department of Defense (DoD) and its contractors, along 
with technical experts participating within the Security Area of the IETF. 
Interest in the protocol expanded greatly as the Internet developed into 
a widely used and critical piece of communications infrastructure. Begin-
ning in 2001, development shifted to the IETF ’ s Internet Area, and a range 
of technical experts from registries, DNS management and software provid-
ers, applications developers, U.S. government agencies, and individuals 
associated with government- and industry-supported research centers 
sought to infl uence DNSSEC. And as the protocol moved toward the 
deployment stage, Internet governance institutions like the Internet Cor-
poration for Assigned Names and Numbers (ICANN) became increasingly 
involved. 

 The role of U.S. agencies in DNSSEC ’ s evolution since 2001 has focused 
on both development and deployment activities. In addition to a general 
increase in funding of basic research on Internet security coinciding with 
the 2002 Cyber Security Research and Development Act,  13   the National 
Science Foundation has awarded grants to DNSSEC-specifi c projects and 
researchers directly involved in the standard ’ s evolution. The DoD has 
continued its lengthy participation in applied DNSSEC research and the 
standard ’ s development via private contractors. Individuals with these 
organizations have actively participated in the IETF process and continue 
efforts to promote DNSSEC within the Internet ’ s technical community and 
ICANN. 
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 The Department of Commerce ’ s National Institute for Standards and 
Technology (NIST) was active in the revised protocol ’ s development, par-
ticipating extensively in the IETF ’ s DNSEXT (DNS Extensions) Working 
Group since 2001, and leading IETF editorship of fi ve core DNSSEC speci-
fi cations. In part, these activities were driven by Title III of the E-Govern-
ment Act of 2002 (i.e., the Federal Information Security Management Act 
(FISMA)), which required NIST to  “ develop standards and guidelines, 
including minimum requirements, for information systems used or oper-
ated by an agency or by a contractor of an agency or other organization 
on behalf of an agency, other than national security systems. ”   14   In addi-
tion, the Act required that NIST  “ consult with other agencies and offi ces 
and the private sector (including the Director of the Offi ce of Management 
and Budget, the Departments of Defense and Energy, the National Security 
Agency, the General Accounting Offi ce, and the Secretary of Homeland 
Security). ”   15   

 Beginning in 2003, the U.S. Department of Homeland Security ’ s Direc-
torate for Science and Technology became active through its Internet 
Infrastructure Security Program (IISP).  16   DHS involvement was in response 
to its role mandated as part of the 2002 Homeland Security Act, the 
 National Strategy to Secure Cyberspace ,  17   and the 2003 Homeland Security 
Presidential Directive 7, which positioned DHS to become the lead federal 
point of contact for the information technology and telecommunications 
industry sector. Working together to support compliance with Federal 
Information Processing Standards (FIPS) as required by FISMA, NIST drafted 
several documents pertaining to DNSSEC that were sponsored by DHS. 

  Special Publication 800 – 81, Secure Domain Name System (DNS) Deployment 
Guide  was published in May 2006, providing implementation guidelines 
(e.g., key management policies) for government agencies running 
DNSSEC.  18   In October 2006, NIST together with two central defense con-
tractors produced  Signing the Domain Name System Root Zone: Technical 
Specifi cation , which recommended changes in root zone fi le management 
that would enable implementation of DNSSEC.  19   And in December 2006, 
NIST announced the release of the revised  Special Publication 800 – 53, Rec-
ommended Security Controls for Federal Information Systems , which provided 
guidance on the use of external information systems (like the DNS) and 
outlined plans for the staged deployment of DNSSEC technology within 
medium- and high-impact federal information technology systems.  20   It 
gave U.S. federal agencies one year after the document ’ s fi nal publication 
to comply with the new standard. OMB mandated that .gov second-level 
domains should be signed by December 2009.  21   
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 The Root of the Problem: Creating a Trust Anchor 

 DNSSEC implements a hierarchical model of trust. A DNS security-aware 
resolver ’ s ability to validate name server responses is accomplished by 
establishing an authentication chain from a known trust anchor or anchors 
(i.e., a cryptographic public key  22  ) to the zone that has provided the signed 
response. If a resolver is confi gured with a trust anchor (or more than one) 
that exists higher in the DNS tree, for instance, the root ’ s public key,  23   it 
theoretically can verify any signed responses.  24   This is because a path can 
always be constructed from the root zone to lower zones, assuming every 
zone in the path is signed and carries a Delegation Signer (DS) resource 
record for child zones. This architectural design highlights the critical 
importance of parent zones maintaining and signing DS records, if wide-
spread deployment of DNSSEC across the Internet is to be achieved. 

 However, what happens in a scenario in which portions of the DNS tree, 
and particularly the root, are not signed? An incomplete authentication 
hierarchy, where a parent zone does not support DNSSEC, created an 
 “ islands of trust ”  problem. For instance, the Swedish country code TLD — .
se — was signed in 2006 yet its parent (the root) was not.  25   The .se zone was 
a secure island isolated from the rest of the DNS tree. Another example 
was the .gov TLD. DHS acknowledged in 2007 that it would be possible to 
deploy DNSSEC in zones the U.S. government was responsible for without 
securing the root.  26   And, in fact, in February 2009 the U.S. government ’ s 
.gov zone was signed. In both cases, the absence of a signed root required 
the zone operator to maintain its own DNSSEC trust anchor that could be 
used by resolvers to validate resource records. 

 Alternatives to Signing the Root 
 In the absence of a signed root, interim solutions emerged for handing 
trust anchor material, including DNSSEC Look-aside Validation (DLV) and 
a Trust Anchor Repository (TAR). 

 DLV proposed to bypass the normal DNS hierarchy and allow resolvers 
to validate DNSSEC-signed data from zones whose ancestors either weren ’ t 
signed (e.g., the root) or refused to publish DS records for their child zones. 
One specifi cation suggested that the Internet Assigned Numbers Authority 
(IANA) maintain a DLV registry, although any party could maintain a 
registry of validated entry points to secure zones.  27   In fact, in March 2006, 
Internet Systems Consortium (ISC), developers of the widely used BIND 
resolver software, launched its own DLV registry, intending it as a boot-
strapping measure until the root was signed.  28   
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 In April 2008, the ICANN board approved a TAR, authorizing IANA to 
create and maintain a registry of DNSSEC trust anchors for TLDs.  29   TLD 
operators could upload their trust anchor material to the TAR, where 
resolver operators could securely retrieve it. From an effi ciency and politi-
cal standpoint, the creation of a TAR by ICANN had many advantages, 
including that 

  •    it provided TLD registries and resolver operators with a single repository 
for trust anchors to support DNSSEC deployment, operated by a nongov-
ernmental, Internet community-trusted entity; and 
  •    it avoided the USG political oversight of the root zone issue, since a TAR 
did not impact on the DNS root zone management process and the Depart-
ment of Commerce would have no contractual oversight of how a TAR was 
implemented or operated. 

 While the DLV or TAR solutions removed the diffi cult hurdle associated 
with signing the root zone fi le, they also changed who absorbed the 
deployment and ongoing costs of DNSSEC. Such approaches risked elimi-
nating the effi ciencies gained by maintaining relatively few trust anchors 
for the secure, global DNS. Multiple organizations would have to deal with 
the same operational questions and expenses, namely key management. 
More importantly, having numerous trust anchors would increase the 
burden of security policy evaluation and key updating for resolver opera-
tors (i.e., to Internet service providers [ISPs] running caching resolvers, and 
perhaps ultimately, to security-aware stub resolvers used by end-user appli-
cations). Arguably, they presented situations that were simply not scalable 
across the entire Internet. 

 Determining Root Signing Authority 

 While evident that the best way to secure the DNS effectively, effi ciently, 
and globally was to implement DNSSEC at the root, how that should be 
done remained unanswered. The existing root zone management process, 
controlled by the Department of Commerce through the  “ IANA functions ”  
contract with ICANN and cooperative agreement with VeriSign, the root 
zone maintainer (RZM), required TLD registries to send change requests to 
ICANN (specifi cally IANA) for processing. Once it was determined that the 
changes met IANA ’ s narrow technical requirements and the ICANN Board 
approved them, the request would be forwarded to the U.S. Department 
of Commerce for review and approval. If the Department of Commerce 
approved the changes, VeriSign would generate a revised root zone fi le and 
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distribute it to a distribution master name server. From there, other root 
server operators (RSOs) located around the world could retrieve it. The 
development of a procedure to sign the DNS root zone fi le provided an 
opportunity to closely examine the management arrangement and poten-
tially achieve shared responsibility for the Internet ’ s root zone that took 
into account political, economic, and operational issues. 

 Awareness and Positioning Begins 
 A report prepared in late 2006 for the U.S. Department of Homeland Secu-
rity proposed that a single organization be responsible for the key signing 
key (KSK) and zone signing key (ZSK) for the Internet ’ s root zone.  30   
Although the report did not explicitly say that the control of the keys 
would be held by DHS itself or even a U.S. government agency, the politi-
cally sensitive association between a U.S. national security organization 
and the root signing process triggered international concern.  31   This concern 
was fi rst publicly expressed at an ICANN meeting in Lisbon by the presi-
dent of the Canadian Internet Registration Authority (CIRA). It was fol-
lowed by a fl urry of stories questioning the motives of the U.S. government, 
and a public response by DHS over a month later in which the responsible 
program manager indicated a new specifi cation would be released for 
public comment by late summer 2007.  32   Following this, numerous stake-
holders publicly expressed opinions on the procedure for signing the root. 

 In March 2007, academics with expertise in Internet governance pro-
posed that a limited number of nongovernmental organizations take 
responsibility for generating, using, and distributing root zone KSKs and 
ZSKs.  33   It also advocated removing completely the Department of Com-
merce ’ s role in approving changes to the root zone, which served no tech-
nical purpose. Such a proposal distributed authority and provided increased 
resilience, and most importantly, eliminated the threat of political interfer-
ence by any government. The authors also took issue with a proposal that 
suggested a restricted, multilateral  “ security council ”  model for govern-
mental oversight of changes to the root, arguing that that approach simply 
compounded the political problem by thrusting more governments into a 
process where governments add no value in the fi rst place.  34   

 In June 2007, the European technical community represented by 
R é seaux IP Europ é ens (RIPE) sent a letter to ICANN, urging the organiza-
tion  “ to speed up and improve its efforts to get the root zone signed. ”   35   
Shortly thereafter, in July 2007, IANA unveiled its root zone signing test 
bed. Importantly, IANA ’ s test bed architecture had it assuming control for 
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generating and using the KSK and ZSK to edit, sign, and publish the root 
zone, which would then be sent to VeriSign for distribution.  36   No doubt 
responding to this encroachment on its existing root zone management 
role, VeriSign announced in February 2008 at the ICANN-Dehli meeting 
that it would implement its own DNSSEC test bed for the root zone. The 
unexpected move raised questions from some ccTLD operators, who had 
indicated their support for ICANN/IANA to sign the root zone in a 2007 
survey.  37   

 ICANN and the Department of Commerce Tussle over Root Zone Authority 
 With more than a year of test bed operations under its belt, ICANN sub-
mitted its proposal for signing the root to the Department of Commerce ’ s 
National Telecommunications and Information Administration (NTIA) on 
September 2, 2008.  38   It was clear from ICANN ’ s correspondence that its 
proposal was based on the IANA test bed, modifying the current root zone 
management roles as indicated earlier and shown in   fi gure 4.1 .    

 Figure 4.1 
 Reproduced from Internet Corporation for Assigned Names and Numbers (ICANN) 

DNSSEC Proposal (September 2, 2008),  < http://www.ntia.doc.gov/DNS/ICANNDNS-

SECProposal.pdf > . 
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 Such an arrangement seemed consistent with prevailing Internet com-
munity sentiment, and it did not disturb the department ’ s oversight 
role. It was also in line with the 2006 settlement agreement between 
ICANN and VeriSign over the .com registry contract, which included a Root 
Server Management Transition Completion Agreement that specifi ed the 
parties move to  “ enable ICANN to edit, sign and publish the root zone. ”   39   
Such a transition was, unsurprisingly, supported by ICANN ’ s 2008 Presi-
dent ’ s Strategy Committee (PSC) report titled  Improving Institutional 
Confi dence .  40   

 Despite the convergence of expectations around ICANN to sign the root 
zone, NTIA had been consistently against such an idea. In response to the 
PSC report it stated: 

 The Department believes strongly that it is important to clarify that we are not in 

discussions with either party to change the respective roles of the Department, 

ICANN or VeriSign regarding the management of the authoritative root zone fi le, 

nor do we have any plans to undertake such discussions. Consistent with public 

statements made by the United States government starting in 2000 and reinforced 

by the 2005 U.S. Principles on the Internet ’ s Domain Name and Addressing System, 

the Department, while open to operational effi ciency measures that address govern-

ments ’  legitimate public policy and sovereignty concerns with respect to the man-

agement of their ccTLD, has no plans to transition management of the authoritative 

root zone fi le to ICANN as suggested in the PSC documents.  41   

 Consistent with this position, NTIA responded quickly and unfavorably 
to ICANN ’ s proposal, saying that it would be seeking public input in the 
matter and that it considered ICANN ’ s proposal  “ to have been submitted 
as a proposed modifi cation to the IANA functions contract. ”   42   And because 
the IANA proposal would  “ alter root system responsibilities contrary to the 
performance exclusions in the contract . . . the Department does not 
authorize ICANN to engage in public consultations on this proposal or the 
terms of the IANA functions contract. ”  While the existing IANA functions 
contract clearly prevented ICANN from making any changes to the root 
zone management process without renegotiation, it was unclear under 
what authority the department could restrict a private public-benefi t cor-
poration from simply engaging in discussions on deployment of DNSSEC 
at the root.  43   Nonetheless, ICANN did not release its proposal for discussion 
at that time. 

 Soon after NTIA ’ s response to ICANN, VeriSign released its own proposal 
for signing the root zone.  44   Importantly, it retained the existing root 
zone editing, authorizing, and publishing roles held by IANA, the Depart-
ment of Commerce, and VeriSign, respectively. ICANN would receive 
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registry key material (DS records) from TLD operators, similar to other 
resource record updates, for review and inclusion in the root zone upon 
approval from the Department of Commerce. The proposal recommended 
that VeriSign generate the ZSK, and sign and publish the root zone. And 
in an attempt to address the political sensitivities surrounding control of 
the KSK, VeriSign suggested distributing that activity to the root server 
operators. 

 The Internet Community Offi cially Weighs In 
 Now faced with competing and substantially different proposals, 
and having browbeaten ICANN for its attempts to take the initiative in 
defi ning a root signing process, the Department of Commerce took control 
of the process and issued a formal Notice of Inquiry (NOI). The NOI 
asked whether or not the root should be signed and offered six 
proposed process fl ows for comment, including ICANN ’ s and VeriSign ’ s 
proposals, as well one largely refl ecting the existing management process.  45   
Acknowledging the global interest and impact of signing the root, the 
Department of Commerce explicitly invited input from outside the United 
States. And to promote greater transparency, it required fi ling of ex parte 
communications. 

 Over fi fty comments were received, mostly from organizations based in 
North America and Europe. It was clear there was strong support in general 
for signing the root zone. But other more nuanced positions emerged as 
well. First, several comments identifi ed that the ZSK should remain under 
the control of whoever published the root zone. Second, it was argued that 
whatever process was chosen, it should not preclude the possibility of 
changing the process in the future. 

 However, it was less certain what specifi c process fl ow should be insti-
tuted. Some clearly stated ICANN should control any signing activity; 
others explicitly stated that VeriSign should not perform any signing activ-
ity, with one comment highlighting the potential competition policy 
issues of having the world ’ s largest TLD operator also responsible for pub-
lishing the signed root. Global fi nancial services company PayPal, one of 
the few non-Internet infrastructure-related companies to respond, argued 
it was not necessary to alter the current root zone management process in 
order to accommodate root signing, but that eventually the process should 
evolve to include a signing process distributed among several parties. 
The Internet Architecture Board made a similar statement,  “ that the 
implementation of DNSSEC at the root can and should align with the 
functions involved in root zone maintenance, generation, and audit. 



56 Chapter 4

The implementation of DNSSEC, however, need not today nor for the 
foreseeable future be cause to permanently fi x the roles involved. ”  

 The Department of Commerce never published a formal summary and 
analysis of comments submitted, as is typically required of most agency 
proceedings. At the Sydney ICANN meeting in June 2009, NTIA presented 
its initial interpretation of the comments received. It stated that DNSSEC 
should be implemented at the root as soon as possible, and maintained 
 “ implementation should be aligned with functions of the [current] root 
zone management process. ”   46   

 Determining Implementation Requirements for Root Signing 
 Having decided that the existing root zone management roles should be 
maintained, NTIA announced it was working with ICANN and VeriSign on 
an interim approach to deployment, by the end of 2009, of DNSSEC in 
the root zone.  47   An initial draft, developed largely internally by NIST with 
other U.S. government agency input, outlined technical requirements for 
implementation and proposed to  “ initially to overlay the deployment 
process on the existing root zone management process, thereby minimiz-
ing the introduction of new steps and changes of responsibilities among 
the involved parties. ”  Additionally, it specifi ed American-developed RSA 
cryptographic signing and hashing algorithms and key sizes to be imple-
mented at the root zone, and recommended various NIST-authored FIPS 
documents as operational guidelines. 

 By early July 2009, NTIA had envisioned and initiated an ongoing 
informal consultation to evaluate the requirements. Instead of publishing 
the draft or forwarding it to the IETF ’ s DNSEXT Working Group for public 
review, it circulated the draft among a limited number of individuals in 
the Internet ’ s technical community, as well as ICANN and VeriSign, and 
 “ to the extent possible, input resulting from these consultations [was] 
refl ected in the requirements. ”   48   The fi nal document was formally released 
to the public at the end of October 2009. With requirements in hand, 
ICANN and VeriSign began the process of implementing DNSSEC at the 
root with an expected completion date of July 2010. 

 Principal-Agent Relationships and Control of the Secured Root 

 For principal-agent theorists in political science, the outcome surrounding 
securing the root is not surprising. How principals achieve their objectives 
through an agent without necessarily abdicating control has been explored 
in domestic and international contexts.  49   The main risk in principal-agent 
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relationships is that the agent may deviate from the interests of the prin-
cipal. Deviation is minimized when the principal is knowledgeable about 
the consequences of an agent ’ s activities and when a principal and agent 
share common interests and desire the same outcomes.  50   The risk of devia-
tion can be mitigated by principals through ex ante approaches like con-
tractual obligations that constrain or guide agent behavior and the 
identifi cation of optimal agents through screening and selection mecha-
nisms; and ex post techniques such as the use of agent monitoring and 
reporting requirements, and designing institutional checks that ensure that 
no single agent can act unilaterally.  51   

 The episode of securing the root illustrates these ex ante and ex post 
factors at work. In ICANN ’ s transparent efforts to inform the Internet com-
munity of its plans for signing the root, it revealed its intentions to assume 
greater control in the root zone management process. NTIA relied on the 
obligations outlined in the IANA functions contract to slow down ICANN ’ s 
momentum, allowing it time to institute a NOI process where NTIA could 
gather evidence to infl uence the process more directly. 

 The episode offers some valuable lessons. First, it is not enough to be 
concerned simply with pursuing the development of open standards. 
DNSSEC was developed in a setting (i.e., the IETF) that many consider an 
exemplar of open standards development. Second, there is a need to pay 
more attention to the governance arrangements in which open standards 
are implemented. The underlying relationships of institutions involved 
warrant closer examination, as they may be used strategically, even when 
relatively open and transparent processes are in place, to control 
outcomes.    

 Notes 

 1.   Anyone can view the contents of the DNS root zone fi le; see  < http://www

.internic.net/zones/root.zone > . 

 2.   For discussions of the World Summit on the Information Society and how U.S. 
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 11.   In fact, early DNSSEC deployment efforts were tripped up by U.S. export con-

trols, resulting in the temporary removal of BIND (i.e., the market-dominant DNS 

software) prototype source code from the Web. Originally classifi ed in 1996 by the 

Bureau of Export Administration (BXA) as authentication software and therefore 

exempt from Export Administration Regulations, the software was reclassifi ed as a 
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 5     Open Document Standards for Government:   The South 

African Experience 

 Andrew Rens 

 During 2007 and 2008, South Africa was at the forefront of the growing 
global movement to promote the use of open standards in computer soft-
ware both at home and on the international stage. This case study of the 
South African experience illustrates the growing importance of open stan-
dards to the state, in particular to the developmental state, and increas-
ingly contested international standards-making processes. 

 Open Standards and the State 

 Modern states rely for their core functions on the processing of informa-
tion through information and communication technologies. The tech-
nologies deployed by a state are therefore not incidental to its form but 
instead are powerful if often unrecognized infl uences on that form. As 
Sandra Braman states: 

 Because informational power has altered the materials, rules, institutions, ideas, and 

symbols that are the means by which other forms of power are exercised, a new 

type of system, the informational state, has emerged. Information policy is thus key 

both to understanding just how this change of state has come about and to analys-

ing how the informational state exercises power domestically and around the world. 

Information policy is the proprioceptive organ of the nation-state, the means by 

which it senses itself and, therefore, the medium through which all other decision-

making, public or private, takes place.  1   

 One immediate consequence is that states have slowly come to pay atten-
tion to the effects of becoming dependent on proprietary software. The 
issues that software raises for states are both salient and unprecedented. It 
is trite to observe that information is essential for the operation of a state, 
but as Braman points out information and information processing are 
now constitutive of the very nature of the contemporary state. At the same 
time private actors that supply the state with software are wielding 
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unprecedented monopoly power over the means of information processing 
through statutory grants of intellectual property. 

 Software and the State 

 The variety and range of concerns raised by the reliance by a state on 
proprietary closed source software can be illustrated by considering the 
concerns that have arisen around proprietary word processing software. 

 Some dominant software — such as the Microsoft Offi ce suite, the domi-
nant word processing software during the global shift from standalone 
mainframe computers to networked desktop computers — historically uses 
proprietary formats. At some point every proprietary format is no longer 
supported, either because the vendor has ceased to operate, or because the 
vendor no longer regards the format as important. As a consequence a state 
that has stored its records in that format can no longer access the informa-
tion, such as birth and death records, that it needs to carry out its most 
elementary functions, namely issuing passports, raising taxes, and identify-
ing individuals. 

 The problem of inaccessible archived public documents vividly illus-
trates the problem of dependence on any vendor. However, vendor depen-
dence, known as  “ vendor lock-in ”  creates a number of other problems for 
the day-to-day business of governance. Reliance on a single vendor ’ s pro-
prietary format creates a single point of failure for government — if the 
software fails, then the government is reliant on the vendor ’ s response for 
its core functions and very survival. The monopoly power that the vendor 
obtains over the government, including the high costs of switching to 
another format, enables the vendor to raise prices beyond market prices 
without the threat of competition. For developing countries the tendency 
of proprietary software vendors in developed countries to include code 
designed to report back alleged unauthorized copying of copyright works 
(so called Technical Protection Measures) is especially concerning since it 
amounts to the installation of spyware that reports to the corporate citizen 
of another sovereign in the government ’ s core systems. 

 Problems raised for developing country governments by proprietary 
software are not only operational but economic. In developing countries, 
the state is often the largest purchaser of software, sometimes by orders of 
magnitude. In these circumstances, preference for a single proprietary 
format supported by a single vendor results in dominance in that market 
sector by the vendor. This raises competition regulation concerns: a market 
is subject to anticompetitive pressures because the state is subsidizing one 
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vendor at the expense of others. Vendor lock-in enables a single fi rm to 
capture all the value. Since almost all proprietary software vendors are 
located in the global North, the use of proprietary software results in 
developing country taxpayers fi nancing royalty payments to the global 
North, with negative consequences for the balance of payments and the 
tax base. 

 Overshadowing both operational and economic issues are the effects 
that state dependence on proprietary software formats have on access to 
knowledge by the people living in that state. People who need access to 
state-held knowledge are barred from doing so if they do not have the 
proprietary software needed; in other words, if they cannot pay the 
premium for the proprietary software used by the state. Propriety software 
dependence thus amounts to economic discrimination. 

 Problems arising from government use of proprietary software and asso-
ciated vendor lock-in raise operational, economic, and democratic con-
cerns. Operational issues are largely concerned with the internal operation 
of the state, while economic issues are concerned with the effects of the 
state ’ s procurement of software on the economy, and democratic concerns 
with how the relationship of citizens and state is affected by the state ’ s use 
of software. 

 However, when governments adopt open standards the harms are miti-
gated. Open standards enable the systems of different government entities 
to communicate and interoperate. When governments mandate the use of 
open standards then different organs of government need not all use the 
same software but simply standards-compliant software. 

 Open standards address the problem of vendor lock-in. When docu-
ments are stored in formats that comply with open standards, then a range 
of vendors and service providers are able to provide software and services, 
whether proprietary or free and open source software (FOSS). A govern-
ment is no longer tied to a particular vendor but can easily switch between 
vendors, or procure products and services from a combination of vendors. 
If a demand arises for particular products or services and there are no exist-
ing suppliers, then market incentives can operate, and new players can 
enter the market without claims of infringement of intellectual property 
rights. 

 Open standards enable migration to FOSS. It is only through the adop-
tion of FOSS as well as open standards that some problems caused by 
vendor lock-in can be addressed. FOSS code is open so that governments ’  
own experts can address security issues, respond to known breaches, and 
eliminate spyware. The use of FOSS ensures that the code is always open 
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so that it is always possible for anyone with suffi cient technical skill to 
address malfunctioning code. Governments using FOSS pay for services 
rather than goods, changing the ways in which governments are able to 
procure and pay for information processing to their benefi t. Open stan-
dards coupled with FOSS enable a government to spread its spending across 
an  “ ecosystem ”  of fi rms of different sizes, thereby enabling the range of 
small and large fi rms conducive to innovation. 

 Developing countries can increase effi ciency and stimulate the growth 
of local information technology by adopting open standards. Through 
adopting standards that have FOSS implementations, government is able 
to address the issue of citizen access to government through information 
and communications technologies, since citizens will be able use FOSS to 
communicate with government without having to pay for a particular 
vendor ’ s software. 

 South Africa ’ s Adoption of Open Standards 

 On October 24, 2007, South African Minister of Public Administration 
Geraldine Fraser-Moleketi introduced version 4 of the Minimum Interoper-
ability Standards for Information Systems in Government (MIOS):  “ The 
Minimum Information Interoperability Standards (MIOS) sets out the Gov-
ernment ’ s technical principles and standards for achieving interoperability 
and information systems coherence across the public sector. The MIOS 
defi nes the essential pre-requisite for joined-up and web enabled Govern-
ment. Next to security, it is an essential component in the overall e-
Government strategy. ”   2   

 The MIOS required the selection of open standards to the extent pos-
sible. It also set out the requirement for a standard to be regarded as open, 
which the MIOS states should meet all of the following criteria: 

 It should be maintained by a noncommercial organization. 

 Participation in the ongoing development work is based on decision-making pro-

cesses that are open to all interested parties. 

 Open access: all may access committee documents, drafts and completed standards 

free of cost or for a negligible fee. 

 It must be possible for everyone to copy, distribute, and use the standard free of 

cost. 

 The intellectual rights required to implement the standard (e.g. essential patent 

claims) are irrevocably available, without any attached. 

 There are no reservations regarding reuse of the standard. 

 There are multiple implementations of the standard.  3   
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 Document Formats and International Standards Organizations 

 The MIOS requires the use of the Open Document Format (ODF). ODF was 
developed by a group of software developers, including proprietary soft-
ware vendors and free software coders through the Organization for the 
Advancement of Structured Information Standards (OASIS). Software that 
uses ODF as its native format includes Open Offi ce, Star Offi ce, Google 
Docs, IBM Lotus Symphony, and NeoOffi ce. 

 The standard was submitted to the International Standards Organiza-
tion (ISO) and International Electrotechnical Commission Joint Technical 
Committee 1 (JTC1). A specialist subcommittee of JTC1 known as SC34 
considered the standard and unanimously approved it on May 3, 2006, 
when it became ISO/IEC 26300:2006. 

 ISO describes itself as a nongovernmental organization,   “  the world ’ s 
largest developer and publisher of International Standards  ”   and   “  a network 
of the national standards institutes of 162 countries, one member per 
country. ”  ISO is not an intergovernmental organization, nor does it form 
part of the United Nations, although it is based in Geneva, where many 
UN organizations maintain their head offi ces. Although ISO is a global 
standards-setting body, its self-description as an NGO somewhat obscures 
its role and function. Members of ISO include many national standards 
organizations that are usually government bodies but also include other 
standards bodies, whose members are corporations. ISO ’ s effective power 
in setting standards that often become law, either through treaties or 
national standards policies, makes it more powerful than most NGOs, and 
in practice, ISO acts as a consortium with strong links to governments but 
without the accountability required of multilateral intergovernmental 
organizations. 

 Although Microsoft had participated in OASIS and the development of 
the ODF standard, it also developed another document specifi cation, based 
on its own proprietary format, called Offi ce Open XML. Microsoft intro-
duced OOXML to an organization known as Ecma International (ECMA), 
formerly the European Computer Manufacturers Association. ECMA 
describes itself as is  “ an industry association founded in 1961 ”  for Informa-
tion and Communication Technology (ICT) and Consumer Electronics 
(CE). ECMA is a member of ISO, and in turn submitted OOXML as a puta-
tive second document standard to ISO although ODF (which was already 
in use by a wide variety of software including within the open source com-
munity) had been adopted as the standard for open document formats by 
the ISO before the introduction of OOXML. ECMA used its knowledge of 
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standards processes to place OOXML on the ISO fast-track process — a 
process that if successful would have led to the existence of two mutually 
incompatible standards documents. The ISO fast-track process required 
that members of SC34 vote to engage in ballots on adopting the standard 
on two separate occasions. Voting by an ISO member that is a national 
standards body is often informed by a national subcommittee formed as a 
mirror committee to the ISO subcommittee. 

 South Africa ’ s Experience of ISO ’ s Adoption of OOXML  

 At the behest of Microsoft, the South African Bureau of Standards con-
vened a subcommittee to make a recommendation whether or not South 
Africa should vote for the aspirant second document standard. The sub-
committee was SC71L. On July 18, 2007, SC71L was asked to make a 
technical assessment and recommendation on how South Africa should 
vote on the further progress of the proposed standard that would allow for 
the approval of OOXML. 

 The committee, made up of various stakeholders including representa-
tives from civil society, voted overwhelmingly  4   to reject the proposal that 
OOXML become the standard. Stakeholders represented on SC71L included 
Freedom to Innovate South Africa and the African Commons Project, both 
nonprofi t organizations, software vendors including IBM and Sun Micro-
systems, the South African government, and Microsoft and its allied 
vendors. This decision went on to inform the way South Africa voted at 
the subcommittee meeting in September 2007. The ISO fast-track processes 
requires that members of the subcommittee attempt to resolve any issues 
when a standard has been rejected with a view to amendment of the stan-
dard to enable its adoption. A second ballot on the standard is then held 
on adoption of the standard. 

 As a result, and although OOXML had been rejected in the fi rst round 
of balloting, the ISO ballot resolution process required a second round. In 
the run up to the second ballot, there was a great deal of lobbying of 
members by both the FOSS movement and Microsoft. Many governments, 
civil society organizations, and software developers objected to the adop-
tion of OOXML, pointing out that ODF, a universally compatible standard, 
had already been adopted in 2006. The South African government made 
its views on the matter clear: in a speech made just before the ISO vote, 
then Minister of Public Service and Administration Geraldine Fraser-
Moleketi pointed out that software patents pose a threat to developing 
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nations and that open standards are a critical factor in building interoper-
able systems that are important to governments:      

 The adoption of open standards by governments is a critical factor in building 

interoperable information systems which are open, accessible, fair and which rein-

force democratic culture and good governance practices. . . . It is unfortunate that 

the leading vendor of offi ce software, which enjoys considerable dominance in the 

market, chose not to participate and support ODF in its products, but rather to 

develop its own competing document standard which is now also awaiting judg-

ment in the ISO process. If it is successful, it is diffi cult to see how consumers will 

benefi t from these two overlapping ISO standards. I would like to appeal to vendors 

to listen to the demands of consumers as well as Free Software developers. Please 

work together to produce interoperable document standards. The proliferation of 

multiple standards in this space is confusing and costly.  5   

 The ballot resolution meeting held in Geneva from February 25 – 29, 2008, 
was followed by the ballot process. South Africa along with other countries 
including Canada, Venezuela, New Zealand, and emerging economies 
China and India voted to reject the application. However, OOXML was 
approved with 86 percent of the votes. During and after the ballot proce-
dure there were extensive claims that the process had been compromised, 
and Microsoft had intensely lobbied many countries that had traditionally 
not participated in ISO and stacked technical committees with Microsoft 
employees, solution providers, and resellers sympathetic to OOXML. 

 The fallout from the voting process was as extensive as it was dramatic. 
The head of the Norwegian delegation at ISO resigned from his position, 
claiming that, although the majority of the Norwegian technical team was 
opposed to approving OOXML as a standard, the bureaucracy at Standard 
Norway overruled them. Public protests were held in Norway and Minister 
Fraser-Moleketi ’ s speech was quoted by the protesters. Ubuntu founder 
Mark Shuttleworth expressed his disappointment in the decision, telling 
interviewers it was is a  “ sad ”  day for ISO and the computing public.  6   

 In May 2008, the South African Bureau of Standards appealed the ISO 
process. The ISO procedures do not admit an appeal of the actual results 
of such a ballot but rather they permit an appeal on the validity of the 
ballot resolution process that led to the vote. South Africa appealed and 
was soon joined by Brazil, India, and Venezuela, which also appealed on 
a variety of grounds not canvassed in the South African appeal. Appeals 
may be either technical or administrative in nature and raise questions of 
principle and whether the contents of a draft may be detrimental to the 
reputation of IEC or ISO.  7   The secretaries general make recommendations 
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whether a conciliation panel should be formed. In July 2008, the directors 
general of ISO and IEC delivered a recommendation to the ISO technical 
management board (TMB) to reject appeals against the process to ratify 
Microsoft ’ s OOXML as an international standard.  8   In other words the sec-
retaries general did not consider it worthwhile to address the concerns 
about the integrity of the process raised by the emerging economies. 

 In September 2008 the lead information technology agencies of Brazil, 
Cuba, Ecuador, Paraguay, South Africa, and Venezuela agreed on the 
CONSEGI Declaration, a letter to ISO protesting a fast-track standards 
approval process for OOXML. The declaration states: 

 The issues which emerged over the past year have placed all of us at a diffi cult 

crossroads. Given the organization ’ s inability to follow its own rules we are no longer 

confi dent that ISO/IEC will be capable of transforming itself into the open and 

vendor-neutral standards setting organization which is such an urgent requirement. 

What is now clear is that we will have to, albeit reluctantly, re-evaluate our assess-

ment of ISO/IEC, particularly in its relevance to our various national government 

interoperability frameworks. 

 Conclusion 

 In the past, government decision makers have considered ISO certifi cation 
as a short cut to evaluation of standards. After ISO ’ s dismissal of the appeals 
by the emerging economies, government decision makers can no longer 
do so. Instead government decisions makers must evaluate whether stan-
dards are open themselves. In South Africa the MIOS sets out criteria to 
enable government decision makers to evaluate whether a standard is an 
open standard. The specialist subcommittee of the South African Bureau 
of Standards approved ODF as the national standard on April 22, 2008. 
The national standards bodies are not required to adopt all ISO standards 
as national standards, and OOXML has not been made a national standard 
in South Africa. 

 The dispute over document standards highlights how technical specifi -
cations are no longer the domain of technical experts, since they can limit 
or enable access to knowledge, affect mission-critical operations of govern-
ment, and generate anticompetitive effects. The loss of confi dence by 
South Africa and other emerging countries in the independence and integ-
rity of ISO processes will require governments to evaluate standards criti-
cally for themselves. The inquiry is not whether a standard is labeled 
 “ open ”  by a standards body but whether it enables a government to 
achieve the objectives for which governments use open standards, such as 
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vendor independence, interoperability, and access to knowledge. At the 
same time standards remain technically challenging, requiring domain-
specifi c expertise. A possible solution obliquely suggested by the CONSEGI 
Declaration is that emerging countries such as South Africa and Brazil may 
create alternative structures to ISO.   
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 6     An Economic Basis for Open Standards 

 Rishab Ghosh 

 This chapter provides an overview of standards and standards-setting pro-
cesses. It describes the economic effect of technology standards — de facto 
as well as de jure  —  and differentiates between the impact on competition 
and welfare that various levels of standards have. It argues that most of 
what is claimed for  “ open standards ”  in recent policy debates was already 
well encompassed by the term  “ standards ” ; a different term is needed only 
if it is defi ned clearly in order to provide a distinct economic effect. 

 This chapter argues that open standards, properly defi ned, can have the 
particular economic effect of allowing  “ natural ”  monopolies to form in a 
given technology, while ensuring full competition among suppliers of that 
technology. This is a distinct economic effect that deserves to be distin-
guished by the use of a separate term, hence  “ open ”  rather than  “ ordinary ”  
standards — referred to as  “ semi-open ”  in this chapter. 

 The chapter explains why open standards must allow all possible com-
petitors to operate on a basis of equal access to the ability to implement 
the standard, and why this means that the economic effect of open stan-
dards may require different conditions for different markets. In most  soft-
ware  markets, where free/libre/open source software (FLOSS) provides 
signifi cant competition, open standards can only be those that allow equal 
access to FLOSS producers. 

 A case is made for public procurement to support open standards, and 
empirical evidence provided from an analysis of actual tenders as well as 
from the FLOSSPOLS  1   survey of government authorities to demonstrate 
how procurement policies in practice impede competitive markets for 
software products. Finally, some guidelines are provided for effective policy 
in relation to open standards and interoperability: 

 1.   Open standards should be defi ned in terms of a desired economic effect: 
supporting full competition in the market for suppliers of a technology 
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and related products and services, even when a natural monopoly arises 
in the technology itself. 
 2.   Open standards for software markets should be defi ned in order to be 
compatible with FLOSS licenses, to achieve this economic effect. 
 3.   Compatibility with proprietary technologies should be explicitly 
excluded from public procurement criteria and replaced by interoperability 
with products from multiple vendors. 
 4.   Open standards should be mandatory for e-Government services and 
preferred for all other public procurement of software and software 
services. 

 An Economic Defi nition for Open Standards 

 Many applications of technology in today ’ s information society are subject 
to  network effects : the benefi ts to a single user are signifi cantly enhanced if 
there are many other users of the same technology. The value to a user of 
an email system, for instance, is limited unless the system can be used to 
send emails to many others, and increases enormously with the number 
of other users. This value, which is over and above the value of a single 
copy of the technology, is the  network externality , that is, the additional 
value provided by the network effect. 

 Network effects can go hand in hand with entry barriers for new tech-
nologies. A new technology may be adopted if it provides recognized 
benefi ts over a previous technology. However, since the value of a widely 
used system is, due to network externalities, much higher than the value 
inherent to a single user ’ s copy of the technology, any new technology is 
seriously hampered by its lack of an existing user base. A new email system 
must be far superior to an old system in order for its inherent benefi ts to 
outweigh the severe disadvantage caused by the lack of a preexisting 
network. In applications highly susceptible to network effects, where the 
network externalities account for a large share of the total value of the 
system — such as email — this hurdle may be impossible to cross. Indeed, 
the email system most widely used today has remained more or less 
unchanged for over twenty years.  2   

 The self-enhancing feedback loop caused by network effects together 
with the barriers posed to alternative technologies results in the domi-
nance of particular products in their application areas, as  natural monopo-
lies.  Monopolies are not obviously good for consumers, but the presumption 
of natural monopolies in many areas has often been thought to provide a 
better value for overall welfare than, say, having various incompatible 
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systems leading to a balkanized network of groups of users unable to talk 
to each other. However, monopolies are in a position to capture (or inter-
nalize) the value of network externalities — although this value is by defi ni-
tion not an attribute of an individual user ’ s product or service, a monopoly 
or dominant player is in a position to raise the price of an individual user ’ s 
access beyond its inherent value, based on the external value of the network 
effect. An email system that allows one to communicate with millions of 
others may be priced higher than a more sophisticated system that was 
limited to only a few thousand others. Thus, while monopolies have long 
been tolerated in the telecommunications sector, they are usually subject 
to regulation to limit their natural tendency to work against consumer 
welfare. 

 Another approach to network effects, however, is to try to abstract the 
network externalities from specifi c products. This is achieved by identify-
ing the feature of the technology that provides the network effect, and 
ensuring that its use is not limited to a specifi c product or service. Rather, 
products and services from different producers are made  interoperable  by 
agreeing on  standards  for the basic technology components that provide 
the network externalities. This way, in theory at least, a natural monopoly 
arises in terms of the technology, but competition can thrive in terms of 
actual products and services that interoperate. 

 The problem arises that the natural monopoly on the technology for 
interoperability may have rights associated with it, and these rights may 
be owned by one market player (or a consortium). Such rights may be 
exploited to generate monopoly rents, which may counteract the competi-
tion in interoperable products and services that are enabled through the 
use of the standard. For example, if the holder of rights to the standard 
seeks monopoly rents from all use of the standard, it has an anticompeti-
tive advantage over other users of the standard. 

 Alternatively, rights holders can use their licensing policies to control 
the further development of the standard, and to infl uence the market of 
products and service around the standard. While such infl uence could be 
used to improve social welfare, it could also be used to anticompetitive 
ends, by selectively granting the rights to producers and service providers 
using the standard. Such selection need not be arbitrary, it can also be 
achieved through the setting of licensing conditions that favor or discrimi-
nate against specifi c groups of producers. If the holder of rights covering 
a standard is also a supplier of products and services based on the standard, 
it has strong incentives to set licensing conditions that disadvantage the 
strongest potential competing suppliers. Thus, the natural monopoly that 
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the standard creates in terms of technology may come along with competi-
tion in the market for products and services, but this competition may be 
limited by the control by rights holders of the access to the standard 
technology. 

 Standards can be de facto, where natural monopoly arises from market 
conditions that are initially competitive among different technologies, 
with agreement among producers on the standard technology arriving 
without a formal process. Usually, such a standard emerges through market 
dominance of the technology, often hand in hand with market domina-
tion of the technology vendor. Rents from such de facto standards are 
among the most attractive available to IT fi rms. 

 Alternatively, standards can be de jure, whereby a natural monopoly on 
technology is agreed upon by a body that may be an association (perhaps, 
but not necessarily, with a public interest mandate) of some combination 
of technology users and suppliers. Bodies with some level of formal process 
for defi ning such standards include the International Telecommunication 
Union (ITU), the European Telecommunications Standards Institute (ETSI), 
the Institute of Electrical and Electronics Engineers (IEEE), the World Wide 
Web Consortium (W3C), and the Internet Engineering Task Force (IETF). 
While owners of rights over de facto standards clearly have the interest 
and ability to exploit their monopoly over the standard technology to 
control or dominate the market in products and services based on the 
standard, it is quite possible for owners of rights over de jure standards to 
do this as well. As Joel West writes,  “ attempts to create advantage and 
lock-in are far from limited to the sponsors of de facto standards. Sponsors 
of de jure and consortia standards also gain advantage from attracting 
adopters and creating lock-in, if such standards are encumbered by private 
patent claims, as are standards such as W-CDMA, MPEG-4 and DVD ”   3    

 Some standards bodies try to limit this control- and rent-seeking behav-
ior by defi ning processes to allow input from a variety of players in the 
defi nition of the standard (which affects what technologies and thus what 
rights holders are involved in the chosen standard). Standards bodies also 
defi ne policies on licensing rights covering the standard, with various 
degrees of limits placed on the rights holders ’  ability to control suppliers 
of products and services based on the standard. Common policies include 
the requirement that rights be licensed under RAND (reasonable and non-
discriminatory) or royalty-free terms. 

 If technology licensing policies are adopted (whether by the fi at of 
standards bodies or voluntarily by the technology rights holders) allowing 
all potential suppliers of products and services based on the technology to 
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use it, without providing a competitive advantage to the rights holders, 
the theoretical economic effect of interoperable standards may be achieved. 
Standards based on such licensing policies could be called  “ open stan-
dards, ”  with natural monopolies in the technology itself but competition 
in the supply of products and services using the technology. 

 Economic Effects of Types of Standards 

 Much discussion around standards relates to the institutional processes of 
standard selection, and this has infl uenced the terminology surrounding 
standards: de facto ,  de jure ,   “ open standards. ”  This chapter focuses, 
however, on the economic effects of different frameworks for technologies, 
and suggests the use of terminology based on the economic effects rather 
than the institutional processes alone. 

 Based on the preceding discussion, one could defi ne three broad classes 
of technology frameworks based on the three broad classes of economic 
effects that they achieve: 

 1.   Proprietary technologies: a natural monopoly in a technology results in 
a natural monopoly in the market for services and products based on the 
technology. These often become de facto standards, in which case they are 
properly referred to as  “ proprietary standards. ”  This occurs when the rights 
to the technology are available only to the rights holders, and results in a 
dominant position for the owner of the technology. 
 2.   ( “ Semi-open ” ) standards: a natural monopoly in a technology arises (de 
facto) or is defi ned and agreed upon (de jure), but  some  competition in the 
market for products and services based on the technology is provided for, 
although potentially dominated by rights holders of the technology. Unlike 
most of the literature, we distinguish such standards from the next cate-
gory and therefore refer to them as  “ semi-open standards, ”  encompassing 
most standards set by most industry and international standards bodies. 
This occurs when the rights to the standard are made available to economic 
actors other than the rights holders, possibly under terms that provide an 
advantage to the rights holders over other competing economic actors. 
 3.   Open standards: a natural monopoly arises (de facto) or a monopoly is 
defi ned and agreed upon (de jure) in a technology, but the monopoly in 
the technology is accompanied by  full competition  in the market for prod-
ucts and services based on the technology,  with no a priori advantage based 
the ownership of the rights  for the rights holder. This occurs when access to 
the technology is available to  all  (potential) economic actors  on equal terms 
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providing no advantages for the rights holders . In particular, rights to the 
standard are made available to economic actors other than the rights 
holders under terms that allow  all  potential competitors using  all  potential 
business models to compete with the same degree of access to the technol-
ogy as the rights holders themselves. When  no  competitive advantage is 
held by some players solely by virtue of owning rights over a standard,  4   
then a unique economic effect is achieved of separating the natural 
monopoly of the technology itself from any possible monopoly among 
suppliers of the technology. 

 It should be clear from this list that simple economic criteria are being 
used here to discriminate between different technology market models —
 the relationship between the natural monopoly of the technology and the 
extent of competition possible among suppliers of products and services 
based on that technology. Such criteria are meaningful for policy making, 
if policy is set in order to achieve a given economic effect. Clearly, a policy 
debate needs to distinguish between terms (such as  “ standard ”  and  “ open 
standard ” ) on the basis of the differences in the effect of the concepts 
behind them, otherwise the terms are in themselves meaningless. 

 It should also be clear from the preceding defi nitions that there is a 
distinct difference in the economic effect between  “ proprietary technolo-
gies ”  (or  “ proprietary standards ” ),  “ standards, ”  and  “ open standards, ”  in a 
progression of increased market competition. For the sake of clarity, we 
will refer in this chapter to  “ standards ”  that are not  “ open standards ”  
according to the preceding defi nition as  semi-open standards.  This is a pro-
gression of normative frameworks that overcome the natural monopolies 
in certain technologies arising from the network effects associated with 
them. To the extent that monopolies harm welfare, the ability to augment 
the natural monopolies in technologies with a competitive market in the 
supply of products and services based on these technologies is positive. 
Thus there is a basis for consumers in general and policy makers in particu-
lar to encourage these normative frameworks, and to attempt to drive 
suppliers and markets toward the  “ open standards ”  at the competitive end 
of this progression. 

 This list does not indicate the processes required in order to achieve its 
goals, or the specifi c licensing terms that may be required to differentiate 
between standards and open standards. Such details could differ between 
different technology domains and depend on the market conditions. 

 For instance, the effect of open standards may be achieved with licenses 
requiring signifi cant licensing fees and restrictions on use in a market 
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where only fi rms with deep pockets and strong legal support structures can 
implement the technology concerned — such as the market for GSM (Global 
System for Mobile communications) cell phones (see discussion in the next 
section). In such markets, where huge investments are required for product 
development, royalties may not pose additional entry barriers. Indeed, in 
such markets, licensing terms may be less important than the processes 
involved in determining a standard (i.e., choosing the monopoly technol-
ogy), which is why discussion of open standards relating to hardware or 
telecommunications often focuses most on due process, participation in 
standards-setting, and the publication of specifi cations rather than pure 
competition effects. 

 Similarly, in markets based on unit sales, audit or  “ no-sublicensing ”  
requirements may not pose additional entry barriers. 

 However, in a market in which competing products and services could 
be implemented by small fi rms or groups of individuals without signifi cant 
funds or the ability to control or audit the use of the licensed technology 
(such as FLOSS developers publishing their work under reciprocal or 
 “ copyleft ”  licenses), the economic effect of open standards as described 
may only be achieved by licensing terms that are free of royalty and 
license-audit requirements.  5   Indeed, in some markets, not only are such 
producers potential providers of products, they also are the  main competi-
tors  to suppliers that hold a dominant position. In markets where FLOSS 
developers provide the signifi cant existing or potential competition, 
royalty, audit, or no-sublicensing conditions (among others) do pose bar-
riers, and reduce competition greatly, preventing the open standard effect. 
Achieving under such market conditions the economic effect of full com-
petition in the market for products and services based on open standards 
would thus require the rights to the standard being made available under 
terms compatible with the existing legal and technical methods of FLOSS 
development. 

 Open Standards: Different Terms in Different Markets 

 The preceding discussion indicates that to maximize social welfare through 
the achievement of full competition in the market for products, the same 
rules can lead to different results, and different rules can lead to the same 
results, from sector to sector and technology to technology based on the 
market conditions unique to each. 

 For example, the success of the GSM standard for mobile telephony has 
been cited by the European ICT Association (EICTA), in their response   to 
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the European Commission IDABC (Interoperable Delivery of European 
eGovernment Services to public Administrations, Businesses and Citizens) 
Programme ’ s European Interoperability Framework (EIF).  6   EICTA and the 
Business Software Alliance (BSA), among others, use the example of GSM 
to argue in favor of standard adoption under licensing regimes that require 
royalty payments and other conditions. Indeed, such conditions have not 
necessarily reduced competition or overly advantaged some producers of 
GSM technologies over others. However, the requirements, in terms of 
fi nancial, technical, and legal infrastructure, to produce GSM equipment 
are quite demanding. Compared to, say, the capital requirements for man-
ufacturing telecommunications hardware, the licensing and royalty condi-
tions of the GSM standard itself are relatively undemanding. For the 
moment, at least, the conditions to use the GSM standard do not pose a 
barrier to the entry of potential competitors. So the economic effects out-
lined under the  “ open standards ”  defi nition previously set forth may be 
achieved without having royalty-free licensing for use of the standard. 
(This may change in the future, as telecommunications protocols are 
increasingly implemented in software, if generic hardware could be adapted 
to various protocols by software producers requiring much lower capital; 
in such a scenario, the conditions to use the GSM standard may pose a 
more signifi cant barrier to the entry of additional competitors and may 
lead to the GSM-like licensing con ditions not qualifying for the economics-
based defi nition of  “ open standard. ” ) 

 These arguments supporting royalty or other restrictive licensing condi-
tions have no connection, however, with most parts of the market for 
software, and it is software and data interchange formats that are the main 
focus of the IDABC EIF.  7   

 We discuss for illustration the domain of desktop offi ce productivity 
software such as word processors, where the market conditions are com-
pletely different from that of mobile telephony equipment manufacturing. 
There is clear market domination by one product, Microsoft Word, and the 
sole supplier of this product, Microsoft. 

 The most signifi cant competitor in terms of current and potential usage 
is OpenOffi ce Writer, an application developed by FLOSS developers and 
distributed under the GNU Lesser General Public License (LGPL). Any 
technology that disadvantages OpenOffi ce developers clearly does not 
achieve the market effect of full competition. Any de facto or de jure stan-
dard that is not licensed under terms that are usable in the development 
of OpenOffi ce cannot achieve the market effect of full competition, as 
OpenOffi ce developers are among the most signifi cant competitors to the 
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dominant supplier (indeed, full competition would require allowing equal 
access to the technology not just to signifi cant competitors but also to  all  
potential competitors). 

 As mentioned, OpenOffi ce is licensed under the GNU LGPL, which has 
the following features (among others): 

 1.   It requires that the software may be redistributed without charge or 
notice. 
 2.   It does not allow distribution of the software to be monitored or audited. 
 3.   It requires that derived works of the software may be built and redis-
tributed without charge or notice to the original developer. 
 4.   It is an irrevocable license, as long as its terms are met. 

 Arguably, these features are the basis for the success of OpenOffi ce as a 
competitive product with signifi cant market share. Any technology pro-
posed as a standard for word processing, therefore, that was not available 
to OpenOffi ce developers under conditions compatible with the features 
just noted, would not allow OpenOffi ce to use the proposed technology. 
The proposed technology would thus not have the economic effect that 
open standards should have, in the previously proposed defi nition, and 
would thus not be an open standard. 

 What licensing conditions for a given word processing technology 
 would  have the economic effect of an open standard? To be compatible (at 
least) with the features of potential competing producers such as OpenOf-
fi ce, the licensing terms must have the following attributes: 

 1.   They must not require royalty payments. 
 2.   They must not require monitoring or auditing of the distribution of 
licensed products. 
 3.   They must allow the automatic (sub-) licensing of the technology to 
works derived from the product developed under the fi rst license, without 
royalty requirements, monitoring, or audit requirements for the creation or 
distribution of such derived works. A license that is limited strictly to imple-
mentation of the standard may prevent this, if the limitation is enforced.  8   
 4.   They must be irrevocable, with some possible exceptions compatible 
with FLOSS licensing terms (e.g., revoked in defense, if the licensee sues 
the licensor for patent infringement). 

 The OpenOffi ce document format itself meets these requirements and 
could reasonably be called an open standard in terms of its economic 
effect. Indeed, the OpenOffi ce format has, since being initially a de facto 
standard, been accepted as the basis for the OASIS ODF. 
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 The economic effect of the OpenOffi ce format is seen by the existence 
of numerous products from independent producers, in addition to Ope-
nOffi ce itself, that support the format.  9   Microsoft now supports this format 
and there was nothing in the licenses covering the format that would 
prevent Microsoft ’ s support. The same could not be said historically for 
Microsoft ’ s own formats for Microsoft Offi ce, which have not met the 
present defi nition of open standards. Microsoft Offi ce formats have previ-
ously been proprietary, and recent XML-based formats have been encum-
bered with licenses that, while royalty free, appear to have been designed 
to prevent implementation by Microsoft Offi ce ’ s main competitor, Ope-
nOffi ce. A new irrevocable covenant not to enforce Microsoft ’ s patents over 
Offi ce 2003 XML against software products  “ conforming ”  to the format 
appears to make this format an open standard in terms of economic effect, 
as it appears this format could now be implemented by OpenOffi ce and 
other potential competitors.  10   

 This discussion shows that while the economic effects of an open stan-
dard can be achieved in some telecommunications markets while charging 
signifi cant royalties for access to the standard technology (as with GSM), 
in the market for word processing,  royalty-free licensing alone would be neces-
sary but not suffi cient to create an open standard . 

 This is important in the context of some existing government defi ni-
tions of open standards. For instance, the European Commission ’ s 
IDABC EIF defi nes open standards as having the following minimum 
characteristics: 

 1.   adopted and maintained by a nonprofi t organization with a decision-
making process open to all interested parties; 
 2.   published specifi cation document available at nominal or no charge; 
 3.   patents irrevocably made available on a royalty-free basis; and 
 4.   no constraints on the reuse of the standard.  11   

 As argued by BSA and EICTA and referred to in the previous section, this 
defi nition, by requiring royalty-free patent licensing, may be too strict for 
mobile telephony. On the other hand, the defi nition is not strict or clear 
enough for the word-processing market, since it does not clearly prevent 
 “ no-sublicensing ”  or audit requirements necessary to ensure full 
competition. 

 The IDABC EIF may also be too strict in its requirement of irrevocable 
patent licensing. This does not allow for defensive suspension, which, if 
compatible with FLOSS licensing models, would also be compatible with 
open standards as defi ned on their basis of economic effect. Indeed, a 
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number of FLOSS licenses themselves include defensive suspension clauses 
specifi cally in cases of rights holders being sued for patent infringement. 

 Similarly, other defi nitions of open standards that accept Adobe PDF as 
an open standard are inappropriate if the economic effect is used as a basis 
for measuring openness. Although some ISO standards are based on Adobe 
PDF, Adobe ’ s PDF licensing terms are not irrevocable. In theory, Adobe 
could wait until na ï ve public bodies all use its format, then arbitrarily 
terminate the patent licenses allowing PDF readers from competing 
vendors, then charge for its own PDF Reader software. 

 Going beyond Word Processing 

 While this analysis has focused on the specifi c example of word processing 
and text documents, it should be noted that the leading competitors to 
dominant market players in several parts of the software market are pro-
duced by FLOSS developers, and FLOSS software provides increasingly 
viable (and certainly future potential) competition. 

 The preceding discussion suggests that for large parts of the software 
market FLOSS is closely linked to the effective implementation of open 
standards, for two reasons. First, if FLOSS provides an existing or poten-
tially competitive solution for a given problem domain, an open standard 
would have to be compatible with the development and distribution of 
implementations under FLOSS licensing terms. 

 Second, for most software standards the formal specifi cation is insuffi -
cient and the actual standard may differ across implementations. Thus, 
some bodies (such as the IETF) require multiple interoperating implemen-
tations before recognizing a standard. As West writes,  “ for complex digital 
systems standards, the formal specifi cation is inherently incomplete and 
the actual standard is defi ned both through the written specifi cation and 
through actual implementations . . . for any fi rm trying to implement a 
standard, knowledge of both the formal specifi cation and existing imple-
mentations is valuable. Otherwise, the implementer faces an extended 
trial-and-error process as it seeks to discover how other fi rms have resolved 
specifi cation ambiguities. So a typology of openness must consider the 
openness both of the specifi cation and implementation. ”   12   

 This suggests the need for a  reference implementation  to augment — if not, 
perhaps, replace — the formal specifi cation of the standard. When such a 
reference implementation is available under a FLOSS license, it may achieve 
the economic effect of an open standard as already defi ned in this chapter, 
even without the institutional processes of standards setting, since the 



86 Chapter 6

reference implementation may act as the formal specifi cation (especially if 
suffi ciently well documented) and be reproduced without economic restric-
tions by any potential vendor of the technology.  13   

 Thus, in this regard the IDABC EIF defi nition of open standards is in 
one sense too restrictive in requiring a formal institutional process of stan-
dards setting. As shown in the previous section, formal institutional pro-
cesses are neither suffi cient, nor, as just discussed, even necessary to achieve 
the economic effects desired of open standards. 

 The previous discussion shows that although open standards and FLOSS 
are certainly not equivalent, they are closely related in terms of the eco-
nomic effect they achieve, and the way in which they do this. The next 
section examines how this relates to public procurement policy. 

 Standards, Software, and Procurement 

 Beyond the general description of the economic effect of standards, there 
are several issues specifi cally related to the public procurement of software 
and the provision of e-Government services (government services for citi-
zens and businesses) in particular. 

 Private consumers and fi rms may have some interest in furthering 
market competition so as not to lock themselves into technologies associ-
ated with continuous rent seeking from dominant players. This is rarely 
an obligation. Public sector consumers, however, have in many situations 
an obligation to support (and certainly not to harm) competition through 
their procurement practices, for a number of reasons: 

 1.   They are obliged to avoid explicitly harming competition in the market 
of private consumers. Thus, public agencies should not require citizens to 
purchase systems from specifi c vendors in order to access public services, 
as this is equivalent to granting such vendors a state-sanctioned 
monopoly. 
 2.   They are obliged to save costs — taxpayer money — over the very long 
term. This is equivalent to an obligation to further net welfare, which is 
harmed by rent-seeking behavior and weakened competition. 

 The fi rst point implies that e-Government services should provide access 
based on open standards, as defi ned previously in this chapter on the basis 
of their  economic effect : fostering a fully competitive market. In particular, 
the public sector should never require citizens to purchase systems from 
specifi c vendors in order to access public services: this is equivalent to 
granting such vendors a state-sanctioned monopoly. It is absurd to pursue 
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vendors for anticompetitive practices, while at the same time entrenching 
the dominant market positions of vendors by requiring that citizens buy 
their software in order to access public services, or requiring that businesses 
buy their software in order to compete for public tenders. Examples 
abound, from the Dutch Tax Authority requiring the use of Windows for 
fi ling electronic tax returns,  14   or the U.S. Federal Emergency Management 
Agency initially requiring the use of Windows and Internet Explorer by 
New Orleans Hurricane Katrina victims fi ling claims for relief. While 
many such examples involve Microsoft, befi tting its role as the dominant 
vendor in several end-user software markets, any government service based 
on proprietary or ( “ semi-open ” ) standards furthers this anticompetitive 
effect. 

 The second point implies that for procurement of software  in general , 
public authorities should preferentially implement software based on open 
standards, as defi ned by their economic effect of fostering a fully competi-
tive market. Supporting  “ semi-open ”  standards alone without fostering a 
fully competitive market is harmful to competition and net welfare, and 
thus expensive by defi nition over the long term. While software based on 
open standards may not always be available, public agencies should encour-
age its development, and indicate their preference for open standards to 
vendors though preferential procurement of software based on open stan-
dards wherever it  is  available. Similarly, public agencies should use open 
standards wherever supported by the software they implement, in prefer-
ence to any other technologies supported by such software. 

 Empirical evidence from the FLOSSPOLS survey of 955 public authori-
ties across 13 EU countries shows that public authorities are not generally 
aware of the economic effect of their own procurement choices. In particu-
lar, while expressing support in general terms for open standards and 
interoperability, they are unclear about what these terms mean (or should 
mean, for any meaningful economic effect). This is best illustrated through 
the response public authorities give when asked to rank the importance to 
a procurement decision for new software on compatibility with software 
that they are already using, in comparison to interoperability with compet-
ing software. 

 The main advantage of an open standard is its capacity to be interoper-
able with other software systems. Thus, a software application based on 
open standards is fully interoperable with any other application using the 
same standards, and it is possible for any other application to use the same 
standard. As a result, software buyers often try to achieve  “ vendor inde-
pendence, ”  which is to retain the ability to change software products or 
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producers in the future without loss of data or signifi cant loss of 
functionality. 

 However, this goal can confl ict with implicit or explicit criteria for soft-
ware purchasing, in particular whether new software is compatible with 
previously purchased software. Buyers who use the latter criterion rather 
than a general requirement for open standards or vendor-independent 
interoperability in effect remain locked in to their previously purchased 
software. Thus, even if they see the benefi ts of open standards and believe 
in interoperability, buyers whose preference for new software is based 
instead on compatibility with previously installed software are not, in 
practice, supporting or benefi ting from interoperability. 

 Public Procurement and Competition: Empirical Evidence 

 To examine the relationship between compatibility and interoperability, 
FLOSSPOLS survey respondents were asked whether they fi nd it more 
important that new software they buy is compatible with other software 
from the same product family they already use ( “ compatibility, ”  i.e., prefer-
ring previous suppliers) or that new software is compatible with software 
from other producers and product families ( “ interoperability, ”  i.e., no 
anticompetitive preference in procurement). Fifty-nine percent of the 
respondents favored interoperability and 33 percent favored compatibility 
(8 percent said they did not know).  15   This shows that a signifi cant share 
of public administrations in practice lock themselves into proprietary tech-
nologies. While this may have long-term costs for these public administra-
tions, it also has long-term costs for net welfare. 

 Preferring  “ compatibility ”  may even violate public procurement prin-
ciples, since a preference — explicit or implicit — for  “ compatibility with 
previously installed software ”  favors the single supplier of that software, if 
it is based on proprietary or semi-open standards. An explicit preference, 
instead, for interoperability with open standards as defi ned in this chapter 
does  not  favor a single supplier of technology and is therefore far more in 
keeping with public procurement principles. This may also be more con-
sistent with public procurement  law . The European Commission found  16   
that public procurement requirements to supply hardware based on  “ Intel 
or equivalent ”  microprocessors, or even requiring clock rates specifi c to 
Intel processors without mentioning Intel was not compatible with EU 
law.  17   This did not result in formal legal action, because EU member states 
changed their procurement policies in response to the EC ’ s warning      and 
formal notices sent regarding their procurement policies.      What applies to 
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public procurement of hardware could reasonably be thought to apply to 
software procurement too, especially as the use of tenders with explicit 
requirements for compatibility with proprietary software standards appears 
to be quite common. 

 While this subject clearly needs empirical research beyond the scope of 
this analysis, a quick keyword search for tenders on TED, the EU ’ s public 
procurement portal      identifi ed 149 recent tenders including the term 
 “ Microsoft. ”  A study conducted by OpenForum Europe in 2008 found that 
 “ OFE ’ s monitoring exercise shows that in 34 tender notices out of 136 (25 
percent), trademarks were mentioned in procurement documents. ”  A brief 
analysis below, of six calls for tender, identifi es the strong anticompetitive 
effects of public procurement that favors  “ compatibility ”  with proprietary 
standards over  “ interoperability ”  with open standards. 

 1.   The anticompetitive effect starts with the procurement process itself, 
which may require bidders to purchase software from specifi c vendors. For 
instance, a tender from Scottish Enterprise, 2005, state that  “ All expres-
sions of interest shall be provided either on paper or both on paper and 
in electronic format (via fl oppy disk using Microsoft Offi ce compatible 
products). ”   18   While not as bad as requiring citizens to purchase software 
from a single vendor for access to essential government services, such 
procurement procedure requirements are clearly detrimental to competi-
tion in the market for software even among  private  consumers. 
 2.   A typical case of explicit preference to bidders using technologies from 
favored providers is a tender from Fife Council, 2005, which is for addi-
tional services to be built around  “ an interactive site provisioned through 
the use of Macromedia Cold Fusion and Microsoft SQL. ”   19   Such anticom-
petitive preferences are quite common even when they are not explicitly 
stated — tenders for the provision of Web sites for the European Commis-
sion, for instance, may require compatibility with the europa.eu.int EU 
portal. As the Europa portal is based on proprietary technologies (including 
ColdFusion), a specifi c vendor preference is introduced into the market 
even without mentioning brand names. This perfectly illustrates vendor 
lock-in, and how the anticompetitive effect goes beyond the public sector 
alone when public bodies are locked in. The original procurement of tech-
nology for Europa may have indeed been truly competitive in nature. Since 
it obviously did not require the use of open standards,  all future procurement 
related to Europa  is anticompetitive in nature and favors the single vendor 
owning rights to the original technology chosen, directly (through 
purchase of the same vendors ’  software) and indirectly (through the 
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requirement that suppliers of additional Web sites compatible with Europa 
purchase these vendors ’  software). 
 3.   An example of how past purchase of software based on proprietary 
technology ensures a preference for the same proprietary technology (and 
thus favoring its sole vendor directly, or bidders who are customers of that 
sole vendor) is in the tender from Eurojust, 2005, a European international 
organization, for a library automation system.  20   In this tender, the prefer-
ence for compatibility with previously purchased proprietary technology 
is explicitly stated:  “ Eurojust employs Intel-based servers running Windows 
2003 and workstations running Windows XP. The network protocol in use 
is TCP/IP. Any proposed software must be able to function effi ciently in 
this environment. Eurojust has a strong preference for Microsoft SQL as 
the database to minimize the variety of software to be supported in-house. 
It must be possible to integrate the system with Microsoft ’ s Active Directory 
for user information and access control. ”  Clearly, Microsoft and its custom-
ers are favored in this tender. If the previously purchased software was 
based on open standards, the new system could have been required to be 
interoperable with those open standards, thus giving no preference to 
individual vendors. 
 4.   Preference for individual vendors can get explicit: a tender from Consip, 
Ministry of Economy and Finance, Italy, 2005,  21   is representative of the 
several tenders found for  “ software licences. ”  It requires  “ licenze d ’ uso di 
programmi software Microsoft Offi ce ”  (i.e., usage licenses for Microsoft 
Offi ce). It is supposedly a competitive tender, yet the only competition 
possible is among resellers of Microsoft. 
 5.   Explicit preference for individual vendors can be extreme. In a procure-
ment process that was  “ negotiated without a call for competition ”  (i.e., 
explicitly without competitive bidding but an offer invited from a single 
vendor), Hessische Zentrale f ü r Datenverarbeitung, 2005,  22   signed a con-
tract with Microsoft Ireland for  “ software licences ”  worth euro 2.69 million 
over three years. The justifi cation provided for this negotiated procedure 
is a concise statement of the argument presented previously in this docu-
ment:  “ The works/goods/services can be provided only by a particular 
tenderer for reasons that are: Connected with protection of exclusive 
rights. ”  Clearly, if proprietary technology is specifi ed as part of the require-
ments, as explained in above, only the rights holder can provide the 
technology, due to the  “ protection of exclusive rights ”  around the 
technology. 

 According to the European Commission,  “ Under European law on 
public procurement, a brand may be specifi ed only if it is otherwise impos-
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sible to describe the product suffi ciently precisely and intelligibly ”    23   
True, the only way to describe proprietary software products such as Micro-
soft Offi ce or Macromedia ColdFusion is through their brand names. But 
specifying these products in public procurement, rather than product-
independent technical requirements, is surely anticompetitive. Just as the 
EC argued that microprocessors can be selected on performance criteria 
rather than specifi c clock rates (which favor a single vendor), software and 
software services should be selected on the basis of technology rather than 
products. 

 In order to ensure that this is done continuously it is essential to avoid 
the progression described in the preceding examples, from one original 
purchase that was perhaps competitive, to implicitly or explicitly favoring 
the same vendor (or resellers) repeatedly in all further purchases. As the 
examples show, this leads eventually to favoring or even requiring private 
sector bidders to purchase software from the same preferred vendors, 
cementing their position in the market place beyond the public sector. 

 For the reasons presented, due to the lock-in effect of proprietary stan-
dards, and the effect of the relationship between public procurement and 
standards in the software market, the only way such sustained competitive 
public procurement can be achieved is through 

 1.   defi ning procurement requirement by technology rather than individ-
ual (named) products, 
 2.   explicitly excluding compatibility with proprietary technologies as a 
selection criterion, 
 3.   requiring (or at least preferring) interoperability with open standards. 

 Empirical Evidence from the FLOSSPOLS Survey 

 In addition to the widespread prevalence of compatibility as a selection 
criterion above interoperability, the FLOSSPOLS survey also provides an 
empirical association between open standards and FLOSS. Local govern-
ments that consciously use FLOSS are much stronger supporters of interop-
erability (67 percent) compared to only 50 percent of nonusers. We see 
from the survey results that limitations to interoperability set by proprie-
tary software vendors help to increase a demand for FLOSS in an organiza-
tion. This is of course only when the IT department of that organization 
truly wants interoperability, and is aware of the confl ict between interoper-
ability and proprietary software applications that promote lock-in ( “ com-
patibility ” ) with their own proprietary standards. In contrast, organizations 
that do not prefer interoperability with open standards in their purchasing 



92 Chapter 6

decisions are more likely to remain locked in to proprietary vendors pro-
viding compatibility with previously purchased software. 

 The association among open standards, inter-vendor interoperability, 
FLOSS usage, and vendor lock-in is highlighted in two further fi ndings 
from the FLOSSPOLS survey. First, FLOSS users — who, as mentioned, are 
likelier to favor open standards and interoperability — rely on more vendors 
on average than nonusers (who, as mentioned, are likelier to favor compat-
ibility with previously purchased software and thus get locked in to past 
vendors). Forty-one percent of FLOSS users have one to four regular vendors 
for their IT software and services; 59 percent have more than four vendors. 
For nonusers of FLOSS this ratio is reversed — 61 percent have one to four 
vendors and only 39 percent have more than four vendors. This indicates 
a higher degree of concentration and possibly lower competition among 
suppliers of nonusers of FLOSS in comparison to organizations with some 
FLOSS use. While the survey did not show a clear causal relationship 
between FLOSS use and number of vendors (which could be infl uenced by 
external factors), increasing competition is frequently cited by IT managers 
as a reasons to use FLOSS.  24   

 Indeed, the survey showed a clear relationship between perceived over-
dependence on vendors and a desire to increase FLOSS use. Fifty-three 
percent of those who would like to increase their FLOSS use felt too depen-
dent on vendors, compared to only 30 percent of those who do not want 
to increase FLOSS use. A closer look at  current  FLOSS nonusers clarifi es the 
link between FLOSS use and vendor independence. We defi ned two sub-
groups of these nonusers: those who would value increased FLOSS use are 
 “ future adopters, ”  and those who would not are  “ persistent non-users. ”  
Fifty-eight percent of the  “ future adopters ”  say they are too dependent on 
vendors, while only 32 percent of the  “ persistent non-users ”  feel too 
dependent. Similarly, only 39 percent of  “ future adopters, ”  compared to 
64 percent of  “ persistent non-users ”  feel  not  too dependent on vendors. 
These differences indicate that for even for those who do not already use 
FLOSS (consciously), vendor dependency is indeed a strong driving force 
toward FLOSS use in the future. 

 Policy Strategies for Public Procurement 

 Open standards are not the same as FLOSS, and public administrations 
generally support the principle of open standards even when they are 
reluctant to support any policy with regards to FLOSS. However, support 
for open standards is in practice not meaningful unless it is strong sup-
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port — mandatory, where possible — and uses a clear defi nition of open 
standards based on an understanding of their effects. Empirical evidence  25   
has shown that  “ most ICT managers do not know for sure which standards 
are open and which are closed, ”  with surprisingly high shares of survey 
respondents presuming that standards they use (e.g., Microsoft Word DOC) 
must be open while others that they use rarely must be closed. The result 
is that a generally stated principle in favor of interoperability is often 
replaced in practice with policies that favor compatibility with the propri-
etary standards of previously purchased software. Not only does this result 
in vendor lock-in for buyers, it also reinforces the market position of domi-
nant players, with broadly negative effects for competition. Moreover, 
public authorities that favor interoperability  in practice  seem to implicitly 
or explicitly encourage FLOSS use. 

 A recommendation for public policy for effective support for interoper-
ability, therefore, must start with a mandatory requirement not to include 
compatibility with previously purchased software as a selection criterion 
for new software. Rather, interoperability with software from multiple 
vendors must be the sole compatibility criterion for new software. 

 Beyond this, similar effects with respect to interoperability may be 
achieved by the support of FLOSS, or the support of open standards. In 
the latter case, however, policy would need to be strong (if not mandatory) 
in order to be effective at all, with a clear defi nition of open standards 
following the framework provided previously in this chapter. 

 This may require that the defi nition of open standards be tailored to 
specifi c software domains, and perhaps the classifi cation of individual 
standards as open or not. An indication of how this approach may work 
is provided by the Dutch CANOS classifi cation table and the Government ’ s 
OSOSS Programme,      although the criteria used by them differ from ours, 
which are based on the economic effect of the standard. 

 For several software domains, FLOSS developers provide viable competi-
tive products and therefore the defi nition of  “ open standards ”  must be 
compatible with FLOSS development and licensing models. As described 
earlier in this chapter, this typically means that licenses on rights over the 
standard must be made available to FLOSS developers on a royalty-free, 
audit-free, sublicensable and irrevocable basis. 

 Some commentators have pointed out that according to European law 
 “ only specifi cations that are issued by public standardization bodies are 
considered standards ”   26   and only such standards can be specifi ed in calls 
for tender. This is a result of European Directive 98/34/EC (EU 1998), which 
listing national standards bodies as well as recognized European standards 
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bodies.  27   The Directive is designed to  “ create an environment that is con-
ducive to the competitiveness of undertakings. ”   28   In practice, as in the 
example calls for tender, procurement processes are often anticompetitive. 
The argument set forth in this chapter has shown that the legalistic defi ni-
tion of standards used by the Directive (as approved by recognized public 
standards bodies, with no concern for their licensing methods) is no guar-
antor of competition in public procurement or in the economy at large.   
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 7     Open Innovation and Interoperability 

 Nicos L. Tsilas 

 The information technology (IT) industry is driving an unprecedented 
level of interoperability and innovation, giving customers increased choice 
and innovative products. This chapter briefl y addresses a few key issues 
facing the IT industry today, including (1) the transition of the IT industry 
(along with other industries) from a  “ Closed Innovation ”  model to an 
 “ Open Innovation ”  model; (2) the various types of interoperability and the 
optimal roles of industry and government in achieving interoperability; 
and (3) the importance of a balanced defi nition of  “ open standards ”  to 
ensure that intellectual property (IP) holders and implementers have the 
proper incentives to work together to develop and implement innovative 
technology solutions. The fourth section of this chapter offers some recom-
mendations and issues for governments and policy makers to consider 
when adopting policies that touch on these important areas. 

 A common theme throughout the four sections of this chapter is that 
IP is a key enabler of greater innovation and enhanced interoperability in 
the IT marketplace. For this reason, it is essential that governments estab-
lish strong yet fl exible IP incentive systems and IP protection frameworks, 
which are necessary to encourage greater innovation and expand interop-
erability efforts among market participants, both within and outside of the 
standards-setting process. Different companies may pursue diverse busi-
ness models that emphasize and rely on different aspects of IP (e.g., hard-
ware or software patents, business process patents, copyright restrictions 
governing the use of open source software, etc.), but these are value- and 
opportunity-driven distinctions. The reality is that IP is the new coin of 
the realm. In the new world of Open Innovation, IP ’ s legal power to 
exclude is increasingly being replaced by its real-world ability to serve as 
a  bridge to collaboration  — as the currency or the  “ glue ”  of literally dozens 
of new business and fi nancial models in which friends and foes alike are 
successfully fi nding new and exciting ways to  share  their IP and  collaborate  
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in order to achieve greater benefi ts for all. It is equally important that 
decision makers and industries recognize that a defi nition of open stan-
dards that embraces the inclusion of, and reasonable licensing for, pat-
ented technology actually  enhances  the open standards process and the 
resulting technological solutions. Any failure to preserve the very protec-
tions and incentives that bring partners  and  competitors to the same table, 
under a common purpose of innovation, will only serve to deter key IP 
holders from participating in and contributing to the standards develop-
ment process and ultimately to stall the pro-consumer trends of inter-
operability- and innovation-enhancing collaborations that are increasingly 
taking hold in the IT marketplace. 

 Open Innovation 

 Innovation is the primary driving force in the IT industry today. The tech-
nology companies that thrive are the ones that generate innovative tech-
nologies responding to customer needs on an ongoing, sustainable basis. 
This innovation imperative is neither new nor unique to the IT industry, 
and this marketplace dynamic is unlikely to change any time soon. What 
 has  changed, however, are the strategies and business models companies 
use to develop and deliver products and services that users fi nd compelling, 
and to generate a fi nancial return on their innovations. 

 Shift from Closed Innovation to Open Innovation 
 As recently as the 1980s, it was commonplace for companies to pursue 
innovations almost exclusively through  in-house  research and development 
(R & D). In fact, a strong internal R & D program was often regarded as a 
strategic asset. It is no surprise that the resulting IP was guarded jealously 
and not shared. Companies (and particularly competitors) rarely collabo-
rated or shared ideas, and innovation, by default, occurred in silos. An 
unfortunate consequence of this inward-focused approach was that unless 
an innovation or idea was considered potentially profi table in the near 
term  to the company that discovered it , it often lay fallow. History has since 
revealed that the benefi ts of multitudes of innovative technologies, devel-
oped by some of the world ’ s most advanced research labs, were lost as a 
result. 

 IT companies now use both internal  and external  sources of ideas to 
promote innovation in their own products and across the industry. The 
closed approach is ineffi cient and a potential disadvantage in the current 
marketplace in which businesses increasingly cooperate and collaborate 
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with each other to gain effi ciencies and better meet customer needs. Profes-
sor Henry Chesbrough has aptly described this new paradigm as  “ Open 
Innovation. ”   1   

 Simply put, Open Innovation may be defi ned as the sharing of knowl-
edge (including human and organizational capital, and know-how) and 
intellectual property innovations to both foster economic growth and meet 
customers ’  needs. In this paradigm, which recognizes that no one company 
has all the answers, and that all companies to some extent are  “ standing 
on the shoulders of giants, ”  companies are increasingly motivated to col-
laborate with other companies in order to deliver innovative products. As 
more and more innovations emerge outside the corporate fi rewall, compa-
nies are realizing that they simply  must  collaborate with others if they want 
to survive and prosper in the global economy. 

 Companies are also increasingly recognizing the critical role that busi-
ness models play in commercializing innovations. As a result, there has 
been an expansion in diverse and creative business models and associated 
business practices for the delivery of IT products and services. For example, 
business models in the IT sector include 

   •     generating revenue primarily through advertising (e.g., Google); 
   •     generating revenue primarily through the licensing of software products 
(e.g., Microsoft); 
   •     generating revenue primarily through the sale of hardware products (e.g., 
Apple, and IBM ’ s Mainframe Division); 
   •     generating revenue primarily through consulting, integration, mainte-
nance, and/or training services (this may involve the giving away or pro-
motion of free or low-cost software as a loss leader for these revenue-generating 
services) (e.g., IBM ’ s Consulting Services Division, Red Hat); 
   •     generating revenue primarily through the delivery of software as a service 
(e.g., Salesforce.com); and 
   •     generating revenue through any combination of the aforementioned 
(e.g., IBM). 

 Because business models are always evolving, and because policy posi-
tions are often advanced based on business model type, it is critical that 
governments and procurement offi cials understand the key business 
models of industry players when assessing technology solutions. For 
example, calls for mandates or preferences for particular types of technol-
ogy approaches (such as patent-free standards or open source software) 
may often seem benign or customer focused on the surface. However, deci-
sion makers must recognize that such regulatory proposals are often part 
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of a strategy to privilege the proponent ’ s own business model. In such a 
highly dynamic marketplace in which diverse business models and prac-
tices are pursued and constantly changing and where innovation is rampant 
and important, decision makers are best served embracing a policy of  choice  
that avoids mandating particular technology solutions or approaches and 
instead enables fl exibility for government to choose from a variety of solu-
tions, and industry to pursue various comparable technology innovations 
and alternatives. 

 Specifi c Examples of Open Innovation in Action 
 Microsoft, like many other IT companies, is committed to, and spends 
 billions  of dollars on, Open Innovation efforts with other fi rms: 

   •     Microsoft spends over $1.4 billion on  licensing  the intellectual property 
of other fi rms. Microsoft also has numerous cross-licensing agreements 
with other fi rms in order to gain greater freedom to innovate, mitigate 
potential legal confl icts, and address customers ’  needs. 
   •     Microsoft has been licensing its IP (including source code, schemas, pro-
tocols, and documentation, as well as associated copyrights, trademarks, 
patents, and trade secrets) under commercially reasonable terms to third 
parties since December 2003. 
   •     In the last several years, Microsoft has entered into collaborations that 
promote interoperability with key competitors and partners, including (1) 
Hewlett-Packard, Accenture, and Avanade (cloud computing); (2) Cisco 
(interoperable security and VoIP solutions); (3) Oracle (database interoper-
ability); (4) Apple, Google, Research in Motion, palmOne, Motorola, and 
Symbian (email, contacts, and calendar interoperability); (5) Sun Microsys-
tems (Windows Client, Windows Server, and Java-.NET interoperability); 
(6) Unisys (European border control and visa management interoperabil-
ity); (7) Nokia (digital music interoperability across diverse wireless devices); 
(8) Vodafone (PC-mobile interoperability); (9) IBM, SAP, and BEA (Web 
services standards and interoperability); (10) JBoss (open source and 
Windows server interoperability); (11) SugarCRM (open source CRM 
interoperability with Windows server); (12) RealNetworks (digital media —
 music and games — interoperability); (13) Siemens (real-time collaboration 
and enterprise communications); (14) Texas Instrument (portable media 
center interoperability); (15) France Telecom (platform interoperability); 
(16) Novell (Windows-Linux interoperability); and Xandros (systems man-
agement and server interoperability and document compatibility). 
   •     After working with the open source software (OSS) community to develop 
the right approach, Microsoft launched its Open Specifi cation Promise 
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(OSP) in 2006 to facilitate easier and more effi cient access by all developers 
no matter their development model to Microsoft technologies and IP. The 
OSP provides royalty-free patent access across proprietary and OSS plat-
forms to implement a constantly increasing number of technical specifi ca-
tions that support interoperability, including thirty-eight Web services 
specifi cations, virtual hard drive formats, anti-spam technologies, and 
OpenXML. 
   •     Microsoft participates in more than four hundred standards activities and 
patent pools worldwide, in which it commits to offer either royalty-bearing 
or royalty-free licenses, depending on the type of standard and rules of the 
standards-setting organization. 
   •     Microsoft ’ s IP Ventures group works with Microsoft Research to identify 
key early-stage, cutting-edge technologies for licensing to small businesses 
and startups, partnering with government development agencies around 
the world, and in some instances making IP-for-equity investments in the 
nascent ventures. 
   •     Recognizing the important responsibility that it bears by virtue of the 
mission-critical use of its  “ high-volume ”  products around the world, and 
the increased importance of interoperability and data portability to cus-
tomers, Microsoft established a set of Interoperability Principles in 2008. 
These Interoperability Principles include commitments to designing its 
high-volume products and running its business in the areas of open con-
nections, support for standards, data portability, and open industry engage-
ment for Microsoft ’ s six high-volume products (Windows 7 including the 
.NET Framework, Windows Server 2008, SQL Server 2008, Offi ce 2007, 
Exchange 2007, and Offi ce SharePoint Server 2007, as well as future ver-
sions of these products). 

 In short, Microsoft works with more than 750,000 companies around the 
world and is an active and enthusiastic participant in Open Innovation. 
IDC studies have found that, for every dollar that Microsoft generates in 
revenue, between nine and seventeen additional dollars are generated for 
Microsoft ’ s local partners and the IT ecosystem. Microsoft depends heavily 
on alliances with partners and competitors alike (local, global, multilater-
als, and third-party entities, including, for example, its November 2006 
patent cooperation agreement with Novell, a leading provider of Linux and 
other open source software), as well as with government and academia. 

 Other leading technology companies have also embraced Open Innova-
tion principles and transformed the ways in which they develop, manage, 
and monetize their IP. IBM, for example, has gradually moved beyond the 
 “ not-invented-here ”  mentality and now focuses intently on working with 
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other companies to help shape externally developed technologies (com-
monly in the open source arena), which are then incorporated into IBM ’ s 
own products. IBM ’ s Consulting Services Division also builds on this strat-
egy by using open source software and helping other companies integrate 
and maintain these externally developed solutions. At the same time, IBM 
no longer seeks to deploy all of its innovations exclusively within its own 
products and services. In making its technologies available on the open 
market, IBM earns a signifi cant portion of its revenue (more than $1 billion 
annually) through licensing its IP externally to partners and competitors 
alike.  2   

 As part of its innovation strategy, Intel relies more heavily on external 
R & D than perhaps any other company in its respective primary market. 
Through a combination of generous research grants to universities and 
independent labs, and considerable venture capital investment in startup 
fi rms, Intel gains valuable insight into future technology opportunities and 
uses that information to direct complementary and concurrent internal 
R & D projects. This open approach to innovation inherently helps to 
broaden Intel ’ s social and technical resources within and between busi-
nesses, and support in the marketplace.  3   

 Microsoft and these companies pursue these collaborations and invest-
ments not simply out of altruism, but also because Open Innovation is the 
key to competitiveness, profi tability, and responsiveness to customers ’  
needs. Today, Open Innovation is simply smart business; tomorrow it will 
be a matter of life or death. 

 Healthy IP Incentive Systems, Strong IP Protection, and Broad IP 
Licensing Are Essential to Open Innovation Regardless of the Business 
Model 
 The open and collaborative approach to innovation has been spurred, 
more than anything else, by a strong IP incentive and protection frame-
work that fl exibly applies to diverse business environments. Under the 
Open Innovation model, intellectual property ’ s power to exclude is increas-
ingly being replaced by its ability to serve as a bridge to collaboration — as 
the currency or the  “ secret sauce ”  of literally dozens of new business and 
fi nancial models and ways of partnering with friends and foes alike. Impor-
tantly, history has shown that —  “ open ”  or not — innovation only fl ourishes 
where the proper incentives are in place. Economists have found that, 
worldwide, it is not capital resources but the strength of a country ’ s intel-
lectual property system that is the more potent spur to technology devel-
opment and economic growth. As one study from the National Bureau of 
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Economic Research noted, in the absence of IP incentive systems and 
strong intellectual property rights,  “ the leading places have insuffi cient 
incentive to invent and the follower places have excessive incentive to 
copy ”  rather than invent for themselves.  4   

 Equally important is IP licensing among companies. Indeed, to compete 
effectively within the Open Innovation paradigm, IT companies must 
think creatively and strategically about how best to use IP to build technol-
ogy bridges — not only with their customers and partners, but also with 
their competitors. This is most commonly done through IP licensing. IP 
licensing promotes competition and consumer interests in several ways. 
First, licensing gives both inventors and users of new technologies strong 
incentives to work together to make the most effi cient use of their respec-
tive resources. Second, licensing promotes the broad dissemination of 
technology innovations, which benefi t consumers in the form of new, 
competing products and lower prices. Finally, licensing may provide inno-
vative fi rms with funds to reinvest in research and development, leading 
to further advances in technology. Thus, it is no surprise that a survey by 
 The Economist  found that 68 percent of senior executives in Europe say that 
 “ their top strategy for accelerating innovation over the next two years ”  is 
to increase patent licensing and other IP-enabled collaboration with outside 
fi rms.  5   

 Regardless of the particular business models and business practices 
pursued, all IT companies are incentivized by, and believe in, the value 
and opportunities IP creates. Of course, these IP policy positions will vary 
based on respective business models. For example, a hardware company 
has greater incentives to build and strengthen robust patents, an ad-based 
revenue generating company in diluting copyrights and bolstering trade 
secrets, and a consulting services-oriented company in diluting software 
patents and bolstering copyright protection. But across the board, all use 
and see IP as the cornerstone and foundation for Open Innovation, and 
as an enabler of their business model. 

 Interoperability 

 Technical Interoperability and People Interoperability Distinguished 
 Private and public sector customers have identifi ed interoperability as a 
necessary feature of IT products and services, ranking it with security and 
reliability. Interoperability is a feature of products and services that allows 
the connection of people, data, and diverse systems. Interoperability can 
be divided into two general categories: (1) technical interoperability and 
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(2) people interoperability. The distinctions between the two are impor-
tant, particularly regarding the proper roles of industry and government 
in advancing interoperability goals. 

 1.   Technical Interoperability. This category encompasses the ability of 
heterogeneous IT networks, applications, or components to exchange and 
use information, that is, to  “ talk to and understand ”  each other.  6   It deals 
with the technical issues of linking IT products and services together and 
covers areas such as data integration, virtualization, interfaces, and 
accessibility. 
 a.   Four Methods of Accomplishing Technical Interoperability. There is no 
single solution pursued by IT companies for achieving technical interoper-
ability. Rather, the IT industry has achieved interoperability through four 
complementary and time-tested methods: 
  •     Products :   The explicit design of products to be interoperable with other 
products and services  “  out of the box  ”  with little need for customization or 
integration services; 
  •     Community :   Working with the IT community, including partners, cus-
tomers, and competitors alike to develop interoperable products and 
solutions; 
  •     Access :   Providing and gaining access to technology through the licens-
ing of patents, copyrights, trademarks, and other IP rights; and 
  •     Standards :   Developing and implementing industry standards (including 
both  “ open standards ”  and broadly accessible  “ proprietary standards ”   7  ) 
and incorporating them into products and services. 
 b.   The Importance of Choice and Flexibility in Regulatory Approaches. All 
vendors accomplish interoperability via these four methods. But depend-
ing on a company ’ s specifi c business model, it may emphasize or rely on 
one or more approaches. For example, although Microsoft uses all four 
methods in different situations, it focuses primarily on accomplishing 
interoperability through the explicit design of interoperable products that 
work with others right out of the box, working with partners, customers, 
and competitors, and the licensing of IP. A product like Windows 7 incor-
porates all four methods: It has many new features designed by Microsoft 
developers to specifi cally meet customer interoperability needs (e.g., better 
integration of digital content, and plug and play of peripherals, improved 
application interoperability, etc.); it includes features that were codevel-
oped with partners and competitors; Microsoft licenses in IP and technol-
ogy to enable various Windows 7 features; and Windows 7 implements 
hundreds of industry standards (e.g., Wi-Fi, Bluetooth, USB, IrDA). Back in 
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June 2006, Microsoft announced the  “ Windows Principles, ”  a set of vol-
untary tenets that guide the development of the Windows desktop operat-
ing system. The Windows Principles promote greater choice for computer 
manufacturers and customers, opportunities for developers, and interoper-
ability for users. For example, under one of the Windows Principles, Micro-
soft commits to design Windows and to license it so as to make it easy to 
install non-Microsoft programs, and to confi gure Windows-based PCs to 
use non-Microsoft programs, instead of, or in addition to, native Windows 
features. 

 Other companies have a core business model that focuses more on the 
generation of revenue through IT consulting, integration, training, and 
maintenance services (e.g., IBM, Red Hat). Because such companies make 
money by stitching together various hardware and software products, they 
are not as interested in pursuing or endorsing products that are interoper-
able right out of the box. Instead, they support new standards and new 
software models in order to replace or supplement existing interoperable 
solutions and thereby create a greater need for their services. Such compa-
nies often promote open source software, patent-free and royalty-free open 
standards, and compulsory IP licensing as a way of commoditizing and 
displacing competitors ’  proprietary software, thereby reducing their own 
costs and affording them the opportunity to give away free or low-cost 
software as a loss leader in order to gain higher margins for their core 
consulting and services businesses. 

 As previously noted, governments and procurement offi cials would be 
well served to understand the key business models of industry players 
when assessing what technology solutions to embrace. Policies of  choice  
will avoid advantaging or disadvantaging companies based on their busi-
ness or licensing models and instead allow fl exibility for industry to pursue 
various comparable technology alternatives and business models to best 
meet customer and marketplace needs. 
 2.   People Interoperability. This category of interoperability encompasses 
the less tangible and often more complex issues of organizational, seman-
tic, and policy interoperability. Interoperability is further infl uenced by 
various cultural, political, economic, and similar  “ environmental ”  factors 
as described below. 
 a.   Organizational Interoperability. This aspect of interoperability 
addresses business goals, modeling business processes and ensuring 
the collaboration of organizations such as ministries, bureaus, departments 
of state, and national governments that wish to exchange information 
but may have different internal structures and processes. Organizational 
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interoperability entails defi ning and focusing on the project objective 
regardless of ownership, location, make, version, or design of the IT systems 
being used. 
 b.   Semantic Interoperability. This aspect ensures that the precise meaning 
of exchanged information is understandable by applications not initially 
developed for this purpose. It involves the defi nition of a common lan-
guage and vocabularies so that two or more organizations and computer 
systems can exchange information and ensure consistency in how such 
information is represented and understood. For example, if a document 
contains a fi eld called  “ last name, ”  it is important that the various organi-
zations and computer systems that wish to read and properly process this 
document have a common understanding beforehand that this fi eld is 
intended to include just the last name of the person, not the entire 
name. 
 c.   Policy Interoperability. This refers to the legal or business policies that 
need to be in place between organizations, states, and/or countries to 
ensure the accurate, reliable, and meaningful exchange of information. 
Common policies that are often a focus for governments deploying e-gov-
ernment systems and looking to improve interoperability include acces-
sibility, privacy, security, data retention, and multilingualism. 
 d.   Overarching  “ Environmental ”  Factors in Interoperability. To solve 
interoperability issues, organizations need to be aware of how the environ-
ment impacts their approaches and decisions, and work appropriately to 
maintain a balance. All of the following environmental factors impact 
interoperability and are interrelated. 
  •     Cultural/Social Factors :   These factors, which include personal belief 
systems, morals, values, and prejudices (e.g., views on discrimination, the 
work force, the natural environment, and privacy), impact how we inter-
pret the world and affect our decisions ranging from the ownership and 
sharing of processes and data, competitive forces and security, and the 
effect of automation on work forces. 
  •     Political Factors :   The decision to make resources more widely available 
has political implications for the organizations concerned (where this may 
be a loss of control or ownership; an assignment of governing rights to a 
distant government that is perceived as less capable or in tune with the 
local citizens), their staff (who may not possess the skills required to 
support more complex systems and a newly dispersed user community), 
and the end users (who may not accept a perceived loss of control for their 
own reasons). 
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  •     Economic Factors :   The decision to improve interoperability may create 
certain effi ciencies, cost savings, and opportunities for the governing 
decision maker, but may result in a loss of revenue for a specifi c part of 
that decision maker ’ s government (either through direct loss of revenue or 
through the loss of jobs) or the introduction of new costs related to process 
change, extensive staff and user training, and so on, which must be taken 
into account. 

 Consider the following example demonstrating how the two types of 
interoperability interact: From a  technical  interoperability perspective, it 
would seem straightforward for IT companies to develop a national interop-
erable database of drivers ’  licenses that integrate the various existing state 
and local records; but from a  people  interoperability perspective, achieving 
this objective may be diffi cult because most local jurisdictions are very 
reluctant to cede control of such issues to the federal government. Other 
organizational, legal, political, cultural, or economic barriers may also 
stand in the way. 

 The various factors identifi ed previously have a direct impact on how 
decision makers approach interoperability. Governments and procurement 
offi cials sometimes focus too heavily on the  technical  interoperability issues 
(such as whether to mandate or prefer the OpenDocument (ODF) fi le 
format over Open XML or open source solutions over proprietary software 
solutions), which the IT industry is already well equipped to address, when 
they should really be focusing instead on the more diffi cult  people  interop-
erability issues they are better equipped to resolve. 

 Interoperability Is a Key Feature, but Its Relative Importance May Vary 
Based on Customer Demands and Other Factors 
 Interoperability is just one of many features of IT products and services. 
Other important features include security, ease of use, accessibility, reli-
ability, and privacy. Enhancing one of these features, however, can often 
result in certain tradeoffs with respect to other features. Thus, in certain 
contexts, such as document fi le formats, interoperability may be deemed 
by the user to be as important as security, reliability, or any other feature. 
In other contexts, interoperability can be of relatively little value to cus-
tomers, as evidenced, for example, by the success and signifi cant market 
share of Apple ’ s iPod products, which offer few, if any, interoperability 
benefi ts. Microsoft, in contrast, focused intently on interoperability in the 
nascent digital content space through its  “ PlaysForSure ”  initiative. Cus-
tomers, however, found the interoperable devices to be complicated, not 
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as reliable, and with a clunky user interface; thus they did not embrace 
them in the marketplace despite their high level of interoperability. 

 In summary, optimal levels of interoperability will vary based on (1) 
customer needs and desires; (2) the nature of the product or service at issue 
(hardware or software); (3) the maturity of the technology available; (4) 
industry externalities such as competitor, partner, and regulatory issues; 
and (5) the business models employed by industry participants. 

 Putting  “ Open Standards ”  in Perspective, and the Importance of a 
Balanced Defi nition 

 As noted earlier, one of the four ways that IT vendors accomplish interop-
erability is through the development and implementation of open stan-
dards and broadly accessible proprietary standards in products and services. 
While most agree on the value of open standards for interoperability, there 
is debate about how best to defi ne the term. Unfortunately, certain recent 
attempts to do this in Europe and elsewhere are inconsistent with well-
established industry norms and would impede technological innovation 
and interoperability going forward. 

 Before addressing actual defi nitions, it is important to put this debate 
in perspective. Standards can be used to achieve interoperability, to com-
moditize competitors ’  products, or both. A fi rm ’ s business model will 
dictate how much emphasis is put on standards from a strategic business 
perspective and how they will be used. It is common, for example, for 
companies that generate revenue from consulting and integration services 
to promote standards as the only way of accomplishing interoperability, 
to create standards initiatives that target a competitor ’ s existing product 
in an effort to commoditize it, and then to lobby governments to mandate 
that newly developed standard. By standardizing competitors ’  products 
and creating multiple standards whose IP is often licensed on royalty-free 
terms, and which are implemented in open source software, the consulting 
business model is heavily favored, that is, new value is provided to the 
customer (and revenue to the company) not through the software itself 
but through the services that are needed to install, integrate, maintain, 
and educate users about the new system. 

 At the heart of these debates are the business models and strategic poli-
cies of fi rms, all set in the context of vigorous competition. Ultimately, the 
market should and does decide which business models, products, and 
services will succeed. Policy makers should take approaches that acknowl-
edge and further enable the Open Innovation paradigm and the high level 
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of interoperability and competition in the IT industry, and that promote 
 choice  in business and licensing models and in meeting customer interoper-
ability needs. 

 Case Study: IDA Defi nition of  “ Open Standards ”  
 There has been a prolonged discussion in the European Union (EU) about 
the defi nition of open standards in the context of e-government services. 
It resulted in a 2004 statement by an agency called the Interchange of Data 
between Administrations (IDA).  8   IDA stated that the following are the 
minimal characteristics of an open standard: 

 1.   The standard is adopted and will be maintained by a not-for-profi t 
organization, and its ongoing development occurs on the basis of an open 
decision-making procedure available to all interested parties (consensus or 
majority decision etc.). 
 2.   The standard has been published and the standard specifi cation docu-
ment is available either freely or at a nominal charge. It must be permissible 
to all to copy, distribute, and use it for no fee or at a nominal fee. 
 3.    The intellectual property — i.e., patents possibly present — of (parts of) the 
standard is made irrevocably available on a royalty-free basis  (emphasis added) .  
 4.    There are no constraints on the reuse of the standard  (emphasis added). 

 This defi nition (and the one suggested to the FTC, discussion of which 
follows) is rooted in a misguided notion that intellectual property and 
open standards are mutually exclusive concepts. This view may be driven 
in part by proponents of open source software, such as the Free Software 
Foundation (FSF), which seek to remove patents, royalties, and licensing 
restrictions from standards, or at least from some artifi cially designated 
subset of standards, such as  “ software ”  or  “ Internet ”  standards.  9   By doing 
this, they seek to avoid any tension between reasonable and nondiscrimi-
natory (RAND) patent licensing (with or without a royalty component) 
and certain OSS licenses.  10   For example, because certain OSS licenses, such 
as the General Public License (GPL), prohibit royalties, fi eld-of-use restric-
tions, or sublicensing restrictions, FSF supports attempts by IDA and others 
to redefi ne open standards to fi t within these OSS restrictions. 

 But such an attempt to equate open standards with patent-free stan-
dards is squarely at odds with the approach taken by the world ’ s leading 
standards development organizations. For example, contrary to the IDA 
defi nition, the intellectual property rights (IPR) policies of ETSI, IEEE, IETF, 
ISO/IEC, ITU, OMA, ANSI, ECMA, and other leading standards organiza-
tions do not mandate patent-free standards or even royalty-free patent 
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licensing; they support the patent holder ’ s rights to seek reasonable licens-
ing terms in exchange for agreeing to share innovative technology with 
all implementers of the standard. Rather, these leading standards organiza-
tions have long recognized the need to  balance  the rights of patent owners 
with the needs of implementers who wish to create products that incor-
porate the standard. This healthy, cooperative relationship between inno-
vators that contribute to a standard and implementers that make use of 
the standard engenders technical advancement and spurs industry uptake 
of the technology, thereby enhancing interoperability. These standards 
bodies strike this balance between the interests of implementers and patent 
holders by allowing patent holders who are participating in the standard-
ization process to commit to license their essential patents covering a 
standard to all implementers of the standard on RAND terms. 

 For example, several of the world ’ s leading standards organizations —
 including ITU, ETSI, ATIS, TIA, TSACC (Canada), TTA (Korea), TTC (Japan), 
ARIB (Japan), CCSA (China), and ACIF (Australia) — , acting as part 
of the  “ Global Standards Collaboration, ”   11   resolved to strongly support the 
adoption of effective intellectual property rights that are transparent, 
widely accepted, and encourage broad-based participation and the contri-
bution of valuable technical solutions by respecting intellectual property 
rights, including the right of the intellectual property holder to receive 
reasonable and adequate compensation for the shared use of its 
technology. 

 Such RAND policies seek to provide a level of assurance to implementers 
with respect to the availability of essential patents that may be held by 
participants in the standards process. RAND also ensures that the licensing 
terms will be reasonable. In this way, RAND licensing promotes the rapid 
adoption of standards and new technologies, and encourages entry by 
the greatest number of new producers. As history has shown, this 
results in comprehensive standards, better products, and lower prices for 
consumers. 

 ANSI Rebuts a Similar Defi nition of  “ Open Standards ”  
 A similarly misguided attempt to defi ne open standards occurred in the 
context of a 2004 summit at the U.S. Federal Trade Commission (FTC). A 
commenter submitted the following set of principles to defi ne an open 
standard: 

 1.   Everyone is free to copy and distribute the offi cial specifi cation for an 
open standard under an open source license. 
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 2.   Everyone is free to make or use embodiments of an open standard 
under unconditional licenses to patent claims necessary to practice that 
standard. 
 3.   Everyone is free to distribute externally, sell, offer for sale, have made 
or import embodiments of an open standard under patent licenses that 
may be  conditioned only on reciprocal licenses to any of licensees ’  patent claims 
necessary to practice that standard  (emphasis added). 
 4.   A patent license for an open standard may be terminated as to any 
licensee who sues the licensor or any other licensee for infringement of 
patent claims necessary to practice that standard. 
 5.    All patent licenses necessary to practice an open standard are worldwide, 
royalty free, nonexclusive, perpetual, and sublicensable  (emphasis added).  12   

 Principle 2 ’ s reference to  “ unconditional licenses ”  and principle 5 ’ s require-
ment for mandatory royalty-free and sublicensable patent licenses echo the 
fourth and third criteria in the proposed IDA defi nition. ANSI submitted 
a responsive letter to the FTC pointing out the key shortcomings of this 
proposed defi nition. Among other things, ANSI observed the following: 

 Contrary to the implication of these  “ principles, ”  ANSI does not understand the 

term  “ open standard ”  to refer to a standard that is unconditionally and freely avail-

able to those who wish to practice such standard. A holder of an essential patent 

typically has the right to require that implementers execute licenses containing 

reasonable and non-discriminatory terms and conditions. This is true even if the 

standards body ’ s patent policy is based on a  “ royalty-free ”  licensing commitment 

or the patent holder itself has agreed to offer its essential patents to implementers 

for free. 

 Indeed, we are not aware of any standards body that mandates that all essential 

patents be subject to  “ unconditional licenses ”  or that must be  “ sublicensable. ”  The 

standards bodies that often are cited as examples of well-recognized,  “ open stan-

dards ”  developers (such as those accredited by ANSI, OASIS, W3C, ISO, IEC, and 

ITU) would not meet the  “ principles ”  set forth above, as none of them require 

holders of essential patents to waive all of their rights in connection with those 

patents. Instead, most standards bodies adopt a patent policy that seeks to balance 

(a) the legitimate ownership rights of participants who are willing to contribute their 

innovative technology to a standards development effort with (b) the needs of those 

seeking to implement the standard so they have suffi cient access to that technology 

on a reasonable and open basis.  13     

 Whether a standard qualifi es as  “ open ”  has nothing to do with the type of software 

used to implement that standard. It is equally feasible for an open standard to be 

implemented in proprietary software as in OSS. In fact, ANSI and others, including 

the U.S. State Department, have criticized attempts to confl ate OSS and open 
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standards. As ANSI commented:  “  ‘ Open source ’  software refers to software that is 

distributed under a certain specifi ed software distribution license. It has nothing to 

do with the process by which a technical standard or specifi cation is formulated 

and embedded technology is licensed. ”   14   

 In short, there are signifi cant problems with the preceding proposed 
defi nitions of open standards. First, as noted, they are inconsistent with 
the approach taken in the IPR policies of leading open standards organiza-
tions worldwide, which expressly acknowledge the right of patent holders 
to charge reasonable royalties, and to place reasonable restrictions — such 
as fi eld-of-use restrictions, reciprocity requirements, and restrictions on 
sublicensing — on the licensing of their essential technology covering an 
open standard. Even the W3C patent policy, while seeking commitments 
from participants to license their necessary patent claims royalty-free, 
permit these other reasonable terms and conditions.  15   

 The IDA and similar defi nitions would unravel the delicate balance 
that has been achieved by these RAND-based IPR policies. More specifi cally, 
by mandating royalty-free licensing and unfettered sublicensing and 
by prohibiting other reasonable licensing terms, such defi nitions would 
likely deter key patent holders from participating in and contributing 
to the standards development process. This, in turn, would deprive such 
standards of the best technical solutions. It would also allow the key 
patent holders (who would not be subject to the organization ’ s IPR 
policies) either to refuse to license their essential technology or to impose 
unreasonable terms and conditions on implementers of the standard. In 
short, attempts to ensure patent-free or royalty-free standards through an 
infl exible and anti-RAND defi nition of open standards could backfi re. It 
could result in blocking patents or usurious licensing fees. In either 
case, the unfortunate result would be a breakdown of the innovation cycle, 
so that important new standards and products might never see the light 
of day. 

 Second, many successful and widely deployed open standards are 
covered by such RAND licenses. For example, licensing for the following 
open standards, among countless others, involves fi eld-of-use restrictions 
and reciprocity requirements: Session Initiation Protocol (SIP), Dynamic 
Host Confi guration Protocol (DHCP), WLAN protocol, XML Confi guration 
Access Protocol (XCAP), Internet Key Exchange (IKE), and GSM. Likewise, 
well-known and commonly used standards, such as MPEG, GSM, 3GPP, 
and IEEE 1394, all involve IP licensing that is not royalty-free. Thus, if the 
IDA or similar defi nition of  “ open standards ”  were accepted, hundreds of 
international standards that have been developed and widely deployed by 
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these and other such leading standards developers would not qualify as 
open standards. As a result, the universe of  “ open ”  standards available to 
governments in their procurement decisions would shrink considerably, 
which would hamper technological innovation and interoperability going 
forward. 

 More recently even greater consensus is emerging regarding a more bal-
anced approach toward defi ning open standards as evidenced from state-
ments from the Global Standards Collaboration (GSC), the ITU-T, ANSI, 
and the Telecommunications Industry Association.  16   And the European 
Interoperability Framework is expected to be announcing a revised IDA 
defi nition of  “ open standards. ”  

 Toward a Proper Defi nition of  “ Open Standards ”  
 Based on the foregoing, the author respectfully proposes that the following 
be considered and embraced by standards organizations and governments 
alike as a proper defi nition of an  “ open standard ” : 

 An  “ open standard ”  is a technical specifi cation (i.e., a set of technical 
functionality requirements) that has the following characteristics: 

 1.   It is developed or approved/affi rmed and maintained by consensus, in 
a voluntary, market-driven standards setting organization that is open to 
all interested and qualifi ed participants. 
 2.   It is published without restriction (in electronic or tangible form) in 
suffi cient detail to enable a complete understanding of the standard ’ s scope 
and purpose (e.g., potential implementers are not restricted from accessing 
the standard). 
 3.   It is publicly available without cost or for a reasonable fee for adoption 
and implementation by any interested party. 
 4.   Any patent rights necessary to implement the standard are made avail-
able by those developing the standard to all implementers on RAND terms 
(either with or without payment of a reasonable royalty or fee). 

 Various well-established standards organizations and industry organiza-
tions have recently adopted defi nitions of  “ open standards ”  that are very 
similar to the defi nition just set forth.  17   This defi nition of  “ open standards ”  
preserves the necessary balance described above that leading standards 
organizations seek to achieve between IP holders and implementer. It is 
also fl exible enough to accommodate an open standards effort that seeks 
royalty-free licensing commitments from patent holders in a given situa-
tion. The best way to avoid the pitfalls and deleterious effects described 
earlier is to use this more balanced, time-tested, and fl exible defi nition. 
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Doing so will continue to foster the signifi cant levels of innovation, com-
petition, and interoperability being driven by current standards develop-
ment processes. 

 Key Recommendations/Issues for Consideration by Governments and 
Policy Makers 

 1.   The unprecedented level of technical interoperability in the IT industry 
today has been achieved by a number of time-tested and complementary 
means (i.e., the four pillars of interoperability: products, community, 
access, and standards). Standards (both open and proprietary) are only one 
way to achieve technical interoperability, particularly in the world of 
modern electronics where translators/converters are often an effective 
means. 
 2.   Technical interoperability is an important and desired product/service 
feature, but its relative importance to customers may vary in different 
circumstances as compared to other key features such as security and ease 
of use. 
 3.   The IT industry is best suited and situated to achieve technical interop-
erability. Government should allow industry to lead in this area, and its 
role in achieving technical interoperability should be extremely limited. 
 4.   Governments are often best suited and situated to promote people 
interoperability, and can help the interoperability ecosystem by improving 
areas where they have direct (and perhaps exclusive) infl uence, such as in 
the less tangible and often more complex areas of organizational, semantic, 
and policy interoperability. 
 5.   Governments should not mandate or extend preferences to specifi c 
technology solutions, platforms, or business/licensing models, or mandate 
particular means of achieving interoperability to the exclusion of others. 
Such mandates/preferences chill innovation and competition, and impede 
public sector customers from deploying the best technical solutions avail-
able for their e-government systems to meet citizen needs. 
 6.   Rather, governments should develop procurement policies that are 
neutral with respect to specifi c technologies or platforms and that are based 
on reasonable, objective criteria, such as (1) interoperability/reliance on 
industry standards, (2) total cost of ownership/value for money, (3) reli-
ability, (4) vendor support, (5) ease of use, (6) security, and (7) availability 
of warranties and indemnities for intellectual property claims. 
 7.   More broadly speaking, governments should embrace a policy that 
allows for  “ choice ”  by their software procurement and other divisions 
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seeking interoperability solutions — choice as to which one of the four 
pillars, or combination of them, is the best means to achieve interoperabil-
ity in a given situation; choice regarding which open standard(s) and/or 
proprietary standard(s) on which to rely under the circumstances; and 
choice between open source software and proprietary software in the pro-
curement process. This fl exible approach predicated on choice is particu-
larly appropriate in the rapidly converging IT world, in which customers 
and governments increasingly rely on a combination of proprietary and 
open source software, as well as open standards and proprietary standards, 
to develop an ideal interoperability strategy. 
 8.   In the current era of Open Innovation, the IT industry is highly com-
petitive and very dynamic, with companies employing numerous business 
models to best meet customer, marketplace, and their own revenue-gener-
ation needs. It is important for governments to understand these business 
models and their competitive nature, as well as the motivations and strate-
gies of companies when they discuss interoperability and propose govern-
ment regulation. In particular, it is essential that decision makers recognize 
that a company ’ s regulatory proposals (e.g., to favor open source software 
or open standards to the exclusion of other alternatives) are often part of 
a strategy to bolster the proponent ’ s own business plan, which may be 
focused on other elements to enhance its bottom line. 
 9.   If collaborating companies do not have clear and transparent property 
rights through which they can demarcate the boundaries of their collabora-
tion, they quite likely would anticipate too much risk in sharing ideas. 
Therefore, governments should adopt and enforce strong yet fl exible IP 
protections for industry as a key to facilitating greater innovation, collabo-
ration, interoperability, and local economic growth. 
 10.   Adoption of a defi nition of  “ open standards ”  that recognizes and 
appropriately balances the interests of both IP holders and implementers 
is important to sustain and enhance the signifi cant levels of interoperabil-
ity, innovation, competition, and consumer choice that have characterized 
the IT industry to date.   

 Notes 

 The views expressed in this chapter are solely those of the author and do not neces-

sarily represent the positions of Microsoft. This work is licensed under the Creative 

Commons Attribution 3.0 License. To view a copy of this license, visit  < http://

creativecommons.org/licenses/by/3.0/ >  or send a letter to Creative Commons, 559 

Nathan Abbott Way, Stanford, CA 94305. 
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 8     Standards, Trade, and Development 

 John S. Wilson 

 The expansion of global trade over the past fi fty years has contributed to 
economic welfare, poverty reduction, and human development in impor-
tant ways. Despite the downturn in trade due to the global economic crisis, 
the World Bank forecast that global trade volumes would grow by 4.3 
percent in 2010 and by 6.2 percent in 2011 ( World Bank 2010 ). Poverty is 
an immediate global problem, with more than one billion people living in 
extreme poverty. Although trade is not the only mechanism to reduce 
poverty, it can contribute to economic growth and help to lift people out 
of poverty. The removal of policies that distort production of new tech-
nologies, prevent effective diffusion of innovation, and block private sector 
participation in world markets is also part of reaching these overall goals. 
It is within this broad context that standards and technical regulations 
should be viewed. There is both empirical and case study evidence to 
support this view.  1   

 Private sector-led standards, and increasingly open information and 
communication technology (ICT) standards, represent a strong platform 
for continued innovation and economic advancement. It is not fundamen-
tally a question of how private standards are developed, but rather once 
they are produced, how or whether a regulatory intervention develops. If 
regulation is required, balanced against the need for intellectual property 
protection, consumer welfare, benefi ts of public interconnectivity and 
other concerns, it must be based on nondiscrimination, transparency, and 
other well-established economic principles. 

 As such, the rise of nontariff technical barriers to trade, including gov-
ernment attempts to shape technology markets, is a threat to global welfare 
and the poverty reduction that open markets and trade promote. This is 
not simply a question of barriers in developed countries; it also concerns 
the barriers (both at and behind the border) that developing countries 
maintain. Concerning the information technology and communications 
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sector, several steps could be considered in a trade context to address chal-
lenges and threats to economic growth posed by the expansion of non-
tariff technical barriers to trade. 

 The World Trade Organization (WTO) Information Technology Agree-
ment (ITA), negotiated in 1996, made signifi cant progress in eliminating 
tariffs on information and telecommunications products. Extension of the 
ITA to nontariff measures, including standards, testing, certifi cation, and 
other issues, makes a good deal of sense in light of the increasing govern-
ment use of technical standards to infl uence the ICT sector. Progress toward 
a conclusion to the Doha negotiations is extremely important, but talks 
under the ITA can move ahead under their own mandate. It is quite 
unlikely, however, that the WTO Technical Barriers to Trade Agreement 
will be amended to address sector-specifi c concerns, including principles 
on standards development in information technology, given the apparent 
lack of support and interest in reopening the agreement. What would 
clearly help, in an overall context, is a new and serious multinational effort 
(public and private) to develop empirical data and evidence on standards. 
This is a clear and evident need and is critically important to sound public 
policy decisions. There are consortia for standards development, so why 
not a  “ Global Standards Consortium ”  devoted to the study of policy-
relevant questions on standards, technology, and economic development? 

 Introduction 

 Technical regulations, such as product certifi cation requirements, perfor-
mance mandates, testing procedures, conformity assessments, and labeling 
standards, exist to ensure consumer safety, network reliability, interoper-
ability, and other goals. In principle, product standards  2   play a variety of 
roles in overcoming market failures. For example, emission standards for 
cars motivate fi rms to internalize the costs of promoting environmental 
quality. Food safety standards help to ensure that consumers are protected 
from health risks and deceptive practices, information about which would 
not ordinarily be available in private markets. By the same token, standards 
in the ICT sector can ensure interoperability of systems and networks. 

 For consumers, effi cient and nondiscriminatory standards allow com-
parison of products on a common basis in terms of regulatory character-
istics, permitting enhanced competition. From the producers ’  perspective, 
production of goods subject to recognized and open international stan-
dards can achieve economies of scale and reduce overall costs. Because 
standards themselves embody information about technical knowledge, 
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conformity to effi cient standards encourages fi rms to improve the quality 
and reliability of their products. 

 Standards may also reduce transaction costs in business by increasing 
the transparency of product information and compatibility of products 
and components ( David and Greenstein 1990) .  3   This is possible as techni-
cal regulations can increase the fl ow of information between producers and 
consumers regarding the inherent characteristics and quality of products. 
 Jones and Hudson (1996) , using a model with a variance reduction 
approach, argued that standardization reduces the costs of uncertainty 
associated with assessing product quality. Cost savings are refl ected in the 
reduction of time and effort that consumers spend on product searches. 

 Despite the potential to expand competition and trade, standards may 
be set to achieve the opposite outcomes. In general, standards can act to 
raise the compliance costs of some fi rms (e.g., new entrants) relative to 
other fi rms (e.g., incumbents), thereby restricting competition.  Fischer and 
Serra (2000)  examine the behavior of a country that imposes a minimum 
standard on a good produced by a domestic fi rm and a foreign competitor. 
In their model, costs rise with the standard, and there is a fi xed setup cost 
of producing at two standard levels. Depending on the size of the foreign 
market and the fi xed setup cost, they showed that the domestic fi rm will 
lobby for the lowest minimum standard that excludes the foreign fi rm or 
for no standard at all. 

 Indeed, there has been a rising use of technical regulations and stan-
dards as instruments of commercial policy in the unilateral, regional, and 
global trade settings ( Maskus and Wilson 2001 ). The use of information 
and communication technology standards as a trade policy instrument has 
become more attractive partly because  “ traditional ”  barriers to trade, such 
as tariffs and quotas, are diminishing in importance, and partly because 
standards are critical to the growing ICT sector. This is especially true for 
governments that are determined to support their domestic technology 
and communications sectors as part of a wider industrial strategy. These 
nontariff barriers have become of particular concern and are a threat to 
continued benefi ts of open trade to both  developed  and  developing  nations. 

 The costs associated with foreign standards and technical regulations 
may be borne publicly and privately. But developing countries typically 
have neither the public resources required to provide national laboratories 
for testing and certifi cation nor the capability for collective action to raise 
their standards. As a result, a signifi cant portion of meeting the costs of 
standards may be borne by individual fi rms. There is growing empirical 
evidence that a proliferation of new standards in this area could have a 
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signifi cant and detrimental effect on ICT exports from developing coun-
tries ( Portugal, Reyes, and Wilson 2009 ). 

 Given this context, standards and technical regulations are an increas-
ingly prominent part of international trade policy debate. This is particu-
larly true in regard to how standards affect exporters and the costs and 
benefi ts for global trade in adopting consensus international standards and 
removing discriminatory technical barriers. Unfortunately, there have been 
few empirical studies that examine the impacts of standards imposed 
within the framework of tradeoffs of setting standards at international 
levels, unilaterally, via consortia, or other methods. This includes sector 
studies in the information technology and communications sector, as well. 

 There have been several studies completed recently, however, based on 
the World Bank ’ s Technical Barriers to Trade (TBT) Survey database to 
inform questions regarding standards, technical regulations, and develop-
ing countries. The database provides fi rm-level data on production and 
export activities, cost structures, impediments to domestic sales and 
exports, and compliance with standards and technical regulations. 

 Summary Results from Selected Studies 

 The World Bank Standards and Trade Survey ( World Bank 2004 ) produced 
fi rm data on the impact of technical requirements and standards on devel-
oping country exports. The intent of the survey was to solicit input from 
agricultural, manufacturing, and trade fi rms in various emerging market 
countries regarding technical barriers encountered that impact the fi rms ’  
ability to successfully export products. The data provides fi nancial informa-
tion for each fi rm and describes the effect of domestic and foreign technical 
regulations on exports, international standards, and other various impedi-
ments to business and export. 

 The data collected covers 689 fi rms in 24 industries in 17 developing 
countries. The use of a uniform methodology across countries and indus-
tries enables comparison of standards and regulations, and their impacts 
on fi rms ’  production and conformance activities between countries and 
industries. Information on technical regulations specifi c to fi ve major 
export markets also enables a comparison of the stringency and impor-
tance of technical regulations by export market. The fi ve export markets 
are the United States, the European Union, Japan, Canada, and Australia. 

 An overview of the results and descriptive statistics results from data for 
the seventeen countries in the World Bank Standards and Trade Survey is 
provided in  Otsuki and Wilson (2004 ). The major fi ndings include those 
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related to general factors that affect businesses in these developing coun-
tries and their export success. Among the major barriers are limited access 
to credit and low demand for both exporting and nonexporting fi rms. 
Product quality is also reported to be a major factor affecting export 
success. For fi rms that are willing but unable to export, low demand and 
costs of transporting goods are major impediments to exports. 

 Part of the new research agenda on product standards examines how 
standards affect two types of costs on fi rms: fi xed and variable. The former 
can determine the entry decisions for fi rms seeking to access foreign 
markets, while the latter can determine the propensity to export once entry 
decision was taken.  Chen, Otsuki, and Wilson (2006 ) examine how meeting 
foreign standards affects fi rms ’  export performance, refl ected in export 
propensity and market diversifi cation. Results suggest that technical regu-
lations can adversely affect fi rms ’  propensity to export in developing coun-
tries. In particular, testing procedures and lengthy inspection procedures 
reduce exports by 9 percent and 3 percent, respectively. 

 Furthermore, in the model deployed in this analysis, the difference in 
standards across foreign countries causes diseconomy of scale for fi rms and 
affects decisions about whether to enter export markets. The results suggest 
that standards, under certain conditions, can impede exporters ’  market 
entry, reducing the likelihood of exporting to more than three markets by 
as much as 7 percent. In addition, fi rms that outsource components are 
more challenged by compliance with multiple standards. 

 The costs of compliance to standards involve payments for additional 
inputs, such as capital and labor. The issue is analyzed, in the context of 
a production function, in  Maskus, Otsuki, and Wilson (2005 ). The authors 
develop econometric models to provide the fi rst estimates of the incremen-
tal production costs for fi rms in developing nations in conforming to 
standards imposed by major importing countries. Results indicate that 
standards do increase short-run production costs by requiring additional 
inputs of labor and capital. A 1 percent increase in investment to meet 
compliance costs in importing countries raises variable production costs 
by between 0.06 and 0.13 percent. Among other fi ndings are that the fi xed 
costs of compliance are nontrivial: approximately $425,000 per fi rm or 
about 4.7 percent of value added on average. 

 The results in  Maskus, Otsuki, and Wilson (2005 ) may be interpreted as 
one indication of the extent to which standards and technical regulations 
can constitute barriers to trade. While the relative impact on costs of com-
pliance is relatively small, these costs can be decisive factors driving export 
success for companies.  Shepherd (2007 ), for example, uses a World Bank 
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database on EU standards in the textile, clothing, and footwear sectors to 
present evidence that increases in standards is associated with a signifi cant 
decrease in export product variety from trading partner countries; more 
specifi cally, he fi nds that a 10 percent increase in the total number of 
standards is associated with a nearly 6 percent decrease in product variety, 
and that this effect is 50 percent stronger for low-income trading partner 
countries. In this context, there is scope for considering that the costs 
associated with more limited exports to countries with import regulations 
may not conform to WTO rules encouraging harmonization of regulations 
to international standards, for example. Policy solutions then might be 
sought by identifying the extent to which subsidies or public support 
programs are needed to offset the cost disadvantage that arises from non-
harmonized technical regulations. 

 The issue of harmonized standards and their impact on trade is exam-
ined in  Chen, Suzuki, and Wilson (2006 ). The paper focuses on the effect 
of Mutual Recognition Agreements (MRAs) on exports from developing 
countries. Negotiations involving standards raise issues that are both politi-
cally and analytically challenging. Unlike tariffs, standards cannot be 
simply negotiated away. The primary purpose of standards should center 
on the enhancement of welfare by remedying market failure — arising, 
perhaps, from safety attributes of products, negative environmental exter-
nalities, or product incompatibility due to the producers ’  failure to coor-
dinate. With these objectives in mind,  Mayeda (2004)  asserts that, from a 
development perspective, harmonization is largely ineffective, as it often 
fails to recognize the need for countries to adapt laws and legal institutions 
to their own particular domestic circumstances. Agreements on standards 
must therefore secure the gains from integrated markets without unduly 
compromising the role of standards as remedies for market failure. Not 
only are the motives for standards ostensibly aimed at maximizing welfare, 
but also that they be applied in a nondiscriminatory manner on both 
foreign and domestic fi rms. However, in spite of the supposed symmetry 
of treatment, the impact on trade can be highly asymmetric because the 
costs of compliance can differ across countries. 

 There are in fact three main types of agreements dealing with technical 
barriers to trade. The simplest and potentially most powerful is the mutual 
recognition of existing standards, whereby a country grants unrestricted 
access of its market to products that meet any participating country ’ s stan-
dards. This was the approach taken in principle by the European Union, 
with the spur of the 1979 Cassis de Dijon judgment of the European Court 
of Justice. MRAs are, however, not likely to be an option if there are 
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signifi cant differences among the initial standards of the countries, as 
became evident in the context of the EU. 

 In such cases, a certain degree of harmonization is a precondition for 
countries to allow products of other countries to access their markets. The 
most important example of such harmonization is the New Approach of 
the European Union, which resulted in a set of directives from the Euro-
pean Commission setting out essential health and safety requirements for 
most regulated products. 

 In other cases, neither mutual recognition nor harmonization of sub-
stantive standards may be deemed feasible or desirable. Countries may 
nevertheless choose at least to mutually recognize each other ’ s conformity 
assessment requirements, that is, country A trusts country B to certify that 
the products made by country B conform to country A ’ s standards. In this 
case, producers from country B may still face different standards in differ-
ent markets, as opposed to in a mutual-recognition case. Conformity 
assessment could be done locally resulting in lower costs of compliance. 

 Examples of the MRA approach include the intra-EU mutual recognition 
system in sectors where there are no EU harmonized directives as well as 
the EU ’ s agreements with a number of other countries. A key element of 
these agreements is the rule of origin. The MRAs between the EU and USA 
and the EU and Canada specify that conformity assessment done in one 
of the MRA countries, in which products are manufactured or through 
which they are imported, is accepted throughout the entire agreement 
region. Other agreements, such as the MRAs concluded by the EU with 
Australia and New Zealand, impose restrictive rules of origin that require 
that third country products continue to meet the conformity assessment 
of each country in the region. 

 This chapter addresses the question of how MRAs on conformity assess-
ment between two trading partners affect fi rms ’  export decisions in devel-
oping countries. Specifi cally, it examines two distinct aspects of export 
behavior of fi rms, namely,  whether to export  and  how much to export . It also 
compares such effects with those of the traditional Preferential Trade 
Agreements, which have been focused on reducing tariffs. 

 Preliminary fi ndings indicate that MRAs do affect fi rms ’  decisions about 
whether to export while they have little effect on their decisions about 
how much to export. MRAs appear to reduce such fi xed costs to enter 
export markets. Specifi cally, preliminary results show that the probability 
of fi rms in developing countries to export is approximately 52 percent 
higher if trading partner countries have such agreements. The effect is 
more pronounced in the agricultural sector; the probability of agricultural 
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fi rms to export is approximately 75 percent higher with MRAs in place. 
This may also suggest that it is considerably more diffi cult for agricultural 
fi rms in developing countries to enter new export markets without MRAs. 

 Standards and Information Technology: A Quick Review 

 As noted, standards can be an important engine driving trade and eco-
nomic growth. The ICT sector in particular is dependent on an effi cient 
standards-setting environment in which diffusion of technology, interop-
erability, and competition is facilitated. Open standards, in this sense, have 
indeed helped innovation and the diffusion of new technologies. This has 
benefi ted the global economy and the IT sector in particular, which has 
grown rapidly over the past several decades. One study concludes that 13 
percent of the British increase in productivity post – World War II can be 
contributed to standards, and that the implementation of standards in the 
ICT fi eld was the single most important contributor to this increase ( Temple 
et al. 2005 ). Other studies have focused on the effects of technology stan-
dards in particular areas, and found that they have had a positive impact 
on overall growth. 

 This dynamic progress is expected to continue. For example, the number 
of cellular subscribers in the world increased from nearly 1.8 billion in 
2004 to 4 billion by 2009. During the same period, the number of Internet 
users worldwide increased by more than 100 percent — with almost a 
quarter of the world ’ s 6.7 billion people using the Internet by the end of 
2008. This explosive development in the demand for information and 
communication technologies is not limited to rich countries. According to 
the International Telecommunication Union, growth rates for mobile 
phone use averaged 32 percent in Africa for 2006 – 2007, higher than 
any other region. Developing countries, therefore, have a direct stake in 
ensuring open, transparent, and private sector-led voluntary standards 
to facilitate continued access to these products. 

 Information and communications technologies have helped to reshape 
countries ’  trade patterns and economic structure. In the case of the United 
States, for instance, the information and communication sector contrib-
utes to less than 10 percent of GDP, but almost as much as one fi fth of 
U.S. exports are in the ICT sectors ( United Nations Comtrade 2007 ;  United 
States Bureau of Economic Analysis 2007 ). Middle-income developing 
countries, such as India, and others are also making progress in expanding 
trade in these products. 
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 These developments not only bring great potential for economic 
development and poverty reduction, but also provide signifi cant market 
opportunities for individual fi rms and countries. Standards, as noted, can 
provide important positive externalities if they are adopted in a transparent 
and open manner. But as standards also are an important factor in the 
technology diffusion process, which in turn is important for fi rms ’  com-
petitiveness in the information and communication industry, they give 
rise to incentives for governments and policy makers to try and infl uence 
how voluntary standards are set. These incentives have become much 
stronger as the industry has grown. In this regard, the question of 
how standards are developed — and where necessary mandated in tech-
nical regulations — is increasingly relevant to international trade and 
development. 

 During the past few years several countries have developed national 
strategies for standards. The objective to support economic interests is 
evident, although there are multiple underlying factors underpinning 
these policies. Countries that have implemented or are developing such 
strategies, often rather general in scope and objectives, include the United 
States, Japan, Germany, and France. It is reasonable to think that more 
countries will join in and develop national strategies of their own, or move 
to develop these in regional settings. 

 Nevertheless, the existence of a comprehensive plan on standards is not 
the only platform through which countries can act to support the domestic 
information and communication industries, or to help specifi c fi rms 
involved in that sector. The debate over China ’ s role in standards and its 
increasingly important role as producer of new innovation and technolo-
gies has converged to offer one example of government-standards policy 
seeking to affect technology markets. China continues to develop a long-
term strategy on standards ( Breidne and Hektor 2006 ), but the Chinese 
government reportedly views the use of national standards as a viable tool 
for achieving its industrial policy goals. 

 One example of this approach was the Chinese government ’ s decision 
in 2003 which declared that WAPI (WLAN Authentication and Privacy 
Infrastructure — China ’ s own standard for wireless local area network) had 
to be supported by all wireless devices sold on the Chinese market. WAPI 
was incompatible with the standard for wireless local network used inter-
nationally. Moreover, as the WAPI standard was only disclosed to a few 
Chinese fi rms, this policy implicitly forced foreign fi rms to team up with 
the Chinese fi rms in order for them to continue to produce for the market. 
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After signifi cant debate, the WAPI standard was rejected in 2006 by the 
International Organization for Standardization ( Clendenin 2006 ). 

 Standards in certain instances can lead to segmented markets, less com-
petition, and higher prices. The use of standards for protectionist purposes, 
therefore, is detrimental from a development perspective. There are three 
aspects that need to be taken into account when considering standards 
and their use in technology-intensive sectors. First, higher prices on infor-
mation and communication technologies induced by market failures can 
limit consumers in poor countries from purchasing these goods and ser-
vices. Second, the economic effects from different national standards 
implemented to support domestic interests impedes international trade 
and there are direct compliance costs borne by exporters to produce in 
accordance with a specifi c standard 

 As in the case of the WAPI standard, fi rms that are not provided with 
relevant information underlying the standard face an additional opportu-
nity cost — in terms of intellectual property — if they are forced to partner 
up with fi rms that have the relevant information. They confront the trad-
eoff of sharing intellectual property or not producing for the market at all. 
Finally, there is a longer-term dynamic process at play here from a develop-
ment perspective in regard to consequences induced by government direc-
tion of standards in the ICT sector. This involves problems associated with 
restricting information over the long term and seeking to protect through 
highly ineffi cient industrial policies infant industries. The United Nations ’  
2001 fi nal report on the Digital Opportunity Initiative asserts that ICT can 
have positive impacts on development that go beyond the direct economic 
effects. ICT can be a powerful tool for development because it has inherent 
and unique characteristics that  “ dramatically improve communication and 
the exchange of information to strengthen and create new economic and 
social networks. ”  ( United Nations 2001 ). I would suggest that these ben-
efi ts can only be reached with private sector-led standards systems and 
transfer of information on standards procedures to all relevant actors in 
the market. 

 Conclusion and Suggestions for Further Research 

 The review of selected studies outlined here indicates several general con-
clusions about standards as they relate to trade and development prospects. 
First, there is increasing empirical evidence that standards affect interna-
tional trade, including the ability of developing country fi rms to expand 
export opportunities. In addition, as noted in the studies that draw on the 
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Technical Barriers to Trade database, the cost of compliance with multiple 
technical regulations can be estimated and these costs can be signifi cant. 
Moreover, national standards and international standards continue to 
diverge, which has consequences in regard to trade fl ows. Setting standards 
at more stringent levels than international standards can have an impor-
tant impact on trade prospects for developing country exporters. System-
atic differences between types of standards and differences across sectors 
need to be further explored and may be possible with data such as that 
available in the TBT database. 

 What about directions for future research? Research to date on standards 
relies primarily on cross-sectional variations at a point in time. In order to 
obtain more robust and precise results regarding the impact of standards on 
trade, new research with panel data and dynamic models is needed. The 
World Bank is currently considering, for example, extending the TBT data-
base into a panel dataset. Moreover, new dynamic models should take into 
account both short-run and long-run costs and benefi ts from meeting foreign 
standards. This framework could also be applied to questions associated with 
open standards and the information technology sector, for example. 

 Limited numbers of reliable datasets, which allow for quantifying the 
impact of technical standards on international trade, are an important 
impediment for future studies. The diffi culty in collecting data is a result 
of heterogeneity of nontechnical barriers to trade among different coun-
tries. Also, the collection of the fi rm-level data that will allow for cost 
analysis of technical product standards is a prerequisite for future research 
in this area. This should therefore be a priority for research organizations 
engaged in economic research and trade.   

 Notes 

 This chapter draws on John S. Wilson,  “ Standards and Developing Country Exports: 

A Quick Review of Selected Studies and Suggestions for New Research, ”  a paper 

prepared for the Summer Symposium of the International Agricultural Trade 

Research Consortium (IATRC), May 2006, Bonn, Germany. The assistance of Andreas 

Hatzigeorgiou and Benjamin J. Taylor in preparation of this chapter is gratefully 

acknowledged. The fi ndings, interpretations, and conclusions expressed here are 

entirely those of the author. They do not necessarily represent the view of the World 

Bank, its executive directors, or the countries they represent. Email: jswilson@world-

bank.org. 

 1.   In regard to regulation, see the data in the World Bank ’ s Doing Business 

2010 report on regulatory barriers to business and economic activity,  < http://www

.doingbusiness.org > . 
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 2.   The terms  “ standards ”  and  “ standards and technical regulations ”  are used inter-

changeably throughout this paper. The WTO provides a clear distinction between 

standards and technical regulations; the former are voluntary and the latter are 

mandatory technical requirements. In many cases  “ standards ”  cover mandatory 

technical requirements. 

 3.   This paper surveys the literature on standards-setting processes and their conse-

quences for industry structure and economic welfare. David and Greenstein exam-

ined four kinds of standardization processes: (1) market competition involving 

products embodying nonproprietary standards, (2) market competition among (pro-

prietary) standards, (3) agreements within voluntary standards-writing organiza-

tions, and (4) direct governmental promulgation.      
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 III     Standards-Based Intellectual Property Debates 





 9     Questioning Copyright in Standards 

 Pamela Samuelson 

 Standards are essential to the operation of the Internet, the World Wide 
Web, and indeed, the modern information society, an integral part of the 
largely invisible infrastructure of the modern world that makes things 
work. Every time people send email, for example, more than two hundred 
formally adopted Internet standards are implicated.  1   With the rise of the 
information economy, copyright has become a new prominent factor in 
the longstanding debate over intellectual property rights in standards, as 
standards-setting organizations (SSOs) increasingly claim and charge sub-
stantial fees for access to and rights to use standards such as the Interna-
tional Organization for Standardization (ISO) country, currency, and 
language codes and medical and dental procedure codes promulgated by 
the American Medical Association (AMA) and the American Dental Asso-
ciation (ADA). 

 The high importance of claims of copyright in standards is illustrated 
by a  “ clarifi cation ”  of its intellectual property policy that ISO published in 
July 2003. It would have required all software developers and commercial 
resellers of data who embedded data elements from ISO ’ s standard country, 
language, and currency codes to pay an annual fee (or a one-time fee plus 
regular maintenance fees) for doing so.  2   Tim Berners-Lee, director of the 
World Wide Web Consortium (W3C), wrote a letter to ISO ’ s president to 
object to this policy because of its negative impact on the evolution of the 
Web: 

 These and similar codes are widely used on the Web. In particular the language 

and country codes are of direct interest to W3C and the users of W3C Recommenda-

tions in the context of HTTP, HTML and XML and various other technologies. 

Language and country codes currently provide a single, standard way of identifying 

languages (and locales) throughout the Web. Multilingual Web sites and Web pages, 

as well as internationalization and localization features, would be particularly 

affected.  
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 Any charges for the use of these standards are going to lead to fragmentation, 

delay in deployment, and in effect a lack of standardization. In particular, those users 

who depend upon multi-lingual or non-English language services will suffer. . . . 

 Given that this policy would have profound impact not only on ISO, but also 

on industry and users of the Web at large, we urge ISO to further consider this policy 

and its broader implications and consequences, and to reassure the community as 

quickly as possible that there will be no charges for the use of these standards.   3  

 The ISO policy would also have devastating consequences for open source 
developers.  4   After several other organizations published statements of 
concern about the policy,  5   ISO tabled it — for now. But ISO did not commit 
itself to continuing to make these codes available without charge for soft-
ware, Internet, and Web applications, and it continues to charge substan-
tial fees for downloads of the standards and for reproductions of the full 
standards. 

 This chapter will consider whether standards such as these, especially 
those whose use is mandated by government rules, should be eligible for 
copyright protection as a matter of U.S. copyright law. The fi rst section —  
Standards May Be Unprotectable Systems under Sec. 102(b) — reviews law-
suits that challenged copyrights in numbering systems devised to enable 
effi cient communication. It argues that two decisions upholding copy-
rights in AMA and ADA codes were incorrectly decided in light of other 
case law, the statutory exclusion of systems from copyright, and various 
policy considerations. The second section, titled Standards May Be or 
Become Unprotectable by Copyright under the Scenes a Faire or Merger 
Doctrines, presents case law and policy considerations that have persuaded 
courts to exclude standards from the scope of copyright protection under 
the scenes a faire and merger of idea and expression doctrines. This section 
suggests that government mandates to use certain standards should affect 
the ability to claim copyright in standards. The third section, on Incentives 
and Competition Policy Concerns about Copyrights in Standards, consid-
ers whether SSOs need copyright incentives to develop and maintain 
industry standards they promulgate and whether arguments based on 
incentives should prevail over other considerations. It identifi es competi-
tion and other public policy concerns that call into question allowing SSOs 
to own standards, particularly those whose use is required by law. 

 Standards May Be Unprotectable Systems under Sec. 102(b) 

 Copyright protection has sometimes been claimed in coding systems. They 
typically use numbers, abbreviations, or other symbols to represent certain 
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data elements in accordance with rules or organizing principles. Sometimes 
such systems have been collectively drafted to serve as industry standards, 
although some systems drafted by one person or fi rm have become, or 
their drafters intended them to become, de facto standards in the market. 
This section argues that two United States appellate court decisions uphold-
ing copyrights in number-coding systems were wrongly decided in light of 
other case law, the statutory exclusion of systems from copyright protec-
tion under 17 U.S.C. sec. 102(b), longstanding precedents interpreting this 
exclusion, and copyright policies. 

 Case Law Upholding Copyright in Numbering Systems 
 The AMA has developed and refi ned a coding system for standard terminol-
ogy for medical procedures over several decades, which it publishes in print 
form and online as the  “ Current Procedural Terminology ”  (CPT).  6   The 
stated purpose of the CPT is  “ to provide a uniform language that accurately 
describes medical, surgical, and diagnostic services, and thereby serves as 
an effective means for reliable nationwide communication among physi-
cians, and other healthcare providers, patients, and third parties. ”   7   The 
CPT is widely used in  “ report[ing] medical procedures and services under 
public and private health insurance programs . . . [and] for administrative 
management purposes such as claims processing and developing guide-
lines for medical care review. ”   8   In the 1980s, the federal government ’ s 
Health Care Financing Administration (HCFA) mandated use of the CPT 
when reporting services for Medicare and Medicaid reimbursement. The 
CPT has thus become a standard in two senses: the AMA promulgated it 
to be a standard coding system for physicians and other health profession-
als and services, and it has been mandated as a standard for doing a certain 
kind of business with the U.S. government. 

 The CPT classifi es more than six thousand procedures into one of six 
groups: evaluation, anesthesiology, surgery, radiology, pathology and med-
icine.  “ Within each section, procedures are arranged to enable the user to 
locate the code number readily. ”   9   For example, within the surgery category, 
the CPT arranges subsections by body part. Within each body part subcat-
egory is an organized list of different kinds of procedures pertinent to that 
body part. The CPT sets forth a standard name for each medical procedure 
and assigns a unique fi ve-digit number to each procedure. Removing an 
implant from an elbow joint, for example, is designated by the number 
24160. 

 Practice Management Information Corp. (PMIC) decided to publish the 
CPT in one of its medical practice books. After the AMA threatened legal 
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action against this publication, PMIC sought a declaratory judgment that 
the AMA code had become uncopyrightable after HCFA mandated its use, 
or alternatively, that the AMA misused its copyright by an exclusive license 
that forbade the agency to use  “ any other system of procedure nomencla-
ture . . . for reporting physicians ’  services. ”   10   A trial judge issued a prelimi-
nary injunction against PMIC ’ s publication of the AMA code. The U.S. 
Ninth Circuit Court of Appeals affi rmed in part and reversed in part. 

 PMIC ’ s invalidity argument rested mainly on U.S. Supreme Court case 
law about the uncopyrightability of judicial opinions and statutes. In  Banks 
v. Manchester , for example, the Supreme Court decided that judicial opin-
ions could not be copyrighted. The Ninth Circuit distinguished  Banks  as 
involving government employees who didn ’ t need copyright incentives to 
write judicial opinions. The AMA, by contrast, was a private entity that 
claimed copyright incentives were important to it.  Banks  also rejected 
copyright claims in judicial opinions on due process grounds (that is, on 
a theory that people should have unfettered access to the law). There was, 
however,  “ no evidence that anyone wishing to use the [AMA code] has 
any diffi culty obtaining access to it ”  and the AMA has  “ no incentive to 
limit or forego publication ”  of the code.  11   PMIC was  “ not a potential user 
denied access to the [code] but a putative copier wishing to share in the 
AMA ’ s statutory monopoly. ”   12   The court was wary of  “ terminat[ing] ”  the 
AMA ’ s copyright based on the risk that the AMA would restrict access to 
CPT when other remedies, such as mandatory licensing at a reasonable 
royalty, were available to contend with misuse. 

 The court expressed concern that  “ invalidating [AMA ’ s] copyright on 
the ground that the CPT entered the public domain when HCFA required 
its use would expose the copyrights on a wide range of privately authored 
model codes, standards, and reference works to invalidation. ”   13   Because 
the Supreme Court had never considered whether private actors could 
enforce copyrights in rules they had drafted after government adoption, 
and two other courts had, in its view,  “ declined to enjoin enforcement of 
private copyrights in these circumstances, ”   14   the Ninth Circuit ruled against 
PMIC ’ s challenge to the AMA ’ s copyright. 

 Yet the Ninth Circuit lifted the preliminary injunction because it agreed 
with PMIC that the AMA had misused its copyright by entering into an 
exclusive licensing deal with HCFA.  15   This misuse limited the AMA ’ s right 
to enforce the copyright until the misuse had been  “ purged. ”   16   

 On appeal, PMIC belatedly argued that the AMA code had become 
uncopyrightable because the HCFA mandate had caused the CPT to become 
an unprotectable  “ idea ”  under section 102(b) of the U.S. Copyright Act, 
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the merger doctrine, and  Sega Ent. Ltd. v. Accolade, Inc .  17   The court ’ s articu-
lation of PMIC ’ s 102(b)/merger theory is too cryptic to be decoded, but the 
court distinguished  Sega  as having involved an effort to suppress creativity: 
 “ The AMA ’ s copyright does not stifl e independent creative expression in 
the medical coding industry. It does not prevent [PMIC] or the AMA ’ s 
competitors from developing comparative or better coding systems and 
lobbying the federal government and private actors to adopt them. It 
simply prevents wholesale copying of an existing system. ”   18   

 PMIC apparently did not make the more straightforward argument that 
the CPT was an unprotectable coding system under section 102(b), which 
provides:  “ In no case does copyright protection . . . extend to any idea, 
procedure, process, system, method of operation, concept, principle or 
discovery, regardless of the form in which it is . . . embodied in such 
work. ”   19   This is curious given that the AMA and the Ninth Circuit repeat-
edly referred to the CPT as a  “ system. ”   20   

 Section 102(b) played a more prominent role in a sister case to  PMIC  
that arose after Delta Dental published a book containing standard dental 
procedure nomenclature and associated numbers from the Code on Dental 
Procedures and Nomenclatures developed by the ADA. ADA sued Delta for 
copyright infringement and sought an injunction to stop Delta from pub-
lishing the ADA ’ s code and money damages for past infringements. 

 The trial judge ruled against the copyrightability of the ADA Code on 
Dental Procedures and Nomenclatures,  21   saying it did not qualify for copy-
right protection because it comprehensively cataloged a fi eld of knowledge, 
rather than creatively selecting information about it. Although the code ’ s 
arrangement of data was creative, the arrangement was systematic and 
highly useful, and hence, unprotectable under section 102(b). The code 
was, moreover, the collaborative work product of a committee, not an 
expression of the judgment of an author, and Delta had participated in the 
drafting of the ADA standard, which further supported its right to reuse 
the ADA Code on Dental Procedures and Nomenclatures. 

 Judge Frank Easterbrook, writing for the Seventh Circuit Court of 
Appeals, disagreed. In his view, ADA ’ s  “ taxonomy ”  of dental procedures 
was creative enough to qualify for copyright protection.  “ Creativity marks 
the expression even after the fundamental scheme has been devised. ”   22   
Because there are many different ways to organize types of dental proce-
dures —  “ by complexity, or by the tools necessary to perform them, . . . or 
by the anesthesia employed, or in any of a dozen different ways ”  — the way 
chosen by ADA was a creative expression not dictated by functional con-
siderations.  23   The usefulness of a taxonomy did not disqualify it from 
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protection, in Easterbrook ’ s view, because only pictorial, sculptural, and 
graphic works were disqualifi ed from copyright on account of their utility. 
The trial court ’ s reasoning would imperil copyrights in many other works, 
such as standards promulgated by the Financial Accounting Standards 
Board (FASB), the West key numbering system, the uniform system of cita-
tion for legal materials, and even computer software. 

 Easterbrook ’ s opinion went into considerable detail about the perceived 
creativity of the ADA ’ s numbering system. The ADA assigned fi ve digit 
numbers to procedures, when it could have made them four or six digits 
long, and decided the fi rst number should be a zero in order to leave room 
for future expansion of the code as more procedures were developed or 
discovered. The second and third numbers represented a particular group-
ing of procedures, and the remaining two digits identifi ed the specifi c 
procedure associated with that grouping.  “ A catalog that initially assigns 
04266, 04267, and 04268 to three procedures will over time depart sub-
stantively from one that initially assigns 42660, 42670, and 42680 to the 
same three procedures. ”   24   Easterbrook was so taken with the creativity of 
the ADA code that he opined that the name of each procedure and the 
number assigned to it were themselves original works of authorship enti-
tled to copyright protection.  25   

 To Delta ’ s argument that section 102(b) rendered the ADA ’ s system 
unprotectable, Easterbrook fl ippantly responded:  “ But what could it mean 
to call the [c]ode a  ‘ system ’ ? This taxonomy does not come with instruc-
tions for use, as if the [c]ode were a recipe for a new dish. . . . The [c]ode 
is a taxonomy, which may be put to many uses. These uses may or may 
not be or include systems; the code is not. ”   26   

 Easterbrook seemed to think that section 102(b) made unprotectable 
only those systems presenting a danger of monopolization of a widely used 
practice such as bookkeeping, as in  Baker v. Selden . Easterbrook perceived 
no danger that the ADA would monopolize dental practice. Under section 
102(b), dentists were free to use ADA codes in their forms, and even Delta 
was free  “ to disseminate forms inviting dentists to use the ADA ’ s code when 
submitting bills to insurers. But it does not permit Delta to copy the code 
itself or make and distribute a derivative work based on the code. ”   27   

 Case Law Rejecting Copyright Claims in Numbering Systems 
 Southco manufactures products such as latches, handles, and rivets. After 
its competitor Kanebridge reproduced in its catalog product names and 
numbers from Southco ’ s copyrighted catalog, Southco sued Kanebridge 
for copyright infringement.  28   Kanebridge ’ s principal defense was that 
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Southco ’ s numbering system was uncopyrightable under section 102(b). 
Southco asserted that its names and numbers were original enough to be 
copyrightable because they were the product of skilled judgment, and since 
there were many different ways to design numbering systems for such a 
catalog, there was no  “ merger ”  of idea and expression to disqualify the 
work from copyright.  29   

 A retired Southco engineer who designed the Southco numbering 
system explained the creativity in the numbering system, pointing out that 
 “ each particular digit or group of digits signifi es a relevant characteristic 
of the product. ”   30   The fi rst two digits represented the product type (e.g., 
47 = captive screws), while other digits  “ indicate characteristics such as 
thread size ( “ 632 ” ), composition of the screw (aluminium), and fi nish of 
the knob ( “ knurled ” ). ”   31   

 Writing for the Third Circuit Court of Appeals, Judge Samuel Alito (now 
a justice of the U.S. Supreme Court) held that Southco ’ s numbering sys-
tem — that is, the pairing of product names with numbers representing the 
products — was unprotectable under section 102(b).  32   It accepted that 
Southco  “ had to identify the relevant characteristics of the products in the 
class (that is, the characteristics that would interest prospective purchas-
ers); it had to assign one or more digits to express each characteristic; and 
it had to assign a number or other symbol to represent each of the relevant 
values of each characteristic. ”   33   This did require some skill and judgment, 
but  “ once these decisions were made, the system was in place, and all of 
the products in the class could be numbered without the slightest element 
of creativity. ”   34   Insofar as any originality could be discerned, it lay in 
Southco ’ s development of rules for the numbering system, not in the 
pairing of numbers and products. 

 In a subsequent case, ATC Distribution, Inc., tried to distinguish its 
numbering system from Southco ’ s and take cover under  ADA  by character-
izing its system as a  “ taxonomy. ”  As in  Southco , ATC alleged that its com-
petitor, Whatever It Takes Transmissions  &  Parts, Inc. (WITTP), was a 
copyright infringer because it reproduced the taxonomy in the latter ’ s 
catalog of transmission parts.  35   ATC claimed creativity in 

 (1) deciding what kind of information to convey in part numbers; (2) predicting 

future developments in the transmission parts industry and deciding how many 

slots to leave open in a given subcategory to allow for these developments; (3) 

deciding whether an apparently novel part that does not obviously fi t in any of the 

existing classifi cations should be assigned to a new category of its own or placed in 

an existing category and if the latter, which one; (4) designing the part numbers; 

and (5) devising the overall taxonomy of part numbers that places the parts into 

different categories.  36   
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 The court accepted that  “ at least some of the decisions made by ATC are 
arguably  ‘ non-obvious choices ’  made from  ‘ among more than a few 
options, ’  ”   37   but nevertheless ruled against the copyrightability of the tax-
onomy because  “ the creative aspects of the ATC classifi cation scheme ”  lay 
in its ideas.  38   Original ideas, the court held, are not copyrightable under 
section 102(b).  “ ATC cannot copyright its predictions of how many types 
of sealing rings will be developed in the future, its judgment that O-rings 
and sealing rings should form two separate categories of parts, or its judg-
ment that a new part belongs with the retainers as opposed to the pressure 
plates. ”   39   

 Nor was the court persuaded that the numbers themselves were original 
works of authorship entitled to copyright protection. Characterizing  ADA  ’ s 
rationale for this holding as  “ rather opaque, ”   40   the Sixth Circuit doubted 
its soundness. Yet, the court went on to say that even if  “ some strings of 
numbers used to designate an item or procedure could be suffi ciently cre-
ative to merit copyright protection, the part numbers at issue in the case 
before us do not evidence any such creativity. ATC ’ s allocation of numbers 
to parts was an essentially random process, serving only to provide a useful 
shorthand way of referring to each part. ”   41   The court expressed concern 
that allowing copyright in part numbers  “ would provide a way for the 
creators of otherwise uncopyrightable ideas or works to gain some degree 
of copyright protection through the back door simply by assigning short 
numbers or other shorthand phrases to those ideas or works (or their com-
ponent parts). ”   42   The real competition between ATC and WITTP, after all, 
was in sales of uncopyrightable transmission parts, not in sales of 
catalogs. 

 Why Are Systems Uncopyrightable? 
 The copyright claims previously discussed rested on assertions of creativity 
in the pairing of particular numbers with discrete phenomena in accor-
dance with rule-based systems for effi ciently organizing information for a 
specifi c purpose. Three of the four systems were, moreover, promulgated 
with the intent that they would become industry standards. The Ninth 
and Seventh Circuits in  PMIC  and  ADA  erred in not seriously analyzing 
the section 102(b) challenges to these systems. The Third Circuit in  Southco  
and the Sixth Circuit in  ATC  correctly recognized that systematic ways of 
assigning numbers to phenomena are unprotectable by copyright law 
under section 102(b). Their analyses would have been even stronger had 
they invoked the long history of copyright cases denying protection to 
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systems and had they discussed policy rationales for excluding systems and 
their component parts from the scope of copyright protection. 

 Even before the landmark  Baker v. Selden  decision in which the Supreme 
Court ruled that bookkeeping systems and their constituent parts (embod-
ied in sample ledger sheets) were unprotectable by copyright law, the 
Supreme Court ruled that copyright did not protect a symbol system for 
representing specifi c types of information on maps of urban areas prepared 
to assess fi re insurance risks.  43   A civil engineer named William Perris, who 
had mapped certain wards of New York City, sued Hexamer for infringe-
ment because the latter used the same symbol system in his comparable 
map of urban Philadelphia. 

 The Supreme Court concluded: 

 The complainants have no more an exclusive right to use the form of the characters 

they employ to express their ideas upon the face of the map, than they have to use 

the form of type they select to print the key. Scarcely any map is published on which 

certain arbitrary signs, explained by a key printed at some convenient place for refer-

ence, are not used to designate objects of special interest, such as rivers, railroads, 

boundaries, cities, towns,  & c.; and yet we think it has never been supposed that a 

simple copyright of the map gave the publisher an exclusive right to the use upon 

other maps of the particular signs and key which he saw fi t to adopt for the purposes 

of his delineations. That, however, is what the complainants seek to accomplish in 

this case. The defendant has not copied their maps. All he has done at any time has 

been to use to some extent their system of arbitrary signs and their key.  44   

 The comprehensibility of maps would be impeded if subsequent 
developers had to use entirely different symbol systems for each map.  Perris  
 v. Hexamer  presents an example of a system held unprotectable by copy-
right law notwithstanding the fact that its component parts were not 
 “ dictated by functional considerations, ”   45   as Easterbrook seemed to think 
was necessary for a system to be ineligible for protection under section 
102(b). 

 In explaining why bookkeeping and other useful systems should not be 
protected by copyright law, the Supreme Court in  Baker v. Selden  observed 
that to give the author of a book an exclusive right in a useful art, such as 
a bookkeeping system, depicted in the book  “ would be a surprise and a 
fraud upon the public. That is the province of letters patent, not of copy-
right. ”   46   This was relevant in  Baker  because bookkeeper Charles Selden had 
fi led a patent on his bookkeeping system, although no patent had appar-
ently issued. The Court did not want to allow Selden to misuse his copy-
right by getting patent-like protection for the system through the copyright 
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in his book. Selden could protect his description of the system through 
copyright, but not the system itself. 

 Although useful arts can generally  “ only be represented in concrete 
forms of wood, metal, stone or some other physical embodiment, ”  the 
principle that copyright doesn ’ t protect useful systems still applied even 
when, as with Selden ’ s forms, they are embodied in a book.  47   In  Baker , the 
selection and arrangement of headings and columns was deemed too 
useful to be protected by copyright. Because some systematic organizations 
of information have been patented,  48    Baker  ’ s concerns about possible 
misuses of copyright to obtain patent-like protection may have some sig-
nifi cance in information systems cases. 

 Many cases after  Baker  have applied its system/description distinction. 
Especially pertinent to the numbering system cases are  Griggs v. Perrin   49   and 
 Brief English Systems v. Owen .  50   In these cases, plaintiffs sued authors of 
competing books on the shorthand systems each plaintiff had devised. 
Both systems involved the assignment of particular abbreviations and 
symbols to represent particular letters, words, phrases, and the like for such 
purposes as stenographic transcription. The courts ruled against the copy-
right claims in both cases, citing  Baker .  51   These cases are notable because 
in neither case was the particular shorthand system at issue dictated by 
specifi c rules or functionality. 

 When faced with assessing whether a particular information artifact is 
an uncopyrightable  “ system, ”  courts should start by recognizing that 
systems, by their nature, consist of interdependent, interrelated parts that 
are integrated into a whole scheme. This is true of bookkeeping systems, 
shorthand systems, burial insurance systems,  52   systems for teaching how 
to play musical instruments,  53   systems for reorganizing insolvent life insur-
ance companies,  54   systems for issuing bonds to cover replacement of lost 
securities,  55   systems for consolidating freight tariff information,  56   and 
systems for teaching problem-solving techniques,  57   among others. Strate-
gies for playing games are another kind of unprotectable system under 
102(b).  58   Interestingly, while rules of games structure the players ’  interac-
tions, outcomes of games are not mechanically deterministic.  59   

 Mathematical formulae and the periodic table of chemical elements are 
other examples of systematic arrangements of information that are unpro-
tectable under section 102(b).  60   Considerable originality may underlie for-
mulae, but mathematical precision and comprehensibility of mathematical 
ideas are better served by standardizing the language elements of formulae. 
The periodic table is a useful tool for teaching students about the fi elds of 
chemistry and physics precisely because of its standardized representation 
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of atomic phenomena. Gratuitous differences in the fi elds of mathematics 
and science would impede effective communication. 

 Elsewhere I have argued that computer languages, such as the macro 
command language at issue in  Lotus Development Corporation v. Borland 
International, Inc. , are unprotectable systems under copyright law.  61   An 
earlier lawsuit involving Lotus 1-2-3 recognized that  “ the exact hierarchy —
 or structure, sequence and organization — of the menu system is a funda-
mental part of the functionality of the macros ”   62   and that the command 
hierarchy was an integral part of the Lotus macro command language. Use 
of exactly the same command terms in exactly the same order and hierar-
chical structure as in 1-2-3 was necessary for users to be able to reuse 
macros constructed in the Lotus macros language for commonly executed 
sequences of functions when using other programs. Users ’  investments in 
their macros and their desire to reuse them when using Borland ’ s software 
was a factor in the First Circuit ’ s ruling that the Lotus command hierarchy 
was unprotectable under section 102(b). 

 Thus, it may be relevant that the AMA characterized the purpose of CPT 
as  “ to provide a uniform  language  that accurately describes medical, surgi-
cal, and diagnostic services, and thereby serves as an effective means for 
reliable  communication  among physicians, and other healthcare providers, 
patients, and third parties. ”   63   Similarly, the ADA had encouraged use of its 
code by dentists, insurers, and others because  “ standardization of  language  
promotes interchange among professionals. ”   64   The AMA and the ADA 
developed uniform standard names and numbers for medical and dental 
procedures to enable more effective and effi cient record keeping and infor-
mation processing about these procedures. These standards promoted 
interoperability of data among many professionals who had to exchange 
information on a daily basis. HCFA mandated use of the CPT to lower its 
costs for processing Medicare and Medicaid claims, standardize payments 
to doctors for the same procedures, and avert fraud arising from nonuni-
form reporting procedures. Facilitating effi cient record keeping is among 
the reasons that copyright law precludes protection of blank forms, and 
this reinforces the rationale for denying copyright to numbering systems. 

 Judge Easterbrook may be right that merely calling an intellectual arti-
fact a  “ system ”  should not automatically disqualify it from copyright 
protection.  65   However, if plaintiffs characterize it as a system, as the AMA 
did in its contract with HCFA and the Ninth Circuit did in  PMIC , and it 
fi ts standard defi nitions of  “ system, ”  courts should at least consider whether 
the artifact is the kind of system that should be ineligible for copyright 
protection. (Merely calling a numbering system a  “ taxonomy ”  shouldn ’ t 
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avert the inquiry. Taxonomies are, by defi nition, systematic classifi cations 
of information that group subcomponents into logical categories based on 
similarities in clusters of phenomena.  66   The Sixth Circuit in  ATC  recognized 
the interchangeability of  “ taxonomy ”  and  “ system ”  in connection with 
the numbering scheme at issue there.) 

 Revisiting the claimed creativity in the ADA ’ s  “ taxonomy ”  in light of 
 ATC , it becomes evident that the creativity of the ADA code also lay in the 
creation of the system ( “ the fundamental scheme, ”  as  ADA  calls it  67  ).  ADA  
says the decision to use fi ve digits instead of four or six was creative. Yet 
fi ve digits was an obvious choice if dental professionals participating in 
the code development process thought it likely that new categories of 
procedures might be developed beyond the four-digit codes already in the 
ADA Code on Dental Procedures and Nomenclatures. The most reasonable 
way to accommodate this possibility was to make the fi rst digit a zero. The 
second and third digits represented a particular category of dental proce-
dures, while the fourth and fi fth represented specifi c procedures within 
each category. 

 Restorative procedures, for example, were represented by the number 
21. Numbering specifi c procedures within this category refl ected the 
number of surfaces being restored. 02110, for example, was the number 
assigned for restorative amalgams for one primary surface, while 02120 
was for amalgams for two primary surfaces, and so forth. In general, the 
ADA code left ten spaces between procedures, presumably because there 
was some likelihood that in the future new procedures might need to be 
added in the restoration category or other categories. In some cases, pro-
cedures had only one space between them (e.g., 02130 for three-surfaced 
amalgams, but 02131 for four-surfaced amalgams), but this seems as arbi-
trary as decisions that ATC made about whether aluminum screws should 
be numbered 10 or 11. The ADA code, moreover, drew substantially from 
preexisting codes. 

 The naming and numbering of dental procedures in ADA ’ s code were 
also products of an incremental collaborative effort of skilled practitioners 
in the fi eld that these were (or should be) standard names for dental pro-
cedures organized by logical class. Judge Easterbrook may have a point in 
stating that  “ blood is shed in the ADA ’ s committees about which [proce-
dure name] is preferable, ”   68   but blood is no more a sign of original expres-
sion in copyright law than sweat is in the aftermath of  Feist v. Rural 
Telephone .  69   

 To sum up, industry standard codes promulgated by organizations such 
as the AMA and the ADA may be unprotectable systems under section 
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102(b). Such codes or other systematic organizations of information are 
certainly uncopyrightable if they are dictated by rules or functionality. Yet 
other factors may be relevant to whether systematic organizations of infor-
mation are unprotectable under section 102(b): (1) when the system is a 
useful art and copyright in it would give patent-like protection; (2) when 
second comers need to use the system to compete or communicate effec-
tively; (3) when systematizing information is necessary to achieve effi cien-
cies; (4) when the system is incidental to uncopyrightable transactions or 
processes; and (5) when systematizing the information will produce social 
benefi ts from uniformity and the social costs of diversity would be high. 
Standard systems of this sort are born uncopyrightable. 

 Standards May Be or Become Unprotectable by Copyright under the 
Scenes a Faire or Merger Doctrines 

 Alternative theories for deciding that industry standards, such as the AMA 
and ADA codes, as well as ISO country, language, and currency codes, may 
be ineligible for copyright protection come from the scenes a faire and 
merger doctrines and the policies that underlie them. The scenes a faire 
doctrine, originally developed to recognize that certain plot structures are 
to be expected from works exploring certain literary or dramatic themes,  70   
has been adapted, especially in the software copyright case law, to recog-
nize that expressive choices of subsequent authors may become constrained 
over time by the emergence of industry standards. The merger doctrine 
holds that if there is only one or a very small number of ways to express 
an idea, copyright protection will generally be unavailable to that way or 
those few ways in order to avoid protecting the idea.  71   While most merger 
cases involve works that are uncopyrightable when fi rst created, some 
courts have held that an initially copyrightable work may be disqualifi ed 
for copyright protection over time, as the Fifth Circuit Court of Appeals 
did in holding that governmental enactment of a privately drafted model 
law caused the idea of this law and its expression to merge.  72   

 The scenes a faire doctrine struck the concurring Judge Becker in  Southco  
as a plausible alternative basis for ruling that Kanebridge ’ s catalog did not 
infringe Southco ’ s copyright.  73   Southco had  “ selected characteristics for its 
system based on customer demand, ”  and once these characteristics were 
chosen,  “ values — such as screw thread sizes, screw lengths or ferrule types —
 were determined by industry standards rather than through any exercise 
of originality by Southco, ”  and although fi nishes were specifi c to Southco, 
they were  “ determined by the part identity rather than through some 
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exercise of creative expression. ”   74   Becker relied on the Tenth Circuit ’ s 
instructive analysis of scenes a faire in  Mitel, Inc. v. Iqtel, Inc.   75   

 Mitel was in the business of manufacturing call controllers. Long dis-
tance carriers buy call controllers to install them on customer premises to 
 “ automate that customer ’ s access to the carrier ’ s long distance service. ”   76   
Mitel developed a set of sixty-some four-digit numeric command codes 
and published them in manuals describing how to program its call control-
lers with the command codes. Mitel claimed that its copyright in the 
software and manuals protected the command codes as its creative work 
product. 

 Iqtel initially devised its own call controller instruction set, but ulti-
mately concluded that  “ it could compete with Mitel only if its IQ200+ 
controller were compatible with Mitel ’ s controller. ”   77   Iqtel came to realize 
that  “ technicians who install call controllers would be unwilling to learn 
Iqtel ’ s new set of instructions in addition to the Mitel command codes and 
the technicians ’  employers would be unwilling to bear the cost of addi-
tional training. ”   78   So Iqtel programmed its controllers to accept the Mitel 
command codes and translate them into Iqtel codes. Its manual included 
an appendix that listed and cross-referenced the Iqtel and Mitel command 
codes. And then it copied Mitel ’ s command codes for all of the call control-
lers ’  common functions. 

 Yet, the Tenth Circuit concluded that Iqtel was not an infringer. In 
part, this was because the court questioned the originality of the Mitel 
command codes insofar as the symbols either were arbitrarily assigned to 
functions or exhibited de minimis creativity. But to the extent the Mitel 
codes were original, the Tenth Circuit concluded that they were unprotect-
able under the scenes a faire doctrine. This doctrine  “ exclude[s] from 
protection . . . those elements of a work that necessarily result from exter-
nal factors inherent in the subject matter of the work, ”  such as  “ hardware 
standards and mechanical specifi cations, software standards and compat-
ibility requirements, computer manufacturer design standards, industry 
programming practices, and practices and demands of the industry being 
served. ”   79   

 The scenes a faire doctrine  “ plays a particularly important role [in func-
tional writing cases] in ensuring that copyright rewards and stimulates 
artistic creativity in a utilitarian work  ‘ in a manner that permits the free 
use and development of non-protectable ideas and processes ’  that make 
the work useful. ”   80   As applied to the Mitel ’ s command codes, the court 
concluded that  “ much of the expression in Mitel’s command codes 
was dictated by the proclivities of technicians and limited by signifi cant 
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hardware, compatibility and industry requirements. ”   81   The Mitel codes 
embodied industry standards, and were thus unprotectable by copyright law. 

 Industry standards serve an important function by allowing those in 
the industry or fi eld to use the standard for effective communication. The 
interoperability case law, of which  Mitel  is one instance, recognizes that 
the design of computer program interfaces may be the product of consider-
able skill and judgment, and thus might seem to qualify for copyright 
protection.  82   However, once an interface has been developed, the param-
eters it establishes for the effective communication of information between 
one program and another constrain the design choices of subsequent 
programmers. The interface thus becomes an unprotectable functional 
design,  83   and the scenes a faire doctrine is often invoked in decisions 
coming to this conclusion. 

 Also relevant to determining whether copyright should protect industry 
standards is the extent of user investments in the standard. In ruling 
against Lotus ’ s lawsuit against Borland for copying the command hierarchy 
of 1-2-3, the First Circuit emphasized the signifi cant investments users had 
made in developing macros with Lotus ’ s macro command language.  84   
Although Judge Boudin was not fully persuaded by the majority ’ s 102(b) 
analysis, he concurred in its holding, observing:  “ Requests for the protec-
tion of computer menus present the concern with fencing off access to the 
commons in an acute form. A new menu may be a creative work, but over 
time its importance may come to reside more in the investment that has 
been made by users in learning the menu and in building their own mini-
programs — macros — in reliance upon the menu. Better typewriter key-
board layouts may exist, but the familiar QWERTY keyboard dominates 
the market because that is what everyone has learned to use. ”   85   

 Professor Paul Goldstein has analogized the copyright case law on 
industry standards to trademark law ’ s genericide doctrine.  86   Under that 
doctrine, a once-viable trademark may become unprotectable because 
widespread public use of the mark as a common name for a product or 
service causes it to lose its source signifi cance.  Mitel v. Iqtel  and  Lotus v. 
Borland  demonstrate that industry standards may become unprotectable 
over time. 

 Government adoption of a privately drafted standard, such as a model 
building code, may similarly cause it to become uncopyrightable upon 
its adoption as law under the merger of idea and expression doctrine, as 
happened in  Veeck v. Southern Building Code Congress International, Inc.   87   
SBCCI published a standard building code that the towns of Anna and 
Savoy, Texas, adopted as their laws.  88   Peter Veeck purchased an electronic 
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copy of SBCCI ’ s building code and posted it on his Web site. After receiving 
a cease and desist letter from SBCCI, Veeck sought a declaratory judgment 
that SBCCI ’ s code had become uncopyrightable upon its adoption as 
law. The Fifth Circuit Court of Appeals en banc reversed a grant of 
summary judgment to SBCCI, holding that  “ as law, the model codes enter 
the public domain and are not subject to the copyright holder ’ s exclusive 
prerogatives. ”   89   

 The Fifth Circuit gave three reasons for its ruling: (1) not protecting 
enacted codes was consistent with Supreme Court decisions that laws are 
not subject to copyright protection; (2) upon its adoption as law, the ideas 
expressed in SBCCI ’ s code had merged with its expression, and the code 
had, for purposes of copyright law, become a  “ fact ” ; and (3) the balance 
of case law and relevant policies supported its ruling. After enactment, the 
only way to express the building code laws of Anna and Savoy was with 
the precise text of SBCCI ’ s code.  90   Hence, the merger doctrine forbade 
SBCCI to claim copyright in the enacted code.  Veeck  calls into question the 
Ninth Circuit ’ s ruling in  PMIC  because federal law required use of the 
AMA ’ s standard, thereby limiting the range of choices of codes that could 
be used by medical and health professionals. 

 Thus, industry standards such as the AMA and ADA codes may be 
unprotectable by copyright law under the scenes a faire or merger doc-
trines. Considerations that may affect such decisions include (1) whether 
industry demand or practices effectively constrain expressive choices of 
subsequent developers; (2) whether reuse of the standard is necessary for 
effective competition; (3) whether user investments in the standard are 
substantial enough to give rise to the right to reuse the standard; and (4) 
whether the government mandates use of the standard or has embodied 
the standard in its legal code. 

 Incentives and Competition Policy Concerns about Copyrights in 
Standards 

 The principal argument in favor of copyright protection for industry stan-
dards is the claim SSOs make that they need copyright incentives to 
develop standards. The Supreme Court ’ s  Feist v. Rural Telephone  decision, 
however, informs us that copyright protection is not available to informa-
tion artifacts just because they are products of industrious efforts and their 
developers assert the need for copyright incentives. Several considerations 
reinforce doubts about incentive-based arguments for copyright in 
standards. 
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 First, SSOs generally have ample incentives to develop standards for use 
by professionals in their fi elds.  91   It is simply not credible to claim that 
organizations like the AMA and ADA would stop developing standard 
nomenclature without copyright protection. The fi elds they serve need 
these standards for effective communication with other health care provid-
ers, insurers, and government agencies. 

 Second, SSOs generally do not actually develop the standards in which 
they claim copyrights. Rather, they typically rely upon volunteer service 
by experts in the fi eld to develop standards and require volunteers to assign 
any copyright interests to the SSOs. The community development of a 
standard is a reason to treat the standard itself as a shared resource. 

 Third, SSOs generally use the revenues they derive from selling or licens-
ing the standards to subsidize other activities of their organizations, rather 
than to recoup investments in the making of the standard. Even without 
copyright in the standards, SSOs can derive revenues from sales of 
print materials embodying the standard and value-added products or 
services.  92   

 Fourth, the Internet and World Wide Web now make it very cheap and 
easy to disseminate standards. Given the rise of volunteer information 
posting on the Web, there is reason to be confi dent that users of a success-
ful standard will put the standards online for all to use. 

 Fifth, once a standard has achieved success through widespread adop-
tion, this very success enables the SSO to charge monopoly rents for use 
of or access to the code.  93   The availability of copyright protection for stan-
dards may give SSOs excess incentives to invest in the creation of standards 
to get monopoly rents. 

 Sixth, copyrighting standards may create perverse incentives causing 
SSOs to invest in persuading governments to mandate use of their stan-
dards.  Veeck  illustrates this temptation. Under the deal SBCCI offered, local 
governments such as Anna and Savoy got royalty-free rights to use the 
code and one or more copies to make available in a public offi ce. But SBCCI 
charged anyone else who wanted a copy of the code or access to it a sub-
stantial fee, and got referrals from building inspectors and other public 
offi cials, making public employees into a kind of free sales force for SBCCI. 
The perverse incentives problem is of particular concern because of the 
increasing frequency with which governments are actively encouraging 
government adoption of privately drafted industry standards. 

 The long-term credibility of SSOs depends not only on their being able 
to produce sound standards, but also on producing standards in which the 
SSOs do not have so strong a fi nancial interest that they succumb to the 
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temptation to abuse the standards process by making a standard into a 
cash cow that must be purchased by anyone affected by that standard.   
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 10     Constructing Legitimacy :  The W3C ’ s Patent Policy 

 Andrew L. Russell 

 You ’ re about to throw away the geek community ’ s respect for the W3C. And we ’ re 

the people who write software. . . . Don ’ t do this. It ’ s suicidally stupid. We will 

bypass you. We will surpass you. Will [sic] will make fun of you. And eventually, 

we will completely ignore you. 

  — Rob Landley  1   

 It is like a fi nger pointing away to the moon. Don ’ t concentrate on the fi nger or 

you will miss all that heavenly glory. 

  — Bruce Lee  2   

 The Web became worldwide because its standards were open. Tim Berners-
Lee wrote the fi rst versions of Web browser and server software in the late 
1980s and early 1990s. Throughout the 1990s, he took deliberate and 
repeated steps to ensure that this software remained open and freely avail-
able to anyone, no strings attached. In social terms, this strategy made 
Berners-Lee a champion to open source programmers who shared his com-
mitment to openness; in practical terms it made the Web an accessible and 
exciting new tool for everybody. 

 In the autumn of 2001, however, the World Wide Web Consortium 
(W3C) — the organization Berners-Lee created to preserve the openness and 
universality of the Web — proposed to turn its back on this open and free 
character of Web standards. A proposal for a new patent policy, fi rst 
released on August 16 of that year, recommended that the W3C incorpo-
rate patents into Web standards. Chaos ensued. The W3C was besieged by 
thousands of angry protests from Web programmers, almost universally 
against patents in W3C standards. Faced with the potentially fatal conse-
quences of a rank-and-fi le mutiny, the W3C reformed its decision-making 
process and, by May 2003, reversed course and formally adopted a royalty-
free patent policy. 
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 The purpose of this chapter is to examine this fl ashpoint, and to situate 
its ultimate result — the W3C ’ s patent policy — within a longer and broader 
historical context. The quotes in the epigraph set my agenda. The fi rst, 
from open source programmer Rob Landley, captures the horrifi ed and 
defi ant reaction that the W3C ’ s proposal elicited from the community of 
Web programmers. The second, from Bruce Lee (no relation to Tim Berners-
Lee), underlines my methodological approach: context matters. 

 We are fortunate to have growing body of quantitative, legal, and pre-
scriptive analyses of patents in the standardization process.  3   However, 
amid the extended academic effort to isolate the precise economic and 
strategic effects of patent licensing and disclosure, we risk losing sight of 
how patents and patent policies are linked to fundamental questions of 
power in a technological society. How is power distributed and exercised? 
How do governing institutions demonstrate their legitimacy? Who decides? 
In short, what rules are necessary to exercise democratic control over 
technology? 

 These are diffi cult questions, even for expert agencies such as the Federal 
Communications Commission or Environmental Protection Agency whose 
rules are backed by the force of law.  4   However, the voluntary character of 
Web and Internet standards creates an additional dimension of complexity. 
By defi nition, voluntary consensus standards bodies lack any inherent 
authority to enforce the use of their standards. Instead, authority is con-
ferred through legitimacy, which arises through a social process constructed 
over time, in the face of competing jurisdictional efforts.  5   

 This social construction of authority and legitimacy has two interrelated 
dimensions, one cultural, one economic. Due to his position as the Web ’ s 
inventor and champion, Berners-Lee ’ s status was what one observer in 
1998 called  “ a moral authority that is the closest thing the Internet has to 
law. ”   6   When he created the W3C in 1994, Berners-Lee accepted that he 
would be presiding over a social experiment, one that would attempt to 
institutionalize his moral authority and place the founding values of the 
Web in the care of the broader community of Web developers. During the 
patent policy dispute in 2001, the charged rhetoric of the open source 
community suggested that this social experiment was placing the open 
and free Web — as well as the legitimacy of the W3C — in great peril. 

 Landley ’ s threat to  “ bypass, surpass, and ignore ”  the W3C reminds us 
of the economic issues that coexist with the cultural. The ultimate success 
or failure of a voluntary consensus standard is determined by market 
demand and acceptance. Within the market for standards, any participant 
in the process can choose from three options: loyalty, voice, or exit.  7   
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Viewed from this perspective, the W3C ’ s patent policy marked a strategic 
turning point where the group could either maintain or squander its 
leading position in the market for Web standards. 

 When faced with an open source revolt over its proposed policy to 
incorporate patents into its standards, the W3C reformed its rule-making 
process to be more open — although, as we will see, it stopped short of 
embracing absolute transparency. For scholars and practitioners alike, this 
episode is signifi cant because it advanced a sharp critique of closed and 
proprietary standards, and demonstrated the practical and ideological 
merits of open standards and an open process. As such, it reinforces a major 
theme developed in this volume — that standardization is simultaneously 
technological, economic, cultural, and political. This combination of con-
texts is history unfolding. 

 A Brief History of Open Web Standards 

 Berners-Lee invented the Web when he worked as a software engineer at 
CERN, a European physics research laboratory located in Geneva. Berners-
Lee, having observed how scientists communicated and shared ideas in a 
nonhierarchical, networked fashion, decided that CERN needed a system 
for cataloging information that could mimic these physical interactions. 
He fi rst developed a proposal for a hypertext-based system that he called 
the  “ WorldWideWeb ”  in 1989, and by the end of 1990 he had set up the 
fi rst Web server and created a program for browsing and editing hypertext 
pages. The technical foundations of his Web server and browser software 
included a language for rendering hypertext pages — the HyperText Markup 
Language, or HTML — and a protocol for sending hypertext documents over 
a network — the HyperText Transfer Protocol, or HTTP.  8   

 The Web ’ s initial growth was a direct consequence of Berners-Lee ’ s open 
source strategy, which was in turn guided by a mix of ideological and 
practical concerns. Berners-Lee ’ s ideal for a collaborative approach to Web 
development was shaped by his background in science (he earned a physics 
undergraduate degree from Oxford in 1976) as well as Richard Stallman ’ s 
crusade for free software. In a note circulated in a CERN computing news-
letter, Berners-Lee wrote,  “ A source of much debate over recent years has 
been whether to write software in-house or buy it from commercial sup-
pliers. ”  He continued,  “ Now, a third alternative is becoming signifi cant in 
what some see as a revolution in software supply. Richard Stallman ’ s almost 
religious campaign for usable free software led to the creation of the Free 
Software Foundation and GNU General Public License. ”  In addition to the 
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idealism contained in Stallman ’ s  “ third alternative, ”  Berners-Lee was drawn 
to the scientifi c and academic characteristics of this approach.  “ Just as we 
publish our physics for free, ”  he wrote,  “ should we not in certain cases 
 ‘ publish ’  our software? ”   9   

 The academic ideal for open Web standards also suited a bureaucratic 
imperative: it bypassed the costly and time-consuming licensing process. 
Convinced by the ideals and effectiveness of the free software approach, 
Berners-Lee posted a description of his browser and server software — as well 
as a link to their source code — on several mailing lists and online discus-
sion groups in August 1991. 

 Over the next two years, Berners-Lee ’ s decision to release the browser ’ s 
source code and ask others to collaborate and experiment with it — to 
 “ harness the geeks, ”  as one account put it — sparked a tremendous amount 
of interest in the Web. The number of Web servers and browsers grew by 
leaps and bounds. Berners-Lee later attributed this explosive growth to  “ a 
grassroots syndrome. . . . A very signifi cant factor was that the software 
was all (what we now call) open source. It spread fast and could be 
improved fast — and it could be installed within government and large 
industry without having to go through a procurement process. ”   10   

 This reference to the  “ procurement process ”  again reminds us of the 
bureaucratic choices that shaped the Web ’ s early development as an open 
information platform. In addition to the intellectual merits of allowing 
free access to the Web ’ s source code, there were also signifi cant practical 
benefi ts to this approach. In early 1993, the fate of another online infor-
mation system — the gopher system developed at the University of Minne-
sota — further confi rmed Berners-Lee ’ s skepticism of proprietary strategies 
for developing software. Gopher enjoyed a growing user base in the early 
1990s. However, in February 1993, Minnesota announced a plan to charge 
users (apart from nonprofi t and academic users) an annual fee to use 
gopher. The plan backfi red. According to Berners-Lee,  “ This was an act of 
treason in the academic community and the Internet community. Even if 
the university never charged anyone a dime, the fact that the school had 
announced it was reserving the right to charge people for the use of the 
gopher protocols meant it had crossed the line. To use the technology was 
too risky. Industry dropped gopher like a hot potato. ”   11   

 Berners-Lee immediately was pressed by members of the Internet com-
munity who wondered if CERN would follow in Minnesota ’ s footsteps and 
require a license to use the Web. Berners-Lee was convinced that any licens-
ing requirements would suffocate the Web — gopher provided the proof —
 and renewed his effort to have CERN place the Web technology in the 
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public domain, with no strings attached. In April 1993, CERN administra-
tors agreed to a public domain release that Berners-Lee and his collabora-
tors and managers at CERN celebrated as a key moment that ensured the 
continued growth of the Web.  12   

 During this same period in the early 1990s, several Web browsers —
 alterations of Berners-Lee ’ s original design — were under development, 
including Midas, Erwise, Viola, and NCSA Mosaic. Berners-Lee recognized 
that, absent some sort of institutional effort to coordinate these divergent 
projects, the Web might balkanize into a variety of incompatible standards. 
As the Web ’ s inventor, he was in a unique position to lead such an insti-
tutional initiative. However, since CERN administrators clearly were not 
interested in providing the resources to support the growth of the Web, 
Berners-Lee began to contemplate entrepreneurial options outside CERN. 
One traditional option in such situations is to create a private company 
that can internalize transaction costs and provide greater managerial coor-
dination.  13   Berners-Lee and his collaborator Robert Cailliau briefl y contem-
plated this option, but quickly rejected it as too much of a fi nancial risk 
and unlikely to prevent the balkanization of Web protocols. 

 Instead, Berners-Lee decided that an alternative institutional form —
 some sort of standardization body — would provide the best means for 
promoting the universality of the Web. One obvious venue was the Inter-
net Engineering Task Force (IETF), a large and respected body that had 
developed the core Internet protocols. However, Berners-Lee was discour-
aged by his initial efforts (in 1992 and 1993) to set standards through the 
IETF process because it forced him to compromise important aspects of his 
vision for the Web. Moreover, although he was anxious to move quickly, 
progress in the IETF was slow, due in part to  “ endless philosophical rat 
holes down which technical conversations would disappear. ”   14   

 In early 1994, a meeting with Michael Dertouzos, the director of MIT ’ s 
Laboratory for Computer Science, convinced Berners-Lee that he should 
start his own standards consortium. Dertouzos based his suggestion on a 
prior success: he had overseen the creation of the X-Consortium to coor-
dinate the development of X-Windows that, like the Web, was an academic 
project that grew and attracted interest from a broad and diverse commu-
nity. After meeting with Dertouzos in February 1994, Berners-Lee agreed 
to move to MIT to be the director of the World Wide Web Consortium 
(W3C). 

 For Berners-Lee, the W3C was the best option in his menu of institu-
tional choices. Such a consortium would allow him to focus on the Web ’ s 
proliferation from a  “ neutral viewpoint, ”  as opposed to the competitive 
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life of corporate employment. Instead, the strength of the group would 
come from Berners-Lee ’ s ability to convince corporate developers of Web 
technologies to apply for Membership in the W3C — at the cost of $50,000 
per year. As the director of this massively collaborative effort, Berners-Lee 
could keep a close eye on the Web ’ s development, but not be forced into 
becoming a centralized point of authority or control. Indeed, he thought 
that the Web should be  “ out of control. ”  As he summarized in 1999,  “ Start-
ing a consortium, therefore, represented the best way for me to see the full 
span of the Web community as it spread into more and more areas. My 
decision not to turn the Web into my own commercial venture was not 
any great act of altruism or disdain for money, of which I would later be 
accused. ”   15   Indeed, the W3C provided a way for Berners-Lee to leverage 
his status as the Web ’ s inventor and stay at the heart of the action — hardly 
an altruistic or selfl ess gesture. 

 Berners-Lee envisioned that the W3C itself would be a social experi-
ment. He borrowed heavily from the IETF ’ s structure and process as he 
designed his own consortium. The Internet ’ s success as an information 
platform was due to the fact that its standards were open and freely avail-
able for anyone to implement or improve. In 1992, Dave Clark (another 
computer scientist at MIT), famously summarized the Internet ’ s philoso-
phy of standardization:  “ We reject: kings, presidents and voting. We believe 
in: rough consensus and running code. ”  This model of open participation, 
with its rapid and informal specifi cation process, appealed to Berners-Lee. 
He did not, however, share the IETF ’ s wholesale rejection of  “ kings ” ; he 
simply thought that kings should preside over a technological style of 
parliamentary democracy. As he remarked in 1998,  “ A lot of people, includ-
ing me, believe in the  ‘ no kings ’  maxim at heart. . . . The wise king creates 
a parliament and civil service as soon as he can, and gets out of the loop. ”   16   
He did, however, agree with the IETF tradition of using informal labels to 
refer to the products of consensus:  “ We wrestled over terms — whether the 
consortium should actually set a  ‘ standard ’  or stop just short of that by 
issuing a formal  ‘ recommendation. ’  We chose the latter to indicate that 
getting  ‘ rough consensus and running code ’  — the Internet maxim for 
agreeing on a workable program and getting it out there to be tried — was 
the level at which we would work. ”   17   

 Once the W3C was established and its initial structure and process was 
in place, the major problems for Berners-Lee ’ s vision came from the explo-
sion of commercial interest in the Web — manifest most visibly in the 
 “ browser wars ”  between Netscape Navigator and Microsoft Internet 
Explorer. In 1999, Dertouzos wrote that Berners-Lee ’ s  “ consistent aim was 
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to ensure that the Web would move forward, fl ourish, and remain whole, 
despite the yanks and pulls of all the companies that seemed bent on 
controlling it. ”   18   Beyond the browser wars, a new threat to the unifi ed 
development of the Web — patents — began to worry Berners-Lee and his 
collaborators.  “ Software patents are new, ”  Berners-Lee lamented in 1999. 
 “ The Internet ethos in the seventies and eighties was one of sharing for 
the common good, and it would have been unthinkable for a player to ask 
for fees just for implementing a standard protocol such as HTTP. Now 
things are changing. ”   19   

 Berners-Lee understood that open standards — that is, standards that 
could be designed through a quasi-public collaborative process and imple-
mented free of patent restrictions — fueled the growth of the Web. He had 
always been willing to experiment with the design process in the W3C, 
but he was consistent in his opposition to fees and patents in standard 
protocols. He saw no reason to alter these founding values of the Web, and 
warned that he would continue to advocate keeping the Web open to the 
widest possible group of users:  “ If someone tries to monopolize the Web —
 by, for example, pushing a proprietary variation of network protocols —
 they ’ re in for a fi ght. ”   20   

 Patent Policy Working Group: October 1999 – May 2003 

 Corporate IT strategists should think very carefully about committing to the use of 

features which will bind them into the control of any one company. The [W]eb has 

exploded because it is open. It has developed so rapidly because the creative forces 

of thousands of companies are building on the same platform. Binding oneself to 

one company means one is limiting one ’ s future to the innovations that one 

company can provide. 

  — Tim Berners-Lee, 1996  21   

 For the fi rst ten years of the Web ’ s existence, tradition and Berners-Lee ’ s 
personal feelings had prevented the use of proprietary specifi cations in 
Web standards. By 1999, however, the pressures of the dot-com economy —
 most visible in the heavily corporate membership of the W3C as well as 
patent holders outside the W3C membership — challenged this tradition.  22   
Beginning in 1999, the W3C ’ s technical work had experienced delays due 
to patent claims over aspects of W3C  “ Recommendations. ”  These claims 
included allegations from a W3C member company, Intermind, that 
aspects of the W3C ’ s Platform for Privacy Preferences (P3P) infringed 
an Intermind patent. Additionally, W3C Members Microsoft and Sun 
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Microsystems held patents on technologies that were to be included in 
other W3C Recommendations. These practical concerns — which threat-
ened to derail and delay the W3C ’ s work — pushed the W3C to look more 
closely at its patent policy and, ultimately, articulate new rules for the use 
of patents in W3C Recommendations.  23   

 In August 1999, the W3C chartered the Patent Policy Working Group 
(PPWG) to study the role of patents and create a clear policy to govern the 
use of patents in W3C Recommendations. Berners-Lee chose Daniel 
Weitzner, the leader of the W3C ’ s Technology and Society Domain, to chair 
the PPWG. Weitzner brought to the W3C his experience in working at the 
intersection of public and corporate interests: before joining the W3C in 
September 1998, he had worked as a policy analyst at the Electronic Fron-
tier Foundation and was a cofounder and deputy director of the Center for 
Democracy and Technology. In an interview published soon after he joined 
the W3C, Weitzner noted that the  “ W3C has done a progressively better 
job of engaging outside constituencies and experts, ”  but added that there 
was still more work to be done. At the W3C, he emphasized, he would 
embrace the opportunity to  “ do everything I possibly can to engage people 
who are interested in these technology-and-society issues. ”   24   

 Although Weitzner had hoped to devote his time to helping the W3C 
develop ways to ensure greater online privacy, the patent claims surround-
ing the W3C ’ s P3P recommendation meant that the W3C ’ s patent policy —
 with its signifi cant implications for technology and society — became one 
of his primary tasks. At fi rst, the W3C appointed only six people to the 
PPWG: Weitzner (the chair), representatives from W3C member companies 
Microsoft, Hewlett-Packard, Philips, and Apple, and a patent attorney 
retained by the W3C who worked on the P3P patent dispute. The group 
took a long time — almost two years — before publishing a  “ Working Draft ”  
on August 16, 2001, that proposed a new W3C patent policy.  25   

 The Working Draft, edited by Weitzner, proposed three specifi c changes 
to W3C patent policy. The fi rst change would establish clear ground rules 
by requiring W3C Working Groups to articulate in their charters whether 
the W3C Recommendation would be licensed under reasonable and non-
discriminatory (RAND) or royalty-free (RF) terms. The second change 
sought to fl ush out potential  “ submarine ”  patents by requiring all W3C 
Members to disclose relevant patent claims within their contributions to 
the W3C ’ s work. The third change attempted to guard against patent extor-
tion by requiring all W3C Members to commit to RAND licensing terms. 
By this point, the W3C and its Members simply could not afford to leave 
these issues undefi ned: any policy would be better than no policy. However, 
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by endorsing royalty-generating patents in W3C Recommendations, the 
W3C proposed a stunning departure from the Web ’ s tradition and Berners-
Lee ’ s founding ideals.  26   

 Perhaps in anticipation of the resistance to come, the Working Draft 
also acknowledged that the patent policy was  “ of signifi cant interest to the 
community-at-large, ”  and thus requested members of the community to 
direct their comments to www-patentpolicy-comment, a public mailing 
list maintained by the W3C. In keeping with a recent change to the W3C ’ s 
procedural rules, the PPWG pledged to compile a list of public comments 
at the end of the Last Call period on September 30, 2001, and respond to 
all substantive issues. The W3C ’ s commitment to responding to substan-
tive objections stemmed from a change in the W3C process in February 
2001. Before the change, no formal mechanism existed for a nonmember 
minority or dissenting party to plead his or her case. Previously, reporting 
and archiving of minority views was entirely at the discretion of the 
Working Group chair — not exactly a model of a democratic or radically 
open governance process.  27   

 Despite these careful preparations to accommodate public comments, 
the  “ public ”  seemed to have been mostly unaware of the issue and the 
forum until late September. The list archives record only one comment in 
the two weeks following the August 16 draft. However, on September 29 
and 30 — the fi nal days before the end of the Last Call period — 747 more 
comments were submitted.  28   

 A vast majority of the comments displayed emotions ranging from 
measured displeasure to outright disgust. Many feared that the W3C ’ s deci-
sion to open its standards to patents was a sign that it had lost touch with 
the open source development community, or, even worse, surrendered its 
founding traditions of free and open code to a future controlled by corpo-
rate capital. Microsoft — a company that had allegedly vowed to  “ embrace, 
extend, and extinguish ”  open standards — was a chief target of criticism. 
Microsoft and IBM employees posted notes to www-patentpolicy-comment 
that supported patents in general and the RAND policy in particular, 
which only added fuel to the fi re.  29   However, representatives from other 
W3C member companies, such as Sun Microsystems, came out in support 
of a royalty-free policy. For these companies, the economic case for a 
royalty-free policy was more convincing than any anti-patent ideology. 
Indeed, Sun and other W3C Members held extensive patent portfolios; 
they simply argued that a royalty-free Web would provide a platform for 
better growth and revenue opportunities down the road and at the edges 
of the Web. 
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 Many comments also projected a bitter defi ance toward the W3C. For 
example, one person declared:  “ Basing your standards on patented methods 
will fragment the web and destroy your organization. If you succeed in 
forcing such debased standards on the web, your corporate masters will no 
longer need you. If you fail, you will be irrelevant. Either way W3C loses. ”   30   

 With the seemingly imminent demise of the W3C as the steward of 
open Web standards, several open source programmers welcomed the chal-
lenge of creating open source alternatives. The ongoing success of open 
source projects such as the Apache server software and Linux operating 
system had given the open source community confi dence in its technical 
and organizational capabilities. Apache ’ s dominant position in the market 
for Web server software — over 60 percent market share, almost three times 
more than Microsoft ’ s competing product — further emboldened the com-
munity, and provided compelling evidence that its radically decentralized 
and modular style of open source development was economically and 
technologically viable.  31   

 Other critics, writing to www-patentpolicy-comment and in the trade 
press, charged that the W3C tried to sneak its RAND proposal past an 
unsuspecting public. Although the W3C had established a mailing list 
along with its August 16 announcement, none of the leading industry 
news Web sites — such as Slashdot, LinuxToday, The Register, or CNet — had 
covered or reacted to the announcement. The fact that so many comments 
were submitted in the fi nal days of September — within hours of the Last 
Call deadline — added an additional sense of drama, urgency, and even 
conspiracy to their collective alarmist tone.  32   

 In response to these concerns about the transparency and integrity of 
the W3C ’ s public outreach, the PPWG extended the comment period 
through October 11. In the meantime, Weitzner sounded concerned. In an 
interview published on October 2, he echoed a prominent objection from 
the posts to www-patentpolicy-comment: a RAND policy in the W3C 
would push the open source community to abandon the W3C and create 
its own open source alternatives to the patent-encumbered W3C Recom-
mendations. The consequences of such an organizational split would spell 
the end of Berners-Lee ’ s mission, developed over the past decade, to avoid 
the balkanization of Web standards by presiding over an authoritative 
consortium.  33   

 In an attempt to avoid this disastrous split, Weitzner introduced greater 
transparency in the PPWG ’ s deliberative process — including major changes 
aimed at winning back the trust of the open source community and main-
taining the W3C ’ s legitimacy. At the end of the extended Last Call on 
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October 12, Weitzner invited Eben Moglen and Bruce Perens, two promi-
nent open source advocates who had publicly bashed the W3C for its 
RAND proposal, to join the closed internal deliberations of the PPWG. The 
PPWG also created a public homepage to make policy documents — such 
as summaries of working group meetings — widely accessible. For his part, 
Weitzner agreed to participate in online and face-to-face public forums, 
and restated the PPWG ’ s commitment to responding to the substantive 
issues raised from the more than two thousand emails sent to 
www-patentpolicy-comment.  34   

 Throughout all the commotion, Berners-Lee had been conspicuously 
quiet. He broke his silence on October 24, with a post to www-patentpol-
icy-comment titled  “ Why I have not spoken personally about the patent 
policy issue. ”  His main point was to endorse the consensus-building 
process. He noted that his views on patents in general were well known, 
and even provided a link to an excerpt from his autobiography where he 
referred to patents as a  “ great stumbling block for Web development. ”  He 
also addressed critics who hoped he would take a decisive stand on patents 
by explaining that his  “ silence arises from the fact that I value the consen-
sus-building process at W3C. I am not (contrary to what some of the 
pundits might suggest! ;-) a dictator by role or nature and so prefer to wait 
and let the community resolve an issue. ”   35   

 Given the evolving nature of Berners-Lee ’ s role as  “ facilitator ”  (not 
 “ dictator ” ), it is diffi cult to know how much infl uence he exerted in the 
subsequent internal W3C discussions: although the mailing list for com-
ments on the W3C patent policy is open to the public, internal W3C 
deliberations are not. What we do know is that, after three days of meet-
ings from October 15 to October 17, the PPWG announced that its members 
could not reach a unanimous decision. They decided to seek guidance from 
the W3C Advisory Committee — a group that theoretically consists of a 
representative from each of the W3C ’ s Members (at this time it had over 
three hundred Members) and meets twice a year. No public records exist 
from the Advisory Committee meeting in mid-November, but one can 
imagine that the patent policy debate dominated the meeting. 

 After the meeting concluded, Weitzner posted an  “ action item ”  sent by 
the Advisory Committee to the PPWG that introduced a new direction for 
the debate. The Advisory Committee, after acknowledging the broad con-
tinuum of views on the respective merits of RAND and royalty-free licenses, 
instructed the PPWG to  “ develop as a fi rst priority . . . an RF patent policy. ”  
Although Weitzner ’ s note emphasized  “ this does NOT mean that the W3C 
has made a fi nal decision in favor of a RF-only policy, ”  the reality of the 
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situation was that the Advisory Committee shifted the terms of debate 
from RAND-friendly to RF-friendly ground.  36   

 After several more teleconferences and meetings, the PPWG issued a 
revised proposal on February 26, 2002, outlining a royalty-free patent 
policy. Weitzner summarized this policy as a legally binding commitment 
for anyone participating in W3C Recommendations to make any relevant 
patents available on a royalty-free basis. The new policy was a remarkable 
change: in less than six months, the W3C had assessed consensus — among 
its staff, Members, and the interested public — and reversed course. The 
consensus of the community, as judged within the closed deliberations of 
the W3C, determined that a royalty-free process would best facilitate wide-
spread development of Web applications, and simultaneously would mini-
mize the signifi cant transaction costs associated with licensing negotiations 
and intellectual property lawyers. Although practical concerns were 
paramount for W3C staff, defenders of the ideals of open source claimed 
victory and concluded that the W3C had averted building  “ a tollbooth on 
the Internet. ”   37   

 The fi nal version of the W3C patent policy, released on May 20, 2003, 
assured that  “ Recommendations produced under this policy can be imple-
mented on a Royalty-Free (RF) basis. ”  The W3C stopped short of an exclu-
sive RF policy by including an exception clause that would allow for 
patented technologies to be included in Recommendations if no royalty-
free alternative existed. Berners-Lee, in his commentary that endorsed the 
W3C patent policy, was careful to point out that royalty-encumbered 
technologies could still, in theory, be included in W3C Recommendations. 
However, this would occur only in exceptional circumstances, after  “ con-
siderable deliberation ”  with the  “ substantial consensus of both those par-
ticipating in developing the technology and the W3C Membership. ”  
Hardly a victory for RAND advocates, Berners-Lee noted that the  “ excep-
tion process is only designed to be used in the rarest cases, ”  and should 
be seen as a tool for the W3C to maintain fl exibility in its technical solu-
tions if a lack of royalty-free solutions would halt the development of W3C 
technologies.  38   

 The revised policy was touted as a success for both constituencies of the 
W3C: where the open source community could claim victory over corpo-
rate control, the member companies of the W3C took comfort that the 
new patent policy rendered the W3C and its Members less vulnerable to 
costly litigation and submarine patents. Any policy was better than no 
policy, but the best policy was one that maintained the loyalties of the 
various constituencies in the W3C. Yet one has to pause at the irony of 
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this episode of reform: the decision to keep the W3C ’ s standards open was 
made behind closed doors. 

 Given the W3C ’ s dramatic and very public about-face, one can only 
wonder how much Berners-Lee infl uenced the Advisory Committee ’ s delib-
erations, despite his stated preference to let the community resolve the 
issue. Weitzner dutifully rejected this notion:  “ If Tim [Berners-Lee] were 
going to impose his own view as the policy, he would have done that two 
and a half years ago and saved us all the trouble. ”  Weitzner — who, we 
should recall, was handpicked by Berners-Lee to lead the PPWG — contin-
ued,  “ He ’ s watched this group work, looked at our product, and I think 
he ’ ll respect the process we ’ re going through. ”   39   In the end, the W3C 
patent policy decision turned out to be consistent with its founder ’ s ide-
alistic views of patents and software. It surely was no accident that Berners-
Lee ’ s personal views aligned with the convictions of the open source Web 
developing community: after all, Berners-Lee was the original open source 
Web developer. 

 Conclusion: Meritocracy, Democracy, and the Market 

 It is, of course, too soon to evaluate the long-term signifi cance of the W3C ’ s 
royalty-free patent policy. In the meantime, anecdotal evidence from the 
short and medium term suggests that the W3C has thrived in some ways 
but fallen short of its goals in others. To its credit, the W3C anticipated 
the growing appetite for royalty-free licenses in Web standards, and has 
maintained its leadership in this arena.  40   It has also demonstrated the 
importance of a vigilant stance on issues that could disrupt its authority 
as an institution, and has slowly and incompletely opened some of its 
decision-making processes. However, the market for standards continues 
to be a crowded and contested organizational fi eld. Patent holders con-
tinue to litigate aggressively, and companies such as IBM, Apple, and 
Microsoft, despite some goodwill gestures, continue to seek alternative 
venues — competitors to the W3C such as OASIS — that will give them 
greater control over the terms and pace of standardization.  41   

 How can we ensure that this competitive global market for standards 
can refl ect, embody, or even advance fundamental human values such as 
democracy and equality? This question begs the more basic questions I 
posed at the outset: How is power distributed and exercised? What steps 
are necessary to exercise democratic control over technology? 

 The W3C ’ s experience provides some grounds for generalization, and 
possibly for pointing a way forward. The legitimacy problem, that is, the 
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tension between meritocracy and democracy, is exacerbated by the decen-
tralized structure and competitive nature of markets for information and 
communication technology (ICT) standards. 

 Meritocracy — which, in this context, we might defi ne roughly as leader-
ship by trusted technical elites — can work well, but only within small 
projects that  “ fl y under the radar ”  (such as the Internet in the 1970s or 
the Web in the early 1990s) or in projects with relatively homogenous 
social norms (such as the Linux kernel). Democracy, on the other hand, 
helps to ensure that rules for an expanding and diverse constituency are 
created with the consent of the governed. However, centuries of political 
history show us that the practice of democratic reform can be fraught with 
diffi culties. Some of the toughest questions come when measures to democ-
ratize and enhance participation grow from informal ad hoc solutions — as 
with the inclusion of open source advocates into the PPWG in October 
2001 — into more formal and bureaucratized measures. One does not have 
to be a devotee of Joseph Schumpeter to recognize that bloated and bureau-
cratic institutions often stifl e innovation. Inertia and momentum can 
render an organization vulnerable to the gales of creative destruction; 
newer, nimbler, and more fl exible organizations usually emerge after the 
storm and begin to take control over innovation and, eventually, 
standardization. 

 We should not be surprised, then, if an institution such as the W3C 
resists openness and transparency in order to preserve its ability to change 
course quickly. We may hear enthusiasts celebrate the open and democra-
tizing characteristics of the Web, but beneath this rhetoric lies a more 
complex reality of the opaque and undemocratic control overseen by Sir 
Berners-Lee and his civil servants in the W3C.   
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 11     Common and Uncommon Knowledge :  Reducing 

Confl ict between Standards and Patents 

 Brian Kahin 

 Standards have become critical for advancing technology and new markets 
in the information and communication technology (ICT) sector. At the 
same time, patents have become easier to obtain, more potent, and readily 
available for software and business methods. The low thresholds and 
opacity of the patent system have made inadvertent infringement com-
monplace, dramatically increasing opportunities for  “ patent trolls ”  to 
threaten ICT standards. Because these standards have much the same 
investment rationale as intellectual property, standards that meet minimum 
requirements of openness should be accorded protection from patent pred-
ators. Patent holders should assert their rights promptly — or waive the 
opportunity to sue those who merely practice the standard. 

 In March of 2007, Alcatel-Lucent won a record $1.52 billion patent 
infringement judgment against Microsoft. The award pertained not to 
proprietary technology but to MP3, a universal audio encoding standard 
developed in the early 1990s. In 1994, Microsoft licensed a patent underly-
ing the MP3 standard for $16 million from the Fraunhofer Institute,  1   only 
to discover thirteen years later that it owed another patent holder, Lucent, 
nearly one hundred times as much for another MP3-related patent. The 
verdict has become a poster child for more disciplined calculation of 
damages awarded in litigation, a controversial issue in patent reform. 
Although the verdict was later set aside, it demonstrates how vulnerable 
companies, indeed entire sectors, are to attacks from patent holders who 
do not participate in developing or setting the standard. 

 It is remarkable how little policy-level attention is accorded standards 
given their strategic importance to the IT sector — and given the impor-
tance of IT to innovation, economic growth, and national competitiveness. 
IT standards do not merely serve traditional goals such as improving 
safety, reducing consumer confusion, or promoting compatibility. They 
also are platforms for advancing technology and creating markets — 
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well-known, well-defi ned tides that lift many boats. They are essential 
architectural elements for complex information systems and infrastructure. 
Standards assure buyers that they are investing in technology that works 
with and adds value to other investments, value that will not disappear at 
the whim of a particular vendor. 

 The time-critical, market-making nature of IT standards has led to a 
variety of alliances and consortia, rather than formal standards develop-
ment organizations, for developing many of the most important IT stan-
dards. These entities do not seek accreditation and validation from the 
American National Standards Institute (ANSI), although they may ulti-
mately choose to submit a standard to an ANSI committee. Open to inter-
national participation, they look to the global IT marketplace, which does 
not fi t with the nationally based framework for de jure standards. They 
often forego formalities in favor of speed and fl exibility. 

 While other countries participate in the International Organization for 
Standardization (ISO) through national agencies, the U.S. participates 
through the private organization ANSI. Members of ANSI include govern-
ment agencies such as the National Institute for Standards and Technology 
(NIST), as well as private companies and associations. The U.S. govern-
ment ’ s involvement in standards policy is therefore less direct, less consis-
tent, and more laissez-faire and reactive than other national governments. 
IT standards setting is further insulated from U.S. policy making by virtue 
of its strong market orientation and global scope. Although many IT stan-
dards are developed or ultimately validated through formal channels, IT 
standards development as a whole, vast as it is, is fragmented, context 
dependent, and lacks signifi cant political presence. 

 Even within fi rms, standards activities are often widely dispersed among 
operating divisions. Despite rising awareness of the strategic importance 
of leadership in setting standards, there is seldom a natural locus for 
addressing standards as a matter of corporate strategy or policy — in marked 
contrast to patents. Standards suffer from a history and reputation as 
common denominators in a world where market presence and competitive 
strength have historically been defi ned by differentiation and control. 

 Yet in IT, standards are essential to technological and economic prog-
ress. Innovations are cumulative, building on each other and on the shared 
systems and ecologies in which they participate. In a world where lock-in 
and stranded investments are the stuff of legend, customers demand assur-
ance that they can connect and use components from a wide choice of 
contractors and vendors. 
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 The Paradigm of Complementarity 

 The Internet ’ s spectacular success attests to the value of open standards as 
platforms for innovation. Anyone has been free to build on openly avail-
able nonproprietary protocols with no permission required. This openness 
has spurred innovation in products and services on a vast, unprecedented 
scale. No single company had the resources, ingenuity, and entrepreneur-
ship to create the Internet explosion on its own. The Internet succeeded 
because standardized protocols and interfaces allowed hundreds of thou-
sands of fi rms and individuals to invest and innovate simultaneously. Just 
as a common language makes possible the richness of literature, a common 
technological platform makes possible a wealth of proprietary implementa-
tions. If the platform is to be recognized as open rather than controlled by 
particular private interests, defi ning the platform is necessarily a collective 
process. Participants must be concerned about how the standard will 
evolve in the future, given that IT standards often continue to evolve as 
surrounding technologies change. If patented technology is included, 
implementers may owe royalties to competitors, tilting the market for 
products and perhaps discouraging competition. Even if implicated patents 
are licensed royalty-free, the patent holder may confi ne the license to the 
practicing of the standard as written, in effect limiting free implementa-
tions and further evolution of the standard. 

 If a standard is relatively simple and abstract, as may be the case for an 
interface specifi cation, it may be free of patents. A complex compression 
program containing many functional elements is likely to include many 
patented processes. The dynamics are then quite different. As a practical 
matter, a patent pool may be needed to assemble a marketable package so 
that implementers do not have to face patent holders one by one. The 
MPEG-2 pool, for example, includes 102 U.S. patents plus hundreds of 
similar patents issued in other countries. 

 The Relationship between Patents and Standards 

 A good standard should be largely invisible. It can be taken for granted. 
Its value stems from commonality and ubiquity —  not  exclusivity or scarcity 
as in the case of conventional goods. Companies rely on standards as much 
as they rely on their wholly owned property. Yet despite their role in gen-
erating future revenue, standards cannot be treated as assets because they 
cannot be controlled or traded. 
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 By contrast, patents have gained much attention as intangible assets 
that can be controlled, traded, licensed, securitized, and collateralized. Yet 
a patent is only a right to exclude,  not  a right to exploit. The ability to 
exploit the patented technology may depend on an underlying patent that 
belongs to someone else and may or may not be available for license. In 
the United States, patented technology cannot even be tested or experi-
mented with without the patent holder ’ s permission. Yet the patent itself 
can be invalidated at any time by prior art that the patent holder is not 
aware of. 

 Twenty years ago, simple specifi cations rarely involved patented tech-
nology. Since then, the patent-specialized Court of Appeals for the Federal 
Circuit in the United States has abolished limitations on patentable subject 
matter and lowered standards of patentability. While standards have 
assumed unprecedented importance, patents have become easier to acquire, 
more versatile, and more powerful. In fact, the growth of standards-depen-
dent investments has encouraged patent applicants to use creative tactics 
to track and capture emerging standards. 

 These changes enable  “ patent trolls ”  (best defi ned by a business model 
of  “ being infringed ”   2  ) to extract large settlements from companies with 
products on the market. The possibility of an injunction means that pro-
ducers risk having to shut down an entire product line if a single patented 
function (among the tens of thousands of functions a complex informa-
tion technology product performs) is found to infringe. Although this risk 
is presently lower than before the U.S. Supreme Court struck down the 
Federal Circuit ’ s automatic injunction rule, the threat of injunction enables 
the patent holder to seek a settlement far beyond the original value of the 
patented technology. 

 For patented technology embedded in standards, the economic risk is 
far worse. Not only is the standard likely to be deeply embedded and 
impractical to excise, it will be implemented widely, perhaps by every fi rm 
in the global market. Since all implementations, including downstream 
uses, are potential targets, the incentives to ambush are high. A patent 
infringed by an adopted standard becomes far more valuable in time than 
it would have been had the standards developers known about it when 
they had the ability to work around it. 

 Could the standards developers have searched for the patent, found it, 
and designed around it in the fi rst place? Possibly, but the cost would have 
been enormous and risks would have remained. Panelists in the 2002 
Federal Trade Commission (FTC) hearings on patents and innovation indi-
cated that even large companies had abandoned product clearances because 
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they were not cost-effective. Relevant patents must fi rst be identifi ed, no 
small task in an IT product that may contain tens of thousands of possibly 
patentable functions and components. In 2005, validity opinions cost an 
average of $13,000. An opinion on whether a particular component or 
process infringes a particular patent costs another $13,000.  3   Even if all 
issued patents and published patent applications that might affect the 
product could be identifi ed, unpublished applications will be missed. On 
the other hand, many IT patents are ultimately invalid because there is 
prior art out there somewhere, even though it may be diffi cult to fi nd. 
Knowing this, it does not make much sense to expend vast resources to 
clear every function and component. 

 Participants in standards-setting efforts are commonly asked to disclose 
patents that might be relevant to the standard under discussion. However, 
many companies are reluctant to commit to full disclosure. As Frederick J. 
Telecky of Texas Instruments (TI) explained:  “ TI has something like 8,000 
patents in the United States that are active patents, and for us to know 
what ’ s in that portfolio, we think, is just a mind-boggling, budget-busting 
exercise to try to fi gure that out with any degree of accuracy at all. ”   4   

 By the same token, however, it is unreasonable to expect an uncapital-
ized standards effort to fi gure out the potential effect of thousands of 
patents that may be held by companies inside or outside the process —
 especially when it is impossible to identify unpublished or yet-to-be-fi led 
applications. The low standards of inventiveness combined with the rich-
ness of the technology means that there are far too many questionable 
patents out there, and the special penalties for willful infringement dis-
courage looking. 

 In addition to having made patents more potent, more plentiful, and 
diffi cult to defeat, the Federal Circuit has favored patent holders against 
standards development efforts. It has held that a duty of good faith cannot 
be implied and that disclosure obligations should be narrowly construed.  5   
Astoundingly, the Federal Circuit has even endorsed amending patent 
applications to deliberately capture the work of others:  “ [T]here is nothing 
improper, illegal or inequitable in fi ling a patent application for the purpose 
of obtaining a right to exclude a known competitor ’ s product from the 
market; nor is it in any manner improper to amend or insert claims 
intended to cover a competitor ’ s product the applicant ’ s attorney has 
learned about during the prosecution of a patent application. ”   6   

 Standards organizations try to mitigate potential problems by asking all 
participants to agree to license any of their patents that may be needed to 
practice the standard on a reasonable and nondiscriminatory (RAND) basis. 
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However, standards organizations are technically oriented; they lack the 
will and capacity to oversee or enforce this requirement. The patent holder 
is free to negotiate licensing terms privately, licensee by licensee, according 
to its own defi nition of  “ reasonable and nondiscriminatory ”  terms while 
precluding public disclosure of the terms. This may not be a problem for 
companies that hold large patent portfolios and are already mutually cross-
licensed. But small companies, including startups, have little bargaining 
power and may be forced to relinquish exclusivity for the few patents they 
hold. They will most certainly not be inclined to take the dominant patent 
holder to court to contest the meaning of  “ reasonable and nondiscrimina-
tory ”  in their particular cases. 

 Potential users of standards quite reasonably want to know the cost 
differential between competing approaches, along with any differences in 
licensing terms and conditions. Markets for standards should be robust and 
transparent — no less than other markets. In  “ ex ante licensing ”  all factors —
 technology, price, license terms — should be on the table in a timely 
manner, just as they are in other business decisions. Ex ante licensing helps 
participants reach decisions that make business sense and avoid the uncer-
tainties and abuses of RAND licensing. A recent report by the FTC and the 
Department of Justice argues that ex ante licensing can be pro-competitive 
and should not be considered a per se antitrust violation.  7   

 However, neither a RAND commitment nor ex ante licensing is effective 
against patent holders outside the standards-setting process, since they are 
not bound by any disclosure or licensing commitments. Once the standard 
is chosen and many fi rms have embedded it in products that have been 
designed, manufactured, and widely distributed, the  “ highest and best use ”  
of the inadvertently infringed patent will be to extract, or  “ extort, ”  as 
much as possible of the sunk investments based on the standard. 

 Opportunities for confl ict and ambush have increased, as both stan-
dards and patents have expanded in scope and signifi cance. But while 
standards are disciplined by the market, patents have proliferated by leg-
islative, judicial, and administrative fi at. The 1952 Patent Act framed 
patents as an entitlement that had to be allowed unless the examiner could 
show that the subject matter was obvious to a person having ordinary skill 
in the art. This threshold was further lowered by the Court of Appeals for 
the Federal Circuit by making it diffi cult to show obviousness in combina-
tions,  8   exalting secondary factors that favored nonobviousness, and by 
enhancing the presumption of validity, making it hard to show obvious-
ness in court. 
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 In addition to creating legal stumbling blocks for other innovators, low-
quality patents dilute the value of patents for conveying knowledge. Patent 
documents may be available for free on the Internet, but large numbers of 
low-quality patents raise more questions than they answer. Unlike spam, 
patents cannot be ignored or deleted. 

 In contrast to the murky patent landscape, standards development 
demands highly focused and explicit communication and generation of 
specifi c knowledge that is easy to understand and implement. The need 
for certainty and economy cautions against duplicative, potentially incom-
patible standards-setting efforts. The standards process must produce, vali-
date, and publicize useful information. Its value is affi rmed when multiple 
fi rms adopt and implement the standard successfully. 

 Standards as an Asset 

 The invisibility of economic value in today ’ s economy is not unique to 
standards. It is partly expressed by the  “ intangibles ”  problem as measured 
in the growing discrepancy between a fi rm ’ s stock market valuation and 
the much lower value of the asset base on the corporate books. Intangible 
assets include intellectual property, R & D, human capital, organizational 
capital, and customer capital. The very limited ability of the fi rm to trade, 
control, exploit, or monetize these assets makes it diffi cult to assign them 
a dollar value. In many cases, the economic value is speculative or contin-
gent. Or it may be derived from sources, relationships, and emerging 
opportunities outside the fi rm. 

 Standards are shared intangible assets for a market segment, an entire 
industry, or even multiple industries. A standard may promise a large 
future market for new technology, products, and services, but it depends 
on who is pushing the standard, complementary advances, and competi-
tion from other standards and technologies. Standards are essential but 
beyond the control of individual users. Now consider the value of the 
standard from the point of view of the owner of a patent that has been 
inadvertently embedded in a complex technology. Holding up deep-pock-
eted companies like Microsoft is, in real estate parlance,  “ the highest and 
best use ”  of the patent. The private value that can be realized from the 
patent is roughly equal to the staggering costs that can be imposed on the 
rest of the world. 

 The patent holder can realize this opportunity by avoiding full disclo-
sure within the standards process, but that is risky as the FTC made clear 
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in the Dell case.  9   Nonparticipants have no obligation to disclose patents 
and, indeed, no obligation to license at all, under RAND terms or other-
wise. By surreptitiously tracking deliberations of a standards process, 
perhaps through an ally inside the process, a nonparticipant can shape a 
patent application to capture the standard. 

 Sadly, the more open the process, the more information will spread to 
nonparticipants and the more vulnerable the standard will be. The value 
of a standard is in its ubiquity, but that is also a measure of its vulnerability. 
Hidden patents can undermine the rational business expectations of mil-
lions of integrators, packagers, resellers, service producers, and users —
 including users of complementary products and services and all the way 
down the value chain. Although patents are touted as an incentive to 
investment, they can also undermine legitimate market-oriented invest-
ments by encouraging investment in arbitrage and extortion. The result is 
a systemic bias against open collaborative innovation and in favor of bad 
faith behavior and legal maneuvering. All the more remarkably, this is 
happening in a sector in which the value of individual patents is diluted 
by numbers and less important other means of securing returns from 
innovation. 

 Reforms to mitigate the threat of extortion in the IT sector have been 
opposed by industries (especially biotechnology and pharmaceuticals) in 
which individual patents are extremely important — and by the patent bar, 
which is economically interested in keeping patents as powerful and plen-
tiful as possible. 

 Yet just as patents are uniquely important to the pharmaceutical 
industry, standards are uniquely important to the IT sector. IT standards 
are so critical, so time sensitive, so market oriented and strategic that 
they do not fi t well within the international standards system. And because 
so many IT standards are developed outside the system, the IT sector is 
politically underrepresented within the system. No organization represents 
the business and policy interests of the many IT standards entities not 
accredited by ANSI. With little coordination among standards organiza-
tions, there has been no collective response to the problem of participants 
who act in bad faith or to the problem of ambush by nonparticipants. 
Despite the strategic importance of standards in information technology, 
standards setting remains largely a function of an engineering community 
with an underappreciated relationship to business strategy and public 
policy. 

 The fragmentation and institutional weakness of the IT standards enter-
prise is especially striking in the face of a deeply and broadly institutional-
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ized patent system. IT standards are increasingly hostage to a one-size-fi ts-all 
patent system that defi es empirical observation and inevitably leads to 
discriminatory results. Furthermore, the cottage industry in ambush and 
extortion preys not only on IT but also on the benefi ts that IT brings to 
every sector in the economy. If the IT sector wants reform, it must seek 
reform of the entire patent system — against the wishes of deeply invested 
and motivated interests that believe that any diminishment of patent 
power and scope, tactical, strategic, political, or otherwise, will have a 
direct impact on their bottom line. In effect, a monolithic system cross-
subsidizes industries where patents work well at the expense of those where 
patents work poorly. 

 The limited monopoly of patents is intended to promote public disclo-
sure of new knowledge. Patent information should be instant, clear, and 
signifi cant. In reality, it is delayed, opaque, of indeterminate value, costly 
to evaluate, and a source of liability for willful infringement. Patents are 
negotiated privately between the applicant ’ s patent attorney and a govern-
ment employee, and the applicant is entitled to patent unless the examiner 
can show otherwise. There is no requirement for a working model or other 
evidence that the technology performs as claimed. Even with publication 
after eighteen months, there is virtually no third-party input into the 
examination process. 

 By contrast, the development of open standards occurs only if there is 
a shared, focused conviction that a standard is worth investigating, nego-
tiating, and implementing. The inputs and outcomes in IT standards are 
subject to constant scrutiny and testing through expert deliberation, refer-
ence models, conformance testing, competing implementations, and com-
mercial use. The knowledge instilled in standards is documented by and 
for those who will use this information for its intended purpose, unmedi-
ated by lawyers. 

 Encouraging and protecting investment form the principal rationale of 
intellectual property and IT standards. Standards-driven investments are 
all the greater because they are multiplied across companies; they extend 
down value chains and across networks of complements. Open standards 
processes further ensure the quality and accessibility of the knowledge 
behind the standard. Open licensing ensures the broadest and deepest use 
and reliance on the standard, and therefore the greatest possible invest-
ment. Yet the more open the process and the more open the licensing, the 
more vulnerable the standard is to free riding by patent trolls, who, if they 
are lucky, are able to exploit immense investment made by others in reli-
ance on the standard. 
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 Patents and standards both create investment-backed expectations that 
merit recognition as intellectual property. The fi nal report of the National 
Innovation Initiative observes:  “ From an intellectual property perspective, 
open and proprietary IP models should not be seen as mutually exclusive; 
rather the IP framework must enable both approaches. ”   10   The burdens of 
disclosing and learning about potential confl icts should be managed so 
that standards and patents work productively together rather than as two 
disconnected systems, one run by engineers and the other by lawyers. 

 Aligning Patents and Open Standards 

 Today, we have a system in which patent holders hold all the cards, while 
those invested in standards face unknown and practically unforeseeable 
patent land mines. Yet standards, too, deserve protection by virtue of the 
great investment that is needed to make IT products, systems, and infra-
structure work as users expect. 

 One approach to the problem would be to raise the threshold of  “ non-
obviousness ”  beyond the statutory standard, which is tied to the  “ person 
having ordinary skill in the art. ”  While the U.S. Supreme Court recently 
interpreted this standard more stringently,  11   it needs to be raised further 
to a proper expert standard. Only then will IT patents be good enough and 
few enough so that engineers will read and respect them. In addition, 
penalties for  “ willful infringement ”  should be limited so that engineers are 
not discouraged from reading patents. If patents embodied advances suf-
fi cient to be recognized by other innovators, there would be little risk of 
inadvertent infringement. This approach would solve much more than the 
problem of standards ambush, but by the same token, it would be diffi cult 
to achieve. Patents are rationalized by scale of investment, rather than 
genuine invention, and patent departments and fi rms are addicted to a 
volume-driven patent system. Any attempt to substantially reduce the 
volume of IT patents would meet with great resistance.  12   

 A more tailored approach would give standards some measured relief 
from the patent holder ’ s ability to extract damages and enjoin unwitting 
infringers. Patents hold unique leverage against standards, and if patent 
holders wish to threaten investments on industry standards, they should 
at least be obliged to make their rights known in a timely manner. If not, 
they should lose the ability to sue those who do no more than practice an 
open standard. It is far more effi cient to put patentees, who presumably 
know the fi eld in which they are patenting, on notice of a relatively small 
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number of open standards than to put multitudes of standards implement-
ers and users on notice of multitudes of patents. 

 Like ex ante licensing and patent disclosure by participants, clearing 
standards against ambush would add to the transparency and effi ciency of 
the market. It would encourage participation in standards development 
processes by patent applicants and holders who might otherwise prefer to 
stay back and monitor the process, while avoiding any commitments that 
would limit their ability to hold standards-based products and services 
hostage. 

 Of course, a clearing mechanism would apply only to standards that 
meet threshold criteria of openness and broad participation, so that patent 
holders could reasonably be charged with notice. The more open the 
process, the more vulnerable the standard will be to unscrupulous patent 
applicants who monitor the process and adapt their patent application to 
capture the standard. Clearly, standards developed by the Internet Engi-
neering Task Force (IETF) or the World Wide Web Consortium (W3C) are 
public and open enough to qualify as protected standards. 

 This is nothing more than specifi c application of the venerable doctrine 
of  “ laches. ”  The laches doctrine limits enforceability based on the principle 
that people should not sit on their rights, whether idly or cunningly, while 
others make huge investments on top of them. 

 The danger of individual patents holding standards hostage is a growing 
concern shared by businesses and consumers. IBM circulated a  “ safe 
harbor ”  proposal explaining the incentives for the patent holder to refrain 
from acting until standards are deeply embedded and widely adopted — and 
suggesting an adaptation of laches as a partial solution.  13   The Consumer 
Project on Technology ’ s  “ Proposed WIPO Protocol for the Development of 
Open Standards ”  has proposed a similar procedure for protecting standards 
from ambush.  14   

 Conclusion 

 Standards and patents are complements in the unfolding digital architec-
ture. One unifi es, the other differentiates. Although each is driven by its 
own logic and culture, they need to work together in an effi cient and 
transparent manner. Each in principle encourages innovation, but each 
suffers from distinctive pathologies that can discourage innovation. In 
particular, standards that are too ambitious, too embedded, or even too 
adaptable can preempt new ways of doing things. Patents by defi nition 
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block others from following particular paths, and broad or abstract patents 
can preempt many technological paths. 

 But today the problem is that in the case of digital technology, the 
patent system went on a binge. Judges of the new Court of Appeals 
believed they had a charter to revitalize the patent system and made deci-
sions that expanded its scope and scale. The extraordinarily rich function-
ality of IT opened up immense prospects for patenting, with little to 
distinguish what was obvious or what was not. IT companies aggressively 
pursued large portfolios, not only for defensive purposes, but also in the 
hope that licensing would prove lucrative and rewarding. The U.S. Patent 
and Trademark Offi ce was for a long time happy to accommodate, pro-
claiming that its mission was  “ to help customers get patents. ”  The patent 
bar and innumerable consultants touted patents as the currency of the 
knowledge economy. 

 Those who created the technology and wrote code coped by ignoring 
patents. As patent scholar Mark Lemley observes:  “ Both researchers and 
companies in component industries simply ignore patents. Virtually every-
one does it. They do it at all stages of endeavor. From the perspective of 
an outsider to the patent system, this is a remarkable fact. And yet it may 
be what prevents the patent system from crushing innovation in compo-
nent industries like IT. ”   15   But standards cannot be ignored. They are the 
common knowledge that producers and users depend on.   
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 12     ICT Standards Setting Today :  A System under Stress 

 Andrew Updegrove 

 The modern standards development infrastructure is largely the product 
of the industrial age and evolved to address the needs of such an economy. 
The requirements of a world that is increasingly based upon information 
and communications technology (ICT), however, are far different, and 
include demands for faster standards development, more vulnerability to 
uncooperative owners of necessary patent claims, and a greater need for 
universal, global adoption of core enabling standards. These needs have 
been partially addressed through several organic developments, such as 
the proliferation of consortia, the evolution of more detailed intellectual 
property rights policies, and the passage of the World Trade Organization ’ s 
Technical Barriers to Trade Act. But the advent of the Internet and the 
Web, and the continuing introduction of new ICT-based products and 
services in ever shorter and more frequent product cycles, are exposing the 
fact that a system that retains strong roots in the nineteenth century is ill 
suited to meet the demands of the twenty-fi rst. In this chapter, I survey 
some of the areas of inadequacy inherent in the current system, the ways 
in which society is being impacted by new standards-dependent technolo-
gies, and the situations in which governments may feel called upon to 
intervene. 

 Introduction 

 For most of the fi rst hundred years of the modern era of standards setting, 
standards developers focused their attention on the attributes of tangible 
objects. The standards they developed specifi ed dimensions, materials, and 
other physical attributes, and to the extent that they addressed intangibles, 
those elements were result oriented, such as targeting performance and 
safety. Similarly, interoperability standards were physical standards, 
intended to ensure that part A would fi t with part B. 
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 These standards were created by domain experts and by interested 
parties within the market niches that produced the products involved. 
Usually, problems requiring standards solutions could be addressed within 
a single standards-setting organization (SSO). 

 In a world of physical objects, standards development could conve-
niently lag behind product development. Only after screws, steam power, 
and electric lights had proven to be popular did a demand develop for 
standards to establish common thread gauges, boiler safety guidelines, and 
light socket dimensions. Even in the case of networks, the same held true, 
as railroads, power companies, and telephone services were all launched 
as local enterprises, using available proprietary implementations. Not until 
these discrete networks were joined did the need for national and global 
interoperability standards arise. 

 Such after-the-fact nonurgent standards setting could, and sometimes 
did, have advantages. For example, products that were inherently well 
designed and successful were more likely to become the models for de facto 
or de jure standards. Similarly, when cycles of innovation are widely spaced 
and their results long lasting (Edison ’ s light bulbs, in comparison to yes-
terday ’ s fl oppy disks, remain in use today), taking time to achieve the best 
standards result represents a wise investment due to the length of time 
that the market will be  “ locked in ”  by the decisions made. 

 Because of communication, travel, and trade constraints, most of the 
SSOs that were founded to meet evolving standards needs were national 
in scope (with notable exceptions, such as the International Telecommu-
nication Union, or ITU). But after the Second World War, the internation-
alization of standards increased under the auspices of several global 
standards bodies that were formed in addition to the ITU, most notably 
the International Organization for Standardization (ISO) and International 
Electrotechnical Commission (IEC). But domestic standards can be used to 
protect domestic manufacturers from the competition presented by foreign 
goods, and at times this provided a disincentive to locally implement 
useful standards, even after a global authority had adopted them. 

 In a world of primarily performance, material, and physical interoper-
ability standards, patent infringement was rarely an issue for most SSOs. 
Instead, when intellectual property rights (IPR) were mentioned, if they 
were mentioned at all, it was copyrights that were usually under discussion, 
since most SSOs funded their efforts in whole or in part through the sale 
of paper versions of their work product. When IPR policies were eventually 
created and adopted, they were high-level statements of principles, and 
lacked implementational details. Moreover, for many standards there was 
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no proprietary advantage to be gained by any stakeholder as a result of a 
given standard coming out in one way rather than another. 

 In short, the initial standards-setting infrastructure that evolved to serve 
the needs of the maturing industrial age was adequate, but also limited, to 
the specifi c demands that were placed upon it by the commerce of the day. 

 With the advent of the computer age, the need arose for new types of 
consensus-based specifi cations that have as much in common with non-
technical standards as with the historical work products of SSOs (computer 
languages being an example). As technological innovation increased in 
many disciplines, the need for new standards implemented in software, 
silicon, wireless broadcasts, fi ber optics, and hardware emerged to serve 
the needs of (in particular) the ICT industries, and that need soon expanded 
dramatically. With the explosive success of the Internet, the utility and 
value of globally accessible, networked products, services, and content 
have today become enormous. 

 Our new, networked world holds unprecedented opportunities for indi-
viduals who have hitherto been denied access to modern education, infor-
mation, and opportunities. It also offers a platform that both public as well 
as private entities are enthusiastically embracing, resulting in a world 
where ICT access is becoming a prerequisite to enjoying the full rights and 
opportunities of society, democracy, and the economy. That access is only 
feasible, however, if standards exist to address local character sets, lan-
guages, and physical disabilities. Concerns such as these are far different 
from those encountered in developing standards for networking, and most 
existing ICT SSOs are neither interested in nor even highly aware of such 
needs. 

 At the same time, single standards can no longer solve many of the 
problems that new ICT opportunities are presenting nor can suites of 
standards created by a single SSO. Instead, increasingly complex collections 
of standards created by many SSOs, often with very different rules regulat-
ing IPR, must be cobbled together in order to do what needs to be done. 

 Who, then, should — and who is competent — to develop the standards 
required to feed the needs of this brave new ICT-enabled world? Is the 
traditional standards-setting infrastructure adequate to the task, either 
technically or democratically? And to the extent that it is not, how, and 
by whom, and to what results will its shortcomings be addressed? 

 In this chapter I will review some of the principal ways in which the 
traditional standards-setting infrastructure is inadequate to the task of sup-
plying the ICT standards of the future. I will also describe some of 
the organic solutions that have already been developed by industry 
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participants, and provide thoughts on how those issues that remain unre-
solved might be productively addressed. 

 Standards Challenges 

 When one examines the ICT standards needs of the future, it becomes 
immediately apparent that almost none of the dynamics that led to the 
evolution of the traditional standards-setting infrastructure remain 
unchanged today. Consider, for example, the following factors. 

 Interoperability Demands 
 Unlike physical products, the fruits of ICT technologies require a large 
number of interoperability standards in order to function and fl ourish. 
This offers vendors the choice of trying to dominate a market, through the 
creation of a de facto standard (e.g., the VHS video format, and reaping 
large royalty rewards), or of collaborating with other vendors to develop a 
consensus-based standard that may more quickly and certainly create a 
new market that is shared by all. When vendors choose to roll the dice on 
the former approach, damaging standards wars can result. 

 Innovation Cycles 
 As noted, technology generations in many areas are becoming shorter with 
each cycle. This results in pressure to create and deploy standards more 
quickly. Otherwise, they may be useless by the time that they are released. 
As a result, it is less feasible for standards creation to follow product intro-
duction, because the useful life of the standard is short. The only way to 
dramatically reduce time to market with a standard is to develop both the 
standard as well as the products that will comply with it on a concurrent 
basis. 

 All will be well if those that are interested in a new product space decide 
to collaborate on a single standard. But if there are competing technolo-
gies, then each may wish — or indeed have no choice, if the technologies 
are fundamentally different — to create its own standard(s) as a precondi-
tion to testing its products in the marketplace. The result can be either a 
healthy standards  “ competition ”  that enables multiple technologies to test 
themselves in the marketplace, with each fi nding its respective niche (as 
has occurred with the Wi-Fi and Bluetooth standards, each of which was 
initially in competition with the other, but has now settled into the respec-
tive uses for which it is best suited) or a standards war between standards 
that may have little useful differentiation in consumers ’  eyes (as is 
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currently the case with the Blu-Ray and HD-DVD next-generation video 
standards). 

 Network Prevalence 
 More and more ICT technologies must be used in connection with 
networks, but nonproprietary networks cannot form until the standards 
that enable them are created. It is axiomatic that the larger a network 
becomes, the more value can be derived by those who are connected. This 
drives up the value of the network as well as the products and services that 
can be linked to, or provided through, the network, and which therefore 
become more attractive to potential purchasers. To the extent that one 
standard ’ s solution favors one vendor more than another, an incentive is 
therefore created to infl uence the outcome. In the case of the increasing 
number of patent  “ trolls ”  that develop or purchase IPR solely for the 
purpose of reaping licensing revenues, placing a patent claim in the way 
of the implementation of such a standard has the potential to reap huge 
rewards. 

 Freedom from Lock-in 
 End users have become more conscious of the fact that requiring the 
implementation of  “ open standards ”  in the ICT products they purchase 
can lead to wider choices, cheaper prices (through competition), and real 
protection from vendor lock-in. Such standards create opportunities for 
new entrants into product and service areas, but also threaten incumbents 
that may currently control those niches. As a result, some industry partici-
pants will have more to gain by blocking and delaying standards efforts 
than by promoting and supporting them. 

 IPR Infringement 
 ICT standards are unusually susceptible to infringing the patents of SSO 
members, and of greater concern, nonmembers. Increasingly, standards 
must address areas of intense patent activity, often referred to as  “ patent 
thickets. ”  Because owners of patents infringed by a standard can charge 
royalties or impose specifi c license terms on implementers of that standard, 
they may try and cause such infringement to occur during the develop-
ment process. But if SSO IPR policies are tightened to lessen this possibility 
by requiring all such patents to be disclosed before a standard is adopted, 
participants with large patent portfolios become concerned that they may 
be required to undertake burdensome patent searches in order to avoid 
their IPR becoming subject to obligatory licensing requirements. 
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 Convergence 
 Historically, standards were created and used by the same vendors, allow-
ing those vendors to evolve whatever rules and licensing practices they 
wished within a single SSO and industry niche. But in ICT, dozens of 
capabilities and hundreds of standards can be utilized in a single device 
(e.g., a state-of-the-art cell phone may have 3G telephone, video, Web 
browsing, wireless, PDA, and other capabilities; may utilize any of a number 
of operating systems; and can host multiple programs and services). Some 
of these standards are based upon patent pools, while others may have 
been developed by SSOs with strict royalty-free policies. If even a small 
fraction of these standards bear royalties, the cost of such a device could 
become prohibitive. If too many IPR owners require unique licenses, the 
burden of obtaining and negotiating necessary rights can become exces-
sively burdensome. 

 Globalization 
 Trade, travel, production, and utilization are increasingly becoming global. 
In ICT in particular, the concept of a national standard has become archaic. 
As a result, there are great needs as well as great incentives to achieve global 
consensus on the types of uniform standards that can permit products to 
be sold and used anywhere. At the same time, the specifi c standards that 
are adopted can favor some participants more than others, and therefore 
some nations and regions (such as the EU) have incorporated standards 
into their global trade strategies. Those governments therefore dedicate 
resources and government attention toward standards strategies as well, 
and interweave these considerations into other international policy 
decisions. 

 Other forces can complicate globalization. Some standards bear signifi -
cant royalty loads, which can empower some parts of the world (e.g., the 
West) with signifi cant trade advantages, because their vendors can sell 
high-margin, branded products, while nations in other regions (e.g., emerg-
ing countries) are relegated to the status of low-cost, low-margin job shops 
that can supply fi nished goods to the owners of the patents that underlie 
controlling standards, but cannot sell similar goods, at high margins, 
directly to end users. Such advantages can tempt those with large markets 
and production capabilities (e.g., China) to create their own domestic 
standards in order to level the economic playing fi eld, notwithstanding 
the constraints on such behavior contained in the Technical Barriers to 
Trade Act among World Trade Organization member nations. 
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 More Complex Standards Problems 
 The problems that require standards solutions today are increasingly large 
and complex, even when the business case being addressed may appear 
deceptively simple. Wirelessly printing a picture from a cell phone camera, 
for example, requires the use and coordination of a variety of standards, 
each of which was created by a different SSO with different considerations 
in mind. As a result, printer, camera, mobile device, and other vendors 
must all decide which set of standards could perform the desired task, and 
then each agree to implement that subset of the resulting standards 
 “ profi le ”  that relates to their particular products, before their customers 
can enjoy the type of simple features that will enrich their product expe-
rience — while also enriching the vendors that wish to sell more printer 
paper, ink, and camera-enabled cell phones. 

 Standards Tools 

 Unfortunately, the infrastructural tools available to deal with these chal-
lenges are in many respects inadequate. The ICT standards infrastructure 
today comprises the following principal parts, with the limitations 
identifi ed. 

 Accredited Standards Development Organizations (SDOs) 
 Nations throughout the world have variously complex systems of domestic 
SDOs. In some cases, they are  “ top down ”  governmental, or quasi-govern-
mental bodies (as in Germany and China), while others are  “ bottom up ”  
organizations (as in the United States) formed primarily by private industry 
and other stakeholders, and accredited by a national body (in the United 
States, that body for most purposes is the American National Standards 
Institute, or ANSI). But while some SDOs, such as ASTM International 
(originally known as the American Society for Testing and Material) are 
becoming global in scope, others remain national. As a result, they are to 
an extent in competition with the SDOs of other countries either to create 
and promote domestic standards, or to promote their standards for adop-
tion (in preference to those of other countries) on a global basis. In addi-
tion, since global adoption is necessarily a two-step process, the time 
between chartering an SDO working group and fi nal global adoption (often 
following some period of market implementation) can be protracted. 

 While independent in governance, budget, and activities, SDOs have 
multiple points of contact, both domestically as well as internationally. In 
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the United States, for example, ANSI runs multiple forums, panels, and 
programs in which both SDO members (corporate, government, university, 
etc.) as well as SDO management members participate. Internationally, 
IEC, ISO, and ITU have regular plenary and other meetings, and multiple 
committees and other working groups are active on standards activities, 
all of which are peopled by member representatives from around the 
globe. 

 Consortia 
 Among all SDOs, only a small number are prominent in the ICT sector. 
Nonaccredited SSOs ( “ consortia ” ), however, have proliferated wildly in the 
information technology, and to a lesser extent, the communication tech-
nology sectors since the late 1980s. Today, there are more than fi ve hundred 
such organizations in operation, ranging from small, closed vendor clubs 
that operate on an invitation-only basis, to very large, institutionalized, 
global, open membership organizations. Some (such as the Object Manage-
ment Group [OMG], World Wide Web Consortium [W3C] and the Orga-
nization for the Advancement of Structured Information Systems [OASIS]) 
have broad and coordinated programs that can enable the accomplishment 
of comprehensive technical goals. But many others have been formed to 
develop and maintain a single standard. The largest consortia have dozens 
of staff, but the vast majority operate on a very limited budget, and have 
only one or a few full-time employees, if they have any human resources 
at all beyond their members ’  own staff. 

 Unlike SDOs, which have various points of formal contact, there is no 
umbrella organization of any type for consortia, or other formal means by 
which they meet en masse to address matters of common interest. 

 The  “ Big Is ”  
 The three best-known global standards bodies — the ITU, IEC, and ISO —
 play a variable role in ICT standards setting, with more communications 
than IT standards arising in SDOs for eventual international adoption. Far 
more IT standards are created today in consortia than in SDOs, and only 
a small percentage of their standards are introduced to the accredited 
system, despite the creation of avenues such as the Publicly Available 
Standard (PAS) process for that purpose. When consortium-developed stan-
dards are offered for formal adoption, they are usually submitted to a 
subcommittee of IEC/ISO Joint Technical Committee 1 (JTC 1), which was 
originally formed to consider (and still processes) SDO-originated IT 
standards. 
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 Because most consortia both court and admit members globally, and 
due to the fact that consortia are commonly founded by transnational 
companies in the fi rst instance, they are often able to achieve wide inter-
national adoption of their standards without seeking the imprimatur of 
the global accredited standards infrastructure at all. Increasingly, however, 
consortium members are urging these SSOs to qualify as PAS submitters so 
that particular standards that are of signifi cant interest to particular cus-
tomer groups (such as European governments) that favor, or require, ISO/
IEC standardized products, can achieve that status. 

 Liaison Relationships 
 These many SDOs and consortia are interlinked by a loose network of one-
on-one liaison relationships, each typically formalized by a brief, high-level 
 “ Memorandum of Understanding, ”  if they are formalized at all. While 
these relationships can be adequate for maintaining communication and, 
to a degree, avoiding needless duplication of activities, they are rarely 
multiparty, and therefore not typically capable of delivering comprehen-
sive solutions to complex problems (such as the camera/printer example 
noted earlier). Moreover, maintaining such relationships well is time con-
suming and resource intensive, and a typical ICT SSO may maintain twenty 
to forty such relationships. An SSO with a large full-time staff can task a 
full-time employee with managing and maintaining such relationships, 
but a typical consortium is too lightly resourced to afford dedicating a staff 
person to such a purpose. As a result, liaison relationships are frequently 
served by member volunteers, with a greater risk that any given relation-
ship may languish, and that overall cohesiveness will suffer. 

 Participation 
 While both SDOs as well as most consortia espouse many of the same open 
standards principles, some of those principles are honored to a greater or 
lesser extent in word rather than in the breach. In the case of SDOs, which 
are by defi nition committed to the participation of all those affecting, and 
affected by, standards ( “ stakeholders ” ), the greatest challenge can be 
attracting all stakeholders into participation. After all, creating technical 
standards is not likely to be of great appeal to the average consumer, nor 
to consumer advocates or to government personnel with more immediate 
concerns. Only a few consortia (such as the W3C) include societal concerns 
and broad noncommercial participation in their charters at all. In the case 
of standards that have only societally neutral elements to be specifi ed, this 
limited participation is not problematic. But in those areas where the 
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interests of all those affected are not congruent, the absence of a watchdog 
for the unrepresented can be of concern. 

 In summary, the modern ICT standards infrastructure is a lightweight, 
highly distributed, and only loosely connected system. As such, it is demo-
cratic, reasonably responsive, and economically effi cient. But it is also ill 
suited to address complex problems, and democratic only for those that 
fi nd it suffi ciently in their self-interest to participate. Moreover, some SSOs 
are vulnerable to manipulation by the individual companies, and groups 
of companies, that are willing to dedicate the time and resources needed 
to support their operations. 

 Societal Challenges 

 At the same time that challenges are increasing for the ICT standards, 
infrastructure, society, commerce, and governments are rushing pell-mell 
toward greater and greater dependence on ICT in general, and on the 
Internet and the Web in particular. With astonishing speed, vital services 
and facilities, such as international banking, communications, travel, utili-
ties, and, indeed, just about everything else of signifi cance in the modern 
world, have either been redeployed across the Internet, or have become 
dependent upon the uninterrupted availability of the Internet for their 
own viability. 

 That viability is in the fi rst instance enabled by the protocols and stan-
dards that together support the Internet and the Web. These specifi cations 
function as the synapses through which information fl ows in what has 
come to be described as the  “ cyberinfrastructure .  ”  

 But is the infrastructure that creates and maintains these standards — as 
well as the many others that enable the services, software, and devices that 
run on top of the Internet and the Web — the right infrastructure to robustly, 
democratically, and securely support the cyberinfrastructure on which we 
are increasingly dependent? There are multiple reasons to believe that it 
is not, of which the following are examples: 

  •    Years after the disastrous events of 9/11 exposed the inadequacy of fi rst-
responder communications, wireless equipment is still incapable of permit-
ting fi re, emergency, and police responders to reliably and seamlessly 
communicate. 
  •    China is developing multiple standards for domestic use in areas such as 
3G telephone, wireless communication, and video compression due to 
perceived inequities in the costs of implementing patent-encumbered 
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global standards, arguably in violation of its obligations under the Techni-
cal Barriers to Trade Act. If this practice becomes more common in China, 
1.3 billion of the world ’ s inhabitants will be utilizing different standards 
than the rest of humanity. 
  •    Governments are becoming aware that their wholesale conversion 
to electronic document production and archiving is leaving them 
vulnerable to proprietary lock-in, as well as future inability to access 
documents. OpenDocument Format (ODF), an OASIS-developed 
standard, has been adopted as an ISO/IEC standard to meet that concern, 
and it has been implemented in multiple proprietary and open source 
products. 
  •    The legislatures of U.S. states have considered bills that would mandate 
the use by government of offi ce software based on  “ open document 
formats. ”  Similar efforts have occurred in several nations. 
  •    SSOs have not been successful in adopting IPR policies that are 
suffi ciently stringent to provide real protection against the emergence of 
 “ submarine patents, ”  at least without the need for implementers to engage 
in hugely expensive defensive litigation against the owners of those 
patents. (Submarine patents are patent claims that are not revealed and 
asserted by their owners against the implementers of a standard until it 
has already become widely adopted and diffi cult — or impossible — to 
change.) 
  •    There is no consensus on the defi nition of  “ open standards ”  at a suffi -
ciently useful level of granularity. New challenges, such as the increasing 
popularity of open source software, are widening the gap. 
  •    There is a similar lack of uniformity regarding the terms of IPR policies 
among SSOs. To the good, a one-size-fi ts-all approach would be unneces-
sarily restrictive, but to the bad there are needless inconsistencies among 
policies that are each attempting to say the same thing. This increases 
complexity in converging technologies. 
  •    There are an increasing number of commercial disputes over whether a 
patent owner that has made a commitment to license that IPR on reason-
able and nondiscriminatory (RAND) terms is violating that pledge. 
  •    The IPR policies of most consortia that develop software are inadequate 
to ensure the implementation of such standards in open source software. 
  •    There is no mechanism for consumers or other stakeholders to partici-
pate, or to make their concerns known, in most ICT SSOs, despite the 
increasing impact that ICT standards have on their welfare. 
  •    In some countries such as the United States, government remains 
both disengaged from as well as largely unaware of the increasing 
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importance of ICT standards outside of traditional telecommunications 
boundaries. 
  •    The importance of the Internet and the Web has been recognized by the 
United Nations, which chartered the World Summit on the Information 
Society (WSIS). However, that multiyear process became mired in a dispute 
over the continuing right of the U.S. government, via the Department of 
Commerce, to oversee the Internet Corporation on Assigned Numbers and 
Names (ICANN). 
  •    While the benefi ts of the Internet are being made available to more 
people around the world, little progress has been made thus far in imple-
menting accessibility standards (even by governments), to ensure that 
those with disabilities will be able to enjoy those benefi ts wherever they 
may live. 
  •    Standards continue to be created in  “ silos ”  by vendors, while end users 
increasingly need solutions to larger problems that can only be solved by 
a more holistic approach. 

 What Is to Be Done 

 To be sure, the standards world has responded in a few instances both 
organically as well as deliberately. The following are examples. 

 IPR Policy Convergence 
 There are multiple efforts ongoing, and even accomplished, to achieve 
greater uniformity and coherence among IPR policies. Fairly recently, the 
ITU, IEC, and ISO announced a unifi ed IPR policy. In the case of open 
document formats, the ODF Alliance, an organization formed to promote 
governments ’  open document format uptake, has created a model statute 
as a starting point for governments considering enacting legislation to 
encourage or require the usage of open document formats. Finally, a sub-
committee of the American Bar Association Science and Technology Section 
has recently completed a multiyear project directed at creating an exten-
sively annotated IPR policy, in part to assist SSOs in creating IPR policies 
with more uniform terminology. 

 Metastandard Consortia 
 A few consortia have been formed to assemble suites of standards 
capable of solving complex problems. The camera/printer business 
case described earlier is a real-world example, and has been addressed 
by the Mobile Imaging and Printing Consortium (MIPC), a client of 
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the author ’ s. Another client, the Network Centric Operations Industry 
Consortium (NCOIC) is undertaking a far more complex challenge: 
assembling the standards needed to enable members of the U.S. armed 
forces and those of U.S. allies to identify themselves to a single network 
and gain instantaneous access to information that becomes known to that 
network. 

 Simultaneous Innovation and Standardization 
 The commercial rewards anticipated from new technologies have been 
suffi ciently attractive to provide the incentive for industry to invest 
in standards setting simultaneous with innovation, even where it is far 
from certain that the resulting standard and products will be successful. 
Perhaps the best example of this practice can be found in the case of wire-
less technologies, where a fi rst wave of innovation gave rise to several 
contenders to dominate the home network space. One entrant, called 
HomeRF, failed, despite being supported by a consortium effort. Another, 
Wi-Fi, developed by IEEE and SDO, succeeded in taking the original prize, 
while the third, Bluetooth, originally developed by Ericsson Mobile Phones 
and then supported by the Bluetooth Special Interest Group, failed to 
establish itself in that space, but has become dominant in mobile and 
certain other devices. Now a second wave of standards is reaching the 
market, targeted at other discrete uses, such as Nearfi eld Communications, 
a very short-range standard being used in (for example) contactless payment 
cards. Meanwhile, competing standards will allow home entertainment 
and computer peripheral equipment to shed their connecting cables, 
WiMAX will provide intermediate range wireless networks, RFID tags and 
readers are reaching the supply chain, and mesh network standards are 
being developed to allow the digital home to become a more sophisticated 
reality. 

 The development of such standards  “ swarms ”  allows the marketplace 
to simultaneously innovate, productize, and standardize, and at the same 
time for competing technologies to vie for supremacy in the marketplace. 
Absent such behavior, new technology-based products and services would 
reach the marketplace far more slowly, and a less robust and rich range of 
choices would be available. 

 The Future 

 Useful though these developments may be, they are evolutionary rather 
than revolutionary. They do not fundamentally challenge or reorder any 
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existing power relationships among standards stakeholders or bring any 
new stakeholders into the process. Nor do they signifi cantly identify or 
serve to address societal interests that are impacted by ICT progress and at 
risk as the importance of cyberinfrastructure grows. 

 This dilemma gives rise to many questions: Is revolutionary change 
needed, or will the infrastructure of the past in fact be suffi cient to address 
the cyberinfrastructural demands of the future? And if such change is 
required, how will it manifest itself? Will government expand its actions 
beyond its traditional health- and safety-related regulatory function? If so, 
will it limit its actions to simply leading by example, as it appears to be 
doing in the case of open document formats? Or will it in fact expand its 
regulatory function as well? Following the completion of the initial phase 
of the WSIS process, the United Nations retreated, rather than advanced, 
commissioning the Working Group on Internet Governance (WGIG) more 
as a discussion group than a new body with a remit to act. Will that group 
become more substantive, or will it simply debate? 

 The answers to questions such as these may have much to do with 
public perceptions of the challenges that will need to be addressed, and 
the importance that is placed upon those challenges. Considering how 
these challenges should be viewed and addressed gives rise to further 
questions: 

  •    Will Internet access achieve the legal status of a public utility? Should 
it? 
  •    Will governments extend accessibility laws to the Web? If so, will govern-
ments defer to SSOs to create not only the standards by which accessibility 
can be achieved, but also the defi nition of when it has? 
  •    Will eminent domain laws be extended to cover IPR, if that IPR is asserted 
to block or unduly tax the usage of essential, standards-based ICT 
services? 
  •    Should the development of some ICT standards, such as those that relate 
to voting, privacy, and medical and fi nancial records, be subject to greater 
public participation, and if so, how can that participation be achieved? 
  •    Will the Technical Barriers to Trade Act and the WTO complaint resolu-
tion process adequately address standards-based trade disputes? 
  •    Will the United States voluntarily surrender its remaining control over 
ICANN? 
  •    Will ISO/IEC and their national bodies make their processes more trans-
parent, given that they are exercising a quasi-governmental function (e.g., 
by making all contradictions, responses, and minutes public)? Should 
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consortia and SDOs be required to do the same for certain types of 
standards? 
  •    Will courts and regulators take a more active interest in standards-related 
activities (e.g., by imposing stricter duties of good faith and right conduct 
on standards participants, and permitting stricter penalties when those 
duties are violated)? 
  •    Will governments make it safer to participate in standards setting (e.g., 
in the United States, by expanding the benefi ts of the National Cooperative 
Research and Production Act to participants in standards development, 
instead of just to SSOs themselves)? 
  •    Should government provide greater support for standards setting in the 
public interest (e.g., by offering tax incentives to participate in SSOs that 
maintain open processes and provide public participation, or perhaps by 
subsidizing the operations of such SSOs, where the public interest has been 
identifi ed as being of importance)? 
  •    Will industry create new ways to address convergence, so that a more 
cohesive, effi cient process of standards setting results? 

 Given the current status of the standards-setting infrastructure, it is diffi -
cult to imagine that the concerns underlying many of these questions will 
be addressed by industry voluntarily. It is equally diffi cult to imagine that 
many of the governmental actions postulated here would occur in the 
United States, with its laissez-faire, bottom up approach to standards 
setting. But it is quite conceivable that such actions could happen else-
where, perhaps most obviously in Europe. 

 Conclusion 

 Governments have already begun to venture into the realm of ICT stan-
dards in new ways, most notably as regards open document formats and 
privacy, and as they relate to open source software. Whether this is the 
beginning of an ongoing and extending period of engagement by govern-
ment in cyberinfrastructure-related matters remains to be seen, but there 
are logical reasons to assume that it is. 

 How extensive such a movement will be will have much to do with 
how responsibly and effectively the private sector acts on its own. Given 
the history of standards setting to date and the fact that ICT standardiza-
tion occurs primarily in consortia today, it would appear that at minimum 
the leading consortia that are infl uential in creating cyberinfrastructure 
would be well advised to consider adopting a greater sensitivity to social 
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concerns, if they wish to retain their independence of action when they 
create standards in that domain.   

 Note 

 This chapter is updated from the April 2007 issue of the  Consortium Standards Bulletin  

(now called  Standards Today ) at  < http://www.consortiuminfo.org/bulletins/apr07

.php#feature >  (accessed January 5, 2011). 

  



 13     Software Standards, Openness, and Interoperability 

 Robert S. Sutor 

 Global debates about open standards for document formats dominated the 
information technology (IT) world in the opening decade of the twenty-
fi rst century. Unfortunately, there remains basic confusion between what 
a standard does and what the rules are when one implements it. In certain 
open standards debates, I ’ ve been told secondhand that some people were 
even informed that  “ if you implement that standard, then all your software 
has to be given away for free. ”  This, of course, was wrong and confused, 
if it wasn ’ t, in fact, outright FUD (creation of Fear, Uncertainty, and Doubt). 

 To clarify this, let ’ s talk about what a standard is, what an  open  standard 
is, and how this relates to interoperability. We ’ ll see how more confusion 
has been introduced into discussions around this last topic. 

 A  standard  is like a blueprint. It provides guidance to someone when he 
or she actually builds something. Standards are not limited to software, 
but are an important part of computer hardware, telecommunications, 
health care, automobiles, aerospace, and many areas of manufacturing. 

 One of the reasons an architect produces a blueprint is so that a builder, 
an engineer, or an inspector can look at it and say,  “ If you build according 
to this plan, it will be safe and the house won ’ t fall down. ”  In the same 
way, some standards are for safety, especially where they involve electrical 
or electronic components. 

 A standard is more than just a blueprint, though, because it has to be 
something with which a lot of people agree. Something that may not have 
this sort of  “ blessing, ”  or common agreement, is usually called a  specifi ca-
tion.  By abuse of language, we will sometimes call a standard a specifi ca-
tion. Put another way, all standards are specifi cations, but not all 
specifi cations are standards. 

 Standards are also employed when we have to ensure that things made 
by different people will either work together or work in the same way. I 
live in the United States, and when I go to the store and buy a telephone, 
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I know that the telephone wire will plug into the jack in my wall. I don ’ t 
need different jacks for phones made by different vendors. The design of 
the telephone jack and the plug are not control points for any phone 
vendor. I make my choice based on the features of the phone, the color, 
the price, whether it is wireless or not, and so on. 

 There are standards that describe the  “ blueprints ”  for the plugs and 
jacks, but the standards themselves are not the actual plugs or jacks. We 
separate the ideas of  “ a standard which may be implemented ”  and  “ some-
thing that is an implementation of a standard. ”  

 To bring this back to a software example, the OpenDocument Format 
(ODF) is a standard, a blueprint, created by a technical committee of inde-
pendent global experts at the Organization for the Advancement of Struc-
tured Information Standards (OASIS) consortium. It is not software, but 
rather a description of how you should write out the information in word 
processing documents, spreadsheets, and presentations should you ever 
need to put them on disk or, say, attach them to emails. The same descrip-
tion also tells you that if someone gives you a document, spreadsheet, or 
a presentation and tells you it is in ODF (perhaps via the fi le extension), 
then your software applications know what to expect when they read the 
fi le. 

 Because it is a standard, the information can be used by anyone who 
builds software that complies with the standard. No one vendor can arbi-
trarily change it, and that provides a lot of security for people who save 
their documents in ODF. 

 Another important standard is HTML (Hypertext Markup Language), 
the rules by which you format pages for the World Wide Web. Although 
there were vendor differences in HTML in the mid-1990s, most people no 
longer think that it is reasonable to allow vendors to break interoperability 
by implementing too little of the standard or doing their own special 
things. We don ’ t need different browsers to view Web pages from different 
people, though some browsers like Firefox and Opera are known to adhere 
to the Web standards, essentially the blueprints for the Web, better than 
other browsers. To extend my earlier analogy, we know that a Web page 
( “ the plug ” ) will fi t into the browser ( “ the jack ” ) and then I can see and 
interact with the page ( “ I can talk on the phone ” ). 

 Just as we said in the 1990s that no vendor should have a control point 
by having its own fl avor of HTML, in the twenty-fi rst century we say the 
same thing about document formats. In fact, since word processors have 
been with us a lot longer than the Web, it ’ s surprising that standards 
weren ’ t created, if not demanded, there earlier. 
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 So, to summarize, a standard is a blueprint or a set of plans that can be 
implemented. Where do standards come from? 

 A  de facto standard  is a specifi cation that became popular because every-
one just happened to use it, possibly because it was implemented in a 
product that had signifi cant market acceptance. The details of this speci-
fi cation may or may not be available publicly without some sort of special 
legal arrangement. 

 The basic problem with a de facto standard is that it is controlled by 
a single vendor that can — and often does — change it whenever the 
vendor decides to do so. This frequently happens when a product goes 
from one major version to another. At that point, everyone else who is 
trying to interoperate with the information created in that vendor ’ s product 
must scramble to make their own software work again. This is easier, of 
course, if they can actually see the new specifi cation and there are no 
impediments, legal or otherwise, to implementing it. The owning vendor 
gets a time-to-market advantage, possibly increasing its market share, 
again. 

 Traditionally, it was not in the interest of the owner of a de facto stan-
dard to make the details too widely available because they didn ’ t want to 
make it easier for anyone else to move into their market space. They would 
say,  “ Why would I voluntarily let other people build products compatible 
with my data? They might steal away my customers! ”  To turn this around, 
it is not in the best interests of customers to be locked into de facto stan-
dards controlled by a single vendor. The customer might say,  “ I may have 
used your software, but it is my information, and I very much want and 
demand the freedom to use any application I want to process my informa-
tion. ”  De facto standards decrease customer empowerment and choice, 
though they linger on. 

 The second kind of standard I ’ ll mention is something I ’ ll call a  com-
munity standard . As you might guess, this is something created and main-
tained by more than one person or company. The members of the 
community may work for companies or governments, or belong to orga-
nizations, or may be experts who are otherwise unaffi liated. The standards 
creation process involves negotiation, compromises, and agreement based 
on what is best for the community and the potential users. 

 It is a classic fallacy to think that this necessarily creates a  “ lowest 
common denominator ”  or unsatisfactory compromise. Smart people can 
make good decisions together, even if they don ’ t all work for the same 
company. Conversely, people who all work for the same company don ’ t 
necessarily always make smart decisions. They might, for example, produce 
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de facto standards that have security vulnerabilities and are diffi cult to use 
with common software tools. 

 Community standards usually get blessed, as I termed it earlier, by being 
created or submitted to a Standards Development Organization, or SDO. 
While it does happen that people may get together and write a standard 
from scratch in an SDO, it is very likely that one or more parties will bring 
drafts to the table as a starting point. It is usually expected that the devel-
oping standard will change over time as more minds are directed at the 
problem that the standard is expected to help solve. 

 A standard may go through multiple versions: it is not uncommon for 
the fi rst version to take one to two years, and then to take about the same 
amount of time for each of the next one or two iterations. At some point 
the standard will stabilize and either become fairly universally used or else 
become eclipsed by an alternative way of tackling the same general 
problem. For example, the new Web services standards are starting to be 
used for distributed computing, replacing older standards as Service Ori-
ented Architecture becomes more broadly deployed. 

 I want to return to this  “ community ”  idea for a moment. If you 
bring something to an SDO, you take a risk that others may change 
the specifi cation, perhaps in ways that interfere with your product 
plans. One word: tough. Working within a community does not mean 
walking in and saying,  “ I ’ m the king (or queen) and you can ’ t change 
anything unless I say it is okay. ”  Under no circumstances should a 
vendor be able to dictate to a reputable standards organization that the 
developing specifi cation remain 100 percent compatible with that vendor ’ s 
products. 

 The value of creating a standard in a community is that products from 
different sources can work together to build solutions that solve real cus-
tomer problems. If you can ’ t compete by creating superior, higher perform-
ing, more scalable and more secure products and perhaps the services to 
give the customers what they need, then I would suggest you have prob-
lems beyond not controlling the creation of a standard. 

 What you are basically saying is  “ I can ’ t win on a level playing fi eld. ”  
Your customers might be interested in hearing that. Some SDOs are de jure 
organizations: they have particular credentials in national or international 
settings. Some governments have laws that make it very diffi cult to use 
standards that do not come from de jure organizations. ANSI, ITU, and 
ISO are examples of de jure organizations while groups like the World Wide 
Web Consortium (W3C), OASIS, and the Object Management Group 
(OMG) are usually just referred to as consortia. 
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 Sometimes a standard produced by a consortium will be submitted and 
blessed by a de jure organization to make it more palatable for government 
procurements. Of course, de jure organizations, like all standards groups, 
must be very careful what they bless because they have reputations for 
quality and relevance that they hope to maintain. The OpenDocument 
Format is an international standard as well as an OASIS standard, namely 
ISO/IEC 26300:2006. 

 You may have heard of an  “ open standard. ”  What does this mean? I 
think we need to consider fi ve aspects of standards and ask some important 
questions about each of them: 

 1.   How is that standard created? 
 2.   How is it maintained after Version 1.0? 
 3.   What is the cost of getting a copy of the standard? 
 4.   Are there restrictions on how I can implement the standard? 
 5.   Can I use just a part of the standard or extend it and still claim 
compliance? 

 In answering these, we need to think in terms of transparency, community, 
democracy, costs, freedoms and permissions, and restrictions: 

  •    The more transparent the standards process is, the more open the stan-
dard is. 
  •    The more the community can be involved and then actually is involved, 
the more open the standard is. 
  •    The more democratic the standards process is, where the community can 
make signifi cant changes even before Version 1.0, the more open the 
standard is. 
  •    The lower the standards-related cost to software developers who want to 
use the standard, the more open it is. 
  •    The lower the standards-related cost to the eventual consumer of soft-
ware that happens to use the standard, the more open it is. 
  •    The more generous the standard ’ s licensing is in the freedoms and per-
missions it provides, the more open the standard is. 
  •    The more onerous the standard ’ s licensing is in the restrictions it imposes, 
the less open the standard is. 

 From these and perhaps other criteria, we should be able to come up with 
some sort of  “ Standards Openness Index. ”  In the meanwhile, use them 
when deciding for yourself how open a particular standard is. I don ’ t think 
openness is a binary situation: there is a range from being completely 
closed to being completely open.  “ Open ”  has become a standard marketing 
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term, so make sure you ask good questions of those who are trying to 
convince you that they are as open or more open than the other guy. 

 Now let ’ s look at interoperability. In mathematics the phrase  “ by 
abuse of terminology ”  is sometimes used in advanced books and lectures. 
There is no dishonesty intended, it ’ s just a simple way of saying,  “ I ’ m 
omitting some of the details and it ’ s not quite exactly what I mean, but 
close enough for us to talk about. ”  Since we are discussing mathematics, 
you can always follow up with a more complete treatment where every-
thing is proved before you agree to the conclusion. That is, no one is 
getting fooled. 

 In the same way, some words such as  “ normal ”  are used in many dif-
ferent areas of mathematical study. At fi rst it seems almost random, but 
the more you learn about the subjects, the more you realize that you ’ re 
really talking about the same things, just through a different lens, if you 
will. 

 Alas, if this were only true in IT. There, we should be saying  “ the ter-
minology is being abused ”  when appropriate, but rarely do. Similarly, what 
is  “ normal ”  to a market leader might not be at all normal to everyone else. 
Luckily, things are starting to change, particularly as communities rise up 
and start fi ghting for proper behavior and description. 

 In the opening decade of the century, we saw this around the word 
 “ open. ”  It no longer became appropriate for a single vendor to declare 
something open because (1) the vendor created it, and (2) the vendor will 
call it anything it wants. This might have been accepted behavior before, 
but it is not now, nor will it be in the future. 

 I think the word  “ interoperability ”  is now being similarly abused. When 
a single vendor or software provider makes it easier to connect primarily 
to his or her software, this is more properly called  intraoperability . In the 
intraoperability situation, one product is somehow central and dominant, 
either by market share, attitude, or acquiescence. The connectivity is sup-
ported by protocols and data formats that favor the central software, and 
the provider often prescribes those. The goal is to suck all-important data 
and processing into the central software ecosystem, and it is in this sense 
that we use the prefi x  “ intra. ”  

 So when the software provider comes out and says  “ we just created a 
consortium to provide interoperability with our products, ”  he or she is 
really saying  “ we want you to help us keep our product at the center of 
the world, and help us increase sales. ”  Nice deal if you can get it. And a 
deal it is, when we are talking business and fi nancial arrangements. The 
protocols and formats somehow always work best with the central software 
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and aren ’ t really conducive for others to use when the central software is 
not being accessed. 

 You may need special licensing to use the protocols or formats, and the 
central vendor may even try to standardize the specifi cations with weird 
rules stating that you can ’ t break compatibility with their products. The 
licensing might even prevent the use of the formats, protocols, or even a 
user interface by competitors or creators of open source software. It may 
be in the immediate economic interest of the other players to participate, 
but they do so with the tacit agreement that they are agreeing to play in 
an asymmetric environment where the primary advantages go to the one 
in the center. 

 In this real interoperability situation, we use truly open standards that 
do not favor any one software provider. They allow two pieces of software 
to work together as they do any two others. Certainly one of the providers 
might have a superior market position, but it is not given or maintained 
by the asymmetrical intraoperable situation. 

 Software succeeds because the application or service is faster, more reli-
able, more secure, and more scalable, has a better user interface, or, more 
generally, provides a better quality of service. It does not succeed because 
a provider abuses the word  “ interoperability ”  and convinces others that 
they play on a fi eld that is level. 

 Interoperability driven by open standards increases competition, 
provides more choice of applications to customers, and drives down 
prices. Customers can interchange, or substitute, one piece of software 
from one provider for another. The central provider in the middle of an 
interoperability situation hates this true, open interoperability. Customers 
love it. 

 The next time you hear about interoperability, ask yourself if this isn ’ t 
really intraoperability. If so, further ask yourself if this is best for you or 
best for that provider in the middle. It doesn ’ t have to be that way. We 
need to force software providers to stop abusing terminology. 

 To be clear, I ’ m talking about software interoperability. Technically, that 
boils down to the formats used to exchange information, the protocols by 
which the formatted information is exchanged, and the application pro-
gramming interfaces (APIs) that software implements to allow the inter-
change to concretely take place. Collectively I ’ ll call these  “ interchange 
formats and methods. ”  

  Interoperability  is the ability for two different and independent software 
applications to exchange information without loss of data, semantics, or 
metadata. To approximate this in plain English, this means that I ’ m going 
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to give you some information, I ’ m going to share what I know about the 
inner relationships within that information, and I ’ m also going to tell you 
everything I might happen to know about where the information came 
from, and how and when it was massaged and by whom. 

 The words  “ fi delity ”  and  “ faithfulness ”  are often used when discussing 
interoperability. These synonyms both mean the exchange of information 
without loss or extraneous additions. Just as I can compose two sentences 
that mean exactly the same thing, there are multiple ways of formatting 
information so that fi delity can be maintained when sharing it. However, 
when a single collection of interchange formats and methods can be devel-
oped and maintained by a broad community of independent users, interop-
erability becomes much easier. 

 For interoperability to work, I need everything necessary in order to 
understand and fully implement the processing of the information. There-
fore if you give me information and include something coming from 
somewhere else, then I must have full access to everything I need to handle 
that other data. This has implications about the openness and freedom 
from intellectual property (IP) legal entanglements of all interchange 
formats and methods involved. 

 Here are ten ways in which you can tell whether you will be able to get 
more or less interoperability among software applications: 

 1.   You will have more interoperability when all interchange formats and 
methods are fully developed as and described by community-driven open 
standards, including formats and methods included by reference. 
 2.   You will have less interoperability when the interchange formats and 
methods are incompletely or ambiguously specifi ed. 
 3.   You will have more interoperability when the interchange formats and 
methods are factored into smaller pieces that can be independently pro-
cessed yet composed to add greater functionality. 
 4.   You will have less interoperability when there is likely to be one and 
only one implementation that can fully and completely implement the 
interchange formats and methods, either by virtue of complexity, large size 
of the specifi cations or required implementation, or lack of availability of 
necessary intellectual property. 
 5.   You will have more interoperability when common features needed in 
multiple places are extracted and reused when necessary. 
 6.   You will have less interoperability when the interchange formats and 
methods are redundant and use unnecessarily different representations for 
the same type of data in different places. 
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 7.   You will have more interoperability when the interchange formats and 
methods do not refl ect historical processing errors in one particular soft-
ware application. 
 8.   You will have less interoperability when the interchange formats and 
methods tie the implementations in any way to one particular platform, 
such as an operating system. 
 9.   You will have more interoperability when the interchange formats and 
methods aggressively make use of other preexisting open interchange 
formats and methods wherever possible rather than using any duplica-
tively developed in a proprietary way. 
 10.   You will have less interoperability when the open standards process is 
abused to promote interchange formats and methods that only serve to 
perpetuate a single software provider ’ s market share and network effects. 

 Open standards are insurance policies for customers, including govern-
ments. They guarantee that the information created today will be acces-
sible and processible in the future. They avoid private deals with and 
promises from vendors. They force vendors and other software providers 
to compete. This creates better products at lower prices. Open standards 
help avoid single-supplier situations and all the problems they have his-
torically created. 

 If a vendor tells you that there might be better ways of achieving soft-
ware interoperability than open standards, ask to take a look at his or her 
calendar. Make sure they know they are living in the twenty-fi rst century, 
not the twentieth. Open standards ensure that information will live on for 
centuries to come. 





 14     Open Standards :  Defi nition and Policy 

 Ken Krechmer 

 Technical standards represent a powerful way for society to infl uence the 
use of technology. In the past decade, the need for technology to be 
responsive to the changing needs of society has emerged. Technical stan-
dards that are more responsive to the changing needs of society are called 
 “ open standards. ”  But what does open standards mean? Multiple sources 
of implementations? No intellectual property costs? Standardized in a 
recognized standardization committee? The standard is the same world-
wide? Backward compatibility is maintained? The standard is supported as 
long as users desire? Open standards mean different things to different 
people. 

 Understanding what an open standard is depends on the vantage point 
of the viewer and the type of technology being standardized. Public stan-
dardization organizations, private standardization organizations, different 
legal communities, economists, software developers, original equipment 
manufacturers, end users, and different governments have quite different 
views of open standards and how to achieve them. This chapter explores 
these viewpoints. 

 A  “ technical standard ”  is defi ned as a codifi ed (an independent model 
or written representation) and quantifi ed (measurable) rule, imposed by 
an authority, committee, or market ( Hayek 1973 ). Using this defi nition, 
this chapter describes the requirements that bear on the openness 
of a standard and proposes changes for the policies and procedures of 
different organizations associated with both standardization and intellec-
tual property rights (IPR) associated with standards. As these changes occur, 
standards will become more open. But openness is a direction, not a des-
tination. As will become clear, there are few standards that are completely 
open. 
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 Developing the Requirements for Open Standards 

 Different groups focus on specifi c indications of openness of a standard 
and the related standardization process.   Table 14.1  lists the different groups 
that may have an interest in a standard and what indications are most 
associated with openness within each group. This is the fi rst step toward 
developing the requirements of open standards.   

 It should be clear that the seventeen indications of open standards listed 
in   table 14.1  are reasonable and desirable in the view of each identifi ed 

  Table 14.1 
 Indications of open interface standards by interest group  

 Interest group  Indications of open standards 

 1.  Standards-setting organization  A fair standardization process including: 

 1.1  Open meeting 

 1.2  Consensus 

 1.3  Due process 

 1.4  Changes only by consensus 

 1.5  Available and identifi ed conformance 
procedures 

 2.  Commercial implementers  Supports fair competition: 

 2.1  Standard does not favor a competitor 

 2.2  Private functions are allowed 

 2.3  Does not make obsolete prior 
implementations 

 2.4  Standard applies to all markets 

 2.5  Acceptable standards documentation costs 

 3.  End user of implementation  Supports implementation user ’ s desires for: 

 3.1  Multiple procurement sources 

 3.2  Standards maintained over the 
implementation service life 

 3.3  Standard maintains compatibility with 
earlier versions 

 4.  Economists  Enhances communications, commerce, or 
trade. 

 4.1  Increases trade 

 4.2  Reduces asymmetric transactions 

 5.  Legal profession  Intellectual property rights are not forced 
or prevented by the standard: 

 5.1  Controlled intellectual property is possible 

 5.2  Private features are allowed 
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interest group. While the viewpoints of governments are certainly impor-
tant, these viewpoints are not addressed because they are amalgamations 
of the viewpoints of the interests identifi ed earlier. The relative importance 
of each indication of open standards changes depending upon which inter-
est group is asked.   Table 14.2  resolves the seventeen indications into ten 
requirements by removing the overlapping indications.   

 To test the reasonableness of these ten requirements,   table 14.3  relates 
the ten requirements to three interest groups: creators, implementers, and 
users, and compares their requirements with requirements proposed by 
the European Union (EU) body for Interoperable Delivery of European 
eGovernment Services to public Administrations, Businesses and Citizens 
(IDABC). The IDABC listing of requirements is taken from an International 
Data Corporation (IDC) technology assessment report,  The Road to Open 
Documentation Standards  (October 2006).   

 The IDABC requirements do not address one world requirements for 
the same standard for the same function worldwide, as this is a contentious 
issue impacting even the sovereignty of nations that could be required 
to support international standards over national ones. The other three 
requirements not identifi ed by IDABC — for open interfaces, open 
access, and ongoing support — are emerging requirements for open 
standards. 

 How many of these indications of an open standard in   table 14.3  are 
necessary for a standard to be considered open? Some say standards are 
open when they do not include controlled intellectual property (e.g., 
World Wide Web Consortium, or W3C). Of course, this may be unfair to 
those who have worked to create useful intellectual property. Some say 
standards are open when they are standardized in a recognized standardiza-
tion committee (e.g., formal standardization organizations such as the 
International Organization for Standardization (ISO). However, it is now 
recognized that the difference between formal standardization organiza-
tions and consortia is often slight ( Egyedi 2003 ). The IDABC notes that 
interoperability is a very important objective, yet does not address the 
requirement of open interfaces to achieve interoperability. It appears there 
is considerable confusion about what an open standard is, as well as how 
to achieve it. 

 Open standards are not an idle desire. The search for open standards 
indicates people ’ s need to infl uence standards that affect them. The pace 
of technology appears very fast to people not involved with the standard-
ization processes because they do not recognize how standardization paces 
the introduction of technology. Reviewing the history of standards shows 
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how standards pace technology and can maintain a balance between 
public and private value. 

 The Successions of Standards 

 Over the course of history, different standards have supported each wave 
of civilization (e.g., agrarian, industrial, information). The range of stan-
dards required to support a new wave of civilization and the associated 
technologies is termed a succession of standards ( Krechmer and Baskin 
2006 ). Each succession of standards utilizes different means to balance 
public and private interests. Successive standards necessary to support the 
industrial age are those that defi ne the similarity of objects or processes; 
these are similarity standards. During the industrial revolution, the impor-
tance of creating public similarity standards was understood ( Industrial 
Standardization 1929 , 11). The use of patents emerged during the same 
period as a means to offer value to the entrepreneur. Similarity standards 
created in standardization organizations that supported consensus and due 
process, and when coupled with patents, offered a successful balance of 
the public and private interests. 

 In the information age, the standards necessary to defi ne interfaces have 
emerged as the compatibility standards succession. A fair balance of public 
and private interests has yet to be achieved here. Compatibility standards 
began with the development of private interfaces. Such private interfaces 
were controlled by patents or proprietary information. Patents on inter-
faces have a winner-take-all effect, assuring a very large private gain to the 

  Table 14.3 
 Comparing different views of open standards  

 Rights/area of interest  Creator  Implementer  User  IDABC 

 1  Open meeting  x  x 

 2  Consensus  x  x 

 3  Due process  x  x 

 4  Open IPR  x  x  x  x 

 5  One world  x  x  x 

 6  Open change  x  x  x  x 

 7  Open documents  x  x  x 

 8  Open interface  x  x 

 9  Open access  x  x 

 10  Ongoing support  x 
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innovator who controls a high-volume interface. Many have recognized 
the need for open standards for high-volume interfaces. But creating open 
standards for such interfaces is more diffi cult than creating open similarity 
standards. 

 The open creation, open implementation, and open use of compatibility 
standards are necessary to create pubic interfaces. To achieve this, a change 
in approach and policy about interface standards is needed. Different 
patent examination procedures (e.g., higher requirements for claims 
bearing on interfaces), different patent policies (e.g., no patents on adapt-
ability mechanisms, shorter patent periods for claims on algorithms), dif-
ferent standardization organization procedures (e.g., only allow intellectual 
property rights on interface options, evaluate costs of IPR versus perfor-
mance gain), and adaptability mechanisms are approaches to better balance 
the public value of an open standard with the private gain possible on 
necessary interfaces defi ned by compatibility standards. 

 A better balance of public and private interests on compatibility stan-
dards also requires recognition that similarity and compatibility standards 
have very different impacts on society. Organizations that deal with both 
successions of standards need to have different approaches and policies to 
address similarity and compatibility standards. Compatibility standards 
defi ne interfaces. Communications interfaces created in standardization 
committees are mutual agreements, not inventions; therefore the intel-
lectual property claims on the implementations of compatibility standards 
that defi ne interfaces should be minimized. 

 In the post-information age a new succession of standards has emerged. 
When interfaces are computer controlled, they can adapt to different 
requirements. The standards that defi ne how to identify, negotiate, and 
select among different interface requirements are termed adaptability stan-
dards. Developing and using adaptability standards offer new means to 
achieve a successful balance of public and private interests for compatibil-
ity standards. 

 Where algorithms controlled by IPR are desired to optimize the perfor-
mance of such interfaces, such algorithms could be optional, thereby 
making the interface more open. Adaptability mechanisms allow the selec-
tion of such options. Standardization organizations should only standard-
ize controlled interfaces where it is clear that the public good — increased 
performance of the interface using controlled technology — is greater than 
the private gain desired by the owners of the controlled technology. The 
market is the best means to determine if a controlled (via IPR) performance 
enhancement of an interface provides suffi cient value given its cost. Market 
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determination, a basic means to support open interfaces, can only function 
if the controlled technology is optional in any interface standard. 

 Ten Requirements of Open Standards 

 The ten requirements developed in   tables 14.2  and   14.3  are fundamental 
to the broadest concept of open standards. Placing each requirement in 
context helps explain the requirements and identify where different poli-
cies and procedures to support each requirement are needed. The require-
ments follow, beginning with: 

 1.   Openness — all stake holders may participate in the standardization 
process. 
 2.   Consensus — all interests are discussed and agreement found, no 
domination. 
 3.   Due process — balloting and an appeals process may be used to fi nd 
resolution. 

 These fi rst three requirements of open standards are related to the stan-
dardization process. In the early twentieth century, these requirements 
emerged to prevent exploitation of the standardization process by domi-
nant organizations or factions. This was very important during the period 
when there was a single dominant railroad, car company, telephone 
company, and so on, in each major country of the world. As trade and 
travel have expanded, the market dominance of such companies has 
declined, helped in part by active antitrust concerns. The participants of 
standardization meetings are also more aware of these issues now and more 
able to counter attempts by one faction to dominate a standardization 
process. 

 4.   One world — same standard for the same function, worldwide. 

 These fi rst four requirements of open standards are at the heart of the 
World Trade Organization (WTO) Agreement on Technical Barriers to 
Trade, Code of Good Practice ( < http://www.wto.org/english/tratop_e/
tbt_e/tbtagr_e.htm#Annex%203 > ). The fourth requirement, the same stan-
dard for the same function worldwide, is an important requirement to 
prevent technical barriers to trade (TBT). Yet, many interface standardiza-
tion committees create standards for a specifi c geographic area (e.g., ATIS 
[USA], ETSI [Europe], TTC [Japan]). The creation of compatibility standards 
by country or region does not make common worldwide communications 
easier. One way to address this dichotomy of national and regional 
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standardization organizations and the need for communications world-
wide is to utilize adaptability standards to negotiate among multimode 
devices supporting multiple national or regional compatibility standards. 

 Common worldwide adaptability standards need to be developed in 
international standardization organizations and should be required wher-
ever two or more compatibility standards compete to defi ne the same 
interface. This should be a new WTO requirement under the TBT require-
ments. Such a requirement would allow national standards, such as China 
and the United States desire, yet support the negotiations necessary to 
identify a common communications interface. 

 5.   Open IPR — low or no charge for IPR necessary to implement the basic 
standard. IPR is allowed for options and proprietary extensions. 

 The existing procedures for addressing IPR issues in standardization orga-
nizations were created to deal with IPR relating to similarity standards; 
they do not work well for IPR relating to compatibility or adaptability 
standards. The IPR relating to similarity standards and the IPR relating to 
compatibility standards have very different economic impacts. The exist-
ing reasonable and nondiscriminatory (RAND) rules of standardization 
organizations for IPR are appropriate for IPR on similarity standards yet 
are often ineffectual for IPR relating to compatibility standards. IPR issues 
have not yet been identifi ed for adaptability standards. 

 As an example, a cell phone implementer invents and patents a new 
battery that provides more use per charge. The IPR relates to the chemistry 
of each battery. If the new battery performance were standardized (as 
minimum usage time per charge), the standard would be termed a similar-
ity standard. If another inventor created a different battery chemistry that 
provided as much usage per charge, that battery would meet the require-
ments of the standard also. Finally, each user can decide if the additional 
cost for longer battery life is warranted by the value it offers. Properly 
written similarity standards offer both the implementer and user fl exibility 
in their choice of new technology. 

 The case with compatibility standards that defi ne interfaces is quite 
different. If the cell phone implementer holds IPR on the compatibility 
standard that defi nes the air interface of the cell phone system, all who 
wish to use that cell phone system  must  pay for that IPR without any deci-
sion on their part about the value of that IPR to them. Using patents to 
control compatibility is effectively an expansion in the applicability of the 
patent system and impacts the rights of others. This unplanned expansion 
of the patent system must be recognized and addressed. 
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 Computer-based standardized interfaces should include an adaptability 
mechanism whenever multimode operation is desired. When IPR included 
in an interface standard is optional, the implementers of the equipment 
on each side of the interface standard (e.g., cell phone and cellular base 
station) will have to choose if an option is worth including in their imple-
mentations. This gives the implementers a practical negotiating position. 
Conversely, if a controlled option signifi cantly improves the system ’ s per-
formance, any implementers that did not choose to include that option 
in their implementations would run the risk of not being competitive with 
implementers that did include the option. In this manner a market-based 
negotiation is supported by requiring that IPR in compatibility standards 
be optional. 

 Far too often each participant in the standardization process accepts 
others ’  IPR into a new interface standard if their IPR is also accepted into 
the standard. This serves to ensure that the key participants in the interface 
standardization process gain a part of the royalties that may accrue. While 
this allows consensus to be achieved, it is not fair to those who have not 
participated in the standardization process. It is also unfair to users who 
will ultimately bear the cost of the IPR, often without any input in deter-
mining if the IPR included in a standard is desirable to them. It is the 
high-tech equivalent of taxation without representation. 

 National courts, governments, and many international organizations do 
not appear to be fully aware of the impact of an interface standardization 
process. The conversion of public telephone utility companies (PT & Ts) to 
private companies offers one example. When PT & Ts have submitted con-
trolled technology to standardization committees for inclusion in an inter-
face standard, it has usually been with the assumption (sometimes stated) 
that no royalties would be charged because they were a public utility. 
Where patented technology of the PT & T is already included in public 
compatibility standards, the future value of that patented technology is 
assured. When a PT & T patent portfolio is transferred to a private company, 
the private company receives a windfall (increased private gain from the 
future patent royalties). In effect, it is a transfer of value previously in the 
public domain to private enterprise. In 1996, a signifi cant portion of the 
AT & T Bell Labs patent portfolio was transferred to its private successor, 
Lucent. After this transfer, Lucent began charging for patents that had 
previously not been enforced ( Lucent 1997 ). The open use of AT & T ’ s 
patents included in existing public compatibility standards was an issue 
that should have been considered in the transfer of these patent rights 
from AT & T, formally a public utility, to Lucent, a private company. 
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 When multiple companies in an industry gather together to support a 
specifi c technology to be standardized, this can be an indication of market 
dynamics working or it can be an indication of a collusion that prevents 
other useful technologies from being considered. Where there is controlled 
IPR and active cross-licensing, standardization of the controlled technol-
ogy may become a means to prevent others (without a cross-license) from 
competing. The current government policies do not minimize such 
practices. 

 Many of these problems can be minimized by a policy change in the 
standardization organizations. All controlled IPR should be optional in 
compatibility standards (see requirement no. 8, open interfaces, to follow), 
and prevented in adaptability standards. When controlled IPR emerges 
after the standard is issued, the standard should be changed to make such 
IPR optional. When compatibility standards can be automatically upgraded 
over the Internet, making such changes in the standard after it is issued is 
practical. 

 6.   Open documents — all may access and use committee documents, drafts, 
and completed standards for their intended purpose. 

 Committee documents, completed standards, and software documentation 
should be readily available. This requirement allows any interested party 
to see any documents that relate to an open standard. In practice, the 
openness of a standardization meeting is closely related to the availability 
of the documents from the meeting. All technical documentation falls into 
two classes: work-in-progress documents (e.g., individual technical propos-
als, meeting reports) and completed documents (e.g., standards, test pro-
cedures). Different interest groups need access to these different classes of 
documents. Standards implementers and software developers need access 
to work-in-progress documents — to understand specifi c technical deci-
sions — as well as access to completed standards. Implementation testers 
(including users and their surrogates) also need access to completed 
documents. 

 The Internet Engineering Task Force (IETF) has pioneered new standards 
development and distribution procedures based on the Internet. Such 
procedures have made the IETF perhaps the most transparent standardiza-
tion organization. Using the Internet, the IETF makes available on the Web 
both its standards (termed RFCs) and the drafts of such standards at no 
charge. Using the facilities of the Internet, IETF committee discussion and 
individual technical proposals related to the development of standards 
can be monitored by anyone and responses offered. This transparent 
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development of IETF standards has been successful enough that many 
other standardization organizations are now doing something similar. 

 Ultimately, as technology use expands, everyone has an interest in 
technology and the technical documents that describe it. Using the Inter-
net, access to documents and discussion may be opened to all. In this way, 
informed choices may be made about being involved in a specifi c commit-
tee or project, and potential new participants could evaluate their desires 
to participate. Open documents deserves to be a requirement for any stan-
dardization organization that wishes to be considered open. 

 7.   Open change — all changes are proposed and agreed in the standardiza-
tion organization. 

 To maintain openness, all changes to existing standards need to be pre-
sented and agreed in a standardization organization supporting the previ-
ous six requirements of open standards identifi ed earlier. Controlling 
changes is a powerful tool to control interfaces when system updates are 
distributed over the Internet and stored in computer memory. Even with 
the most liberal of IPR policies, Microsoft would still be able to control its 
Windows Application Programming Interfaces (APIs) by distributing 
updates (changes) to users that update both sides of each API at the same 
time. Competing vendors ’  products on one side of the same API, without 
a similar distribution  at the same time , would be rendered incompatible by 
such a Microsoft online update. Users recognize the potential of Microsoft 
updates to cause incompatibilities in non-Microsoft software systems and 
often avoid using non-Microsoft software in Microsoft environments. 

 The only way that interfaces can remain open is when all changes are 
presented, evaluated, and approved with a common distribution plan in a 
standardization committee that supports the fi rst six requirements already 
identifi ed. Considering how computers are connected over the Internet, 
identifying and requiring mutually agreed changes are vital to the concept 
of open standards. This is not widely understood. 

 The original U.S. judicial order to break up the Microsoft PC-OS and 
application software monopoly did not address this key issue ( Krechmer 
and Baskin 2000 ). On March 24, 2004, the European Commission (EC) 
announced its decision to require Microsoft to provide its browser (Explorer) 
independently of the Windows operating system and make the related 
Windows APIs available to others ( European Union 2004 ). This decision 
also did not address the necessity for mutually agreed change.  “ On 10 
November 2005, following input from the European Commission ’ s techni-
cal advisers (OTR) and an extensive market test, the Commission issued a 
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Decision pursuant to Article 24(1) of Regulation 1/2003 ( ‘ the Article 24(1) 
Decision ’ ). This decision concluded that Microsoft was not complying with 
its obligation pursuant to the Decision to (i) supply complete and accurate 
interoperability information and (ii) make that information available on 
reasonable terms ”  ( European Union 2006 ). Unfortunately this decision also 
does not address the need for mutually agreed changes to maintain  “ accu-
rate interoperability information. ”  It appears that neither the U.S. judiciary 
nor the EC OTR understands that a computer-controlled interface cannot 
be mandated to be an open standard. For such a standard to be open, it 
must be created and maintained in an open standardization process. 

 8.   Open interfaces — support migration (backward compatibility) and allow 
proprietary advantage, but standardized interfaces are not hidden or 
controlled. 

 The user ’ s economic interests are best served when manufacturers or service 
providers compete. Without competition a seller becomes dominant and 
the user ’ s interests, economic and otherwise, are often not addressed. 
Standards represent a means to help balance the buyers ’  and sellers ’  inter-
ests, but when everything about a transaction is standardized there is no 
longer any product competition, only price competition. While price com-
petition is desirable, the manufacturer or service provider also needs to 
have the possibility of feature competition to motivate innovation. In 
similarity standards, a balance can be achieved by standardizing some 
aspects of a product or service but allowing others to be proprietary. For 
example, a brick ’ s size may be standardized, but color, texture, or strength 
can be proprietary features. Compatibility (interface) standards also require 
a balance to offer the greatest value to society. Unfortunately, many people 
think that all interfaces of a specifi c type must be the same to ensure com-
patibility. This is not correct. Interfaces can be made adaptable to support 
proprietary advantage (private gain) as well as compatible operation (public 
good). 

 Interfaces that are not hidden or controlled and support migration can 
also support proprietary advantage. Such interfaces, which exhibit both 
proprietary and public advantages, are an emerging approach to interface 
standards used between programmable systems. Programmable systems 
with changeable memory make possible multimode interfaces that can be 
changed to support backward and forward compatibility as well as compat-
ibility to other modes of operation. The idea that open interfaces should 
embody both public and private advantage is relatively new. But interest 
is increasing due to the considerable success of open interfaces in facsimile 
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(T.30), telephone modems (V.8 and V.32 auto baud procedures), and Digital 
Subscriber Line (DSL) transceivers (G.994.1 handshaking). 

 One way of achieving open interfaces is to implement a newer tech-
nique called an  etiquette  ( Krechmer 2000 ). Etiquettes provide 

  •    connectivity, negotiating between two or more devices in different spatial 
locations to determine compatible protocols; 
  •    a means to allow both proprietary and public enhancements to the 
interface that do not impact backward or forward compatibility; 
  •    adaptability, so that one communications system can become compatible 
with a different communications system (e.g., by uploading the needed 
software); and 
  •    easier system troubleshooting by identifying specifi c incompatibilities. 

 As long as the etiquette itself is common between the equipment at both 
ends, it is possible to receive the code identifying each protocol supported 
by the equipment at a remote site. Checking this code against a database 
of such codes on the Web or in a manual, the user can automatically or 
manually select compatible operation or determine what change is neces-
sary in their system or the remote system to enable compatibility. 

 One of the earliest etiquettes is ITU Recommendation T.30, which is 
used in all Group 3 facsimile machines. Part of its function includes mecha-
nisms to interoperate with previous Group 2 facsimile machines while 
allowing new features (public as well as proprietary) to be added to the 
system without the possibility of losing backward compatibility. Another 
etiquette is the ITU standard V.8, which is used to select among the V.34 
and higher modem modulations. More recently ITU G.994.1 provides a 
similar function in DSL equipment. 

 As an example of the usefulness of open interfaces, consider Microsoft 
APIs. Assume that an open standard based upon a Microsoft Windows API 
is created. Then any vendor could create an operating system (OS) to work 
with Microsoft ’ s applications or create applications to work with Micro-
soft ’ s OS that utilize that API. If any vendor (including Microsoft) identifi ed 
a new function such as a music delivery service or IPTV that was not sup-
ported across the basic API, that vendor could then offer the new function, 
as an identifi ed proprietary feature across the API, to users who have pur-
chased that vendor ’ s OS and appropriate applications, while not impacting 
compatibility for those who have not. Since an open interface supports 
proprietary extensions, each vendor controls the way the new function is 
accessed across the API, but does not change the basic compatibility of the 
API. In this manner any implementer — including Microsoft — is able to 
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maintain control and add value, based on the desirability of the new func-
tions they offer. 

 An open interface offers a means to address recent political concerns: 

  •    The French government ’ s concern that only Apple iPods can download 
music from Apple iTunes Web sites. 
  •    The Chinese government ’ s push for their own communications technol-
ogy in Chinese communications systems ( Qu and Polley 2005 ). 
  •    The European Union and previous U.S. antitrust actions over Microsoft ’ s 
proprietary software interfaces ( Krechmer and Baskin 2000 ). 

 In each of these cases, Open Interfaces that support adaptable operation 
could resolve the political concerns without any direct government 
involvement in standardization.  David (1987)  notes that government 
action mandating a specifi c standard tends to produce poor results. 

 9.   Open access — objective conformance mechanisms for implementation 
testing and user evaluation. 

 Implementation assessment covers all possible parameters that may need 
to be identifi ed as conforming for accurate, safe, and/or proper use. Such 
parameters could include physical access (e.g., access by people with dis-
abilities), safety (e.g., CE or UL mark, the European and U.S. indications 
that equipment is designed safely), and correct weights and measures (e.g., 
certifi cation of scales and gasoline pumps) as well as interface compatibility 
indicated by noting a term that indicates the type of interface (e.g., V.92, 
WiFi, Bluetooth, GSM). Implementation assessment may be as simple as 
identifying a known brand or it may require specifi c testing by implement-
ers, regulators, users or their testing agencies. Conformance may be dis-
played by a known and controlled identifi cation mark (e.g., UL, CE) or just 
a specifi cation calling out existing standards. 

 For products that conform to similarity standards, a simple mark of 
conformity is often suffi cient. In the European Union (EU), the CE marking 
is the manufacturer ’ s indication that the product meets the essential 
(mostly safety) requirements of all relevant EU Directives. This specifi c 
marking indicating compliance reduces the user ’ s safety concerns. For 
products that have standardized interfaces, such as communications equip-
ment or communications software, an interoperability event may be 
needed (often termed a plug-fest) to test whether different implementa-
tions interoperate. 

 The complexity of multilayer communications products makes compat-
ibility more diffi cult to achieve, let alone identify. Such more complex 
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compatibility standards would benefi t greatly from adaptability mecha-
nisms (as discussed under requirement no. 8, open interfaces). These adapt-
ability mechanisms could help achieve the highest level of compatibility. 
The same mechanisms could identify incompatibility in a manner that 
would allow upgrades (automatic or manual) to achieve compatibility. 
Adaptability standards require new levels of testing to verify their long-
term ability to maintain backward compatibility. While all other imple-
mentations are tested to verify conformance to a standard, implementations 
of adaptability standards also need to be tested to verify that they ignore 
what they do not recognize, that is, any extensions to the standard that 
occur in the future. This level of testing is rarely being done currently; it 
represents a new criterion for conformance testing for organizations con-
cerned with the conformance of implementations supporting adaptability 
standards. This brings us to the tenth and fi nal requirement. 

 10.   Ongoing support — standards are supported until user interest ceases. 

 Users desire that their products, services, and related software be supported 
until their interest in them ceases, rather than when implementer interest 
declines. Ongoing support of hardware, software, and services, and their 
associated standards, is of specifi c interest to end users as it may increase 
the life of their capital investment in equipment or software. The support 
of an existing standard, which directly impacts any products that utilize 
the standard, consists of fi ve distinct phases (see   table 14.4 ).   

 It is diffi cult to interest users in the fi rst phase of standards development 
( Naemura 1995 ). Even the second phase, fi xes, may be of more interest to 
the creators and implementers than the users. The next three phases, 

  Table 14.4 
 Standards life cycle  

 Phase  Activity  Description  Major interest group 

 1.  Create standard  The major task of SSOs  creators 

 2.  Fixes (changes)  Rectify problems identifi ed in 
initial implementations 

 implementers 

 3.  Maintenance 
(changes) 

 Add new features and keep the 
standard up to date with related 
standards work 

 users 

 4.  Availability (no 
changes) 

 Continue to publish, without 
continuing maintenance 

 users 

 5.  Rescission  Removal of the published 
standard from distribution 

 users 
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however, are where users have an interest in maintaining their investment. 
Currently few standardization organizations actively address maintaining 
their standards based on user desires. Greater user involvement in the 
ongoing support of standards would be practical by taking advantage of 
the Internet to notify users of potential changes in specifi c standards. 
Increasing the users ’  involvement with the maintenance phases of the 
standardization process may also represent new economic opportunities 
for standardization organizations. For example, users could, for a small fee, 
register on the Internet their interest in a standard or group of standards; 
then whenever a new support phase of those standards was being consid-
ered, the users would be notifi ed and could raise any concerns. Much like 
any concerns raised in the standardization process, the users concerns 
could be addressed as part of considering the support phase change. Over 
time such treatment might also increase the users ’  preference for standards 
from the standardization committees that offer such policies. 

 The ITU-T Telecommunications Standardization Bureau Director ’ s Ad 
Hoc IPR Group report, released in May 2005, includes  “ on-going support —
 maintained and supported over a long period of time ”  as one element of 
its open standards defi nition ( International Telecommunication Union 
2005 ). Recognition that ongoing support is a part of open standards is 
increasing. 

 Policy and Procedure Recommendations 

 As society becomes more technologically based, standards and standardiza-
tion become more important. Standardization and intellectual property 
processes are always evolving and because of this fl exibility the standard-
ization systems have worked well. To create and maintain standards that 
move toward the ten requirements of Open Standards requires further 
evolution of the policies and procedures of standardization organizations, 
organizations that address antitrust or anticompetition issues, national 
patent offi ces, the World Intellectual Property Organization (WIPO), and 
the World Trade Organization (WTO). 

 Essential changes that standardization organizations need to make in 
their policies and procedures are as follows: 

  •    Identify open changes as a requirement for compatibility standards for 
microprocessor-controlled interfaces accessible over the Internet. 
  •    Each standardization organization should maintain and publish a listing 
of how they address each of the ten open standards requirements. 
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  •    Only allow IPR as an option in compatibility standards. When such IPR 
emerges after standardization, change such controlled requirements to 
options where practical. 
  •    Standardization of adaptability standards to be addressed only in inter-
national standardization organizations. 
  •    Offer users the means to participate in the maintenance of standards. 

 Recommended changes to WTO policies: 

  •    Defi ne as barriers to trade the lack of open change procedures and open 
interfaces of microprocessor-based compatibility standards. 

 Recommended changes to EC competition and antitrust policy: 

  •    When interfaces are required to support competition, empower a stan-
dardization organization to create and maintain them. 

 Recommended changes to WIPO policies: 

  •    WIPO should help evaluate IPR claims on international interface stan-
dards and make recommendations on when controlled technology should 
be optional in interface standards. 

 Recommended changes to individual countries ’  patent policies: 

  •    Require greater demonstration of uniqueness for patent claims that 
control interfaces. 
  •    Impose shorter term on patent claims that may control interfaces (e.g., 
algorithms). 

 The wide applicability of the policy and procedure changes suggested here 
indicates the importance of gaining greater understanding of how stan-
dardization impacts modern high-technology societies. Perhaps the most 
important change of all would be to teach the requirements for open 
standards in appropriate engineering, business, law, political science, and 
economics courses.       

 Note 

 This chapter addresses the policy implications of open standards more than my 

previous papers on the subject, but the ten requirements of open standards was 

developed previously, most recently in  “ Open Systems in Digital Convergence, ”  a 

chapter in  Strategies and Policies in Digital Convergence , ed. Sagin Park (Hershey, PA: 

Idea Group Reference, 2007). In turn that chapter is an expansion of an earlier 

 Journal of IT Standards and Standardization Research  paper ( Krechmer 2006) . The latter 

paper is a signifi cant revision of one published in the  Proceedings of the 38th Annual 
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Hawaii International Conference on System Sciences  (HICSS), January 2005. In turn, the 

HICSS paper is a major expansion of  Krechmer 1998 .   
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